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Preface

PREFACE

ALIOT ERASMUS+ project. Three-volume book contains material
for lectures and training modules developed during carrying out of project
“Internet of Things: Emerging Curriculum for Industry and Human
Applications /ALIOT™ (Project Number: 573818-EPP-1-2016-1-UK-
EPPKA2-CBHE-JP, 2016-2019) funded by EU Program ERASMUS+. Main
ALIOT project objectives are development and transfer of innovative Internet
of Things (IoT) and Internet of Everything (IoE) related research ideas and
practices between the academic and industrial sectors and for society as
whole.

The tasks of the ALIOT project are the following:

1) to introduce a Multi-domain and Integrated Internet of Things (IoT)
programme and develop 4 courses for MSc students:

- MC1 Fundamentals of IoT and IoE,

- MC2 Data science for IoT and IoE,

- MC3 Mobile and hybrid loT-based computing,

- MC4 10T technologies for cyber physical systems;

2) to introduce a Multi-Domain and Integrated IoT programme and
develop 4 courses for doctoral students:

- PC1 Simulation of 10T and loE-based systems,

- PC2 Software defined networks and 10T,

- PC3 Dependability and security of loT,

- PC4 Development and implementation of loT-based systems;

3) to establish multi-domain 10T cluster network and develop 6 training
courses for human and industry applications:

- ITM1 loT for smart energy grid,

- ITM 2 10T for smart building and city,

- ITM 3 10T for intelligent transport systems,

- ITM 4 10T for health systems,

! The European Commission's support for the production of this publication does not
constitute an endorsement of the contents, which reflect the views only of the authors,
and the Commission cannot be held responsible for any use which may be made of the
information contained therein.
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-ITM 5 loT for ecology monitoring systems,

-ITM 6 loT for industrial systems.

The tasks of the project have been solved by ALIOT consortium of
Ukraine and EU countries universities and organizations:

- Newcastle University (NU), United Kingdom (grant holder and EU
coordinator);

- National Aerospace University "Kharkiv Aviation Institute" (KhAI),
Ukraine (national coordinator);

- Leeds Beckett University (LBU), United Kingdom;

- Coimbra University (CU), Portugal;

- University KTH, Stockholm, Sweden;

- Institute of Information Science and Technologies ISTI-CNR, Pisa,

- Chernivtsi National University (ChNU), Ukraine;

- East Ukraine National University (EANU), Ukraine;

- Odesa National Polytechnic University (ONPU), Ukraine;

- Ternopil National Economic University (TNEU), Ukraine;

- Petro Mogila Black Sea National University (PMBSNU), Mykolaiv,
Ukraine;

- Zaporizhzhya National Technical University (ZNTU), Ukraine;

- Pukhov Institute for Modelling in Energy Engineering (IPME),
National Academy of Science of Ukraine, Kyiv, Ukraing;

- IT-Alliance (ITA), Ukraine;

- Smart.ME company (SM), Ukraine.

ALIOT books. To assure the ALIOT courses the following books are
edited:

- Three volume multi-book “Internet of Things for Industry and Human
Applications” for theoretical/lecture part of courses:

Volume 1. Fundamentals and Technologies (MSc study),

Volume 2. Modelling and Development (PhD study),

Volume 3. Assessment and Implementation (training modules);

- 4 practicum books for MSc courses:

- 4 practicum books for PhD courses;

- 6 books for domain oriented training modules.
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The volumes consists of 14 parts according with list of MSc (Parts 1-4),
PhD (Parts 5-8) and training (Parts 9-14) courses. Parts are called according
with corresponding courses (Parts 1-4 as MC1-MC4, Part 5-8 as PC1-PC14,
Parts 9-14 as ITM1-ITM6).

Parts consist of the sections 1-56 (4 sections for courses MC1-MC2,
MC4, PC1-PC4, ITM1-ITM5; 3 sections MC3, 5 sections for ITM6). Section
0 introduces into the multi-book.

Contents and authors of the Volume 1. Volume 1 consists of
Introduction (section 0), parts 1-4, sections 1-15.

The need of new curriculum in the Internet of things (IoT) for MSc,
PhD and engineering levels of education is described in the section O
(Introduction). 10T publication dynamics is analysed. The joint project on
curriculum development ALIOT, financed in the frame of Erasmus+
programme, is discussed. The project ensures adaptation of academic
programs in Ukraine and other countries to the needs of the European labor
market, thus enhancing the opportunities of academic and labor abundant.
The ALIOT covers hot domains of loT applications such as health systems,
intellectual transport systems, ecology and industry 4.0 systems, smart grid,
smart buildings and city. The description of interdisciplinary multi-domain
and transnational programmes of MSc and PhD levels is introduced with the
mechanisms of intensive capacity building measures as well as the
establishment of multi-domain loT cluster network in Ukraine is given.

Authors of the section 0 are Assoc. Prof., Dr A. V. Boyarchuk (KhAl),
Dr. O. O. Illiashenko (KhAI), Prof., DrS. V. S. Kharchenko (KhAl), Prof.
DrS., D. A. Maevsky (ONPU), Prof, Dr. Chris Phillips (NU),
Dr. A. P. Plakhteev (KhAl), L. V. Vystorobska (ONPU).

PART I. FUNDAMENTALS OF IOT AND IOE.

Section 1 analyses concept of loT, challenges, methodological issues
and solutions in area of loT application, an extended concept of IoT is
suggested. It discusses the methodological and practical issues of
implementing Big Data Analytics (BDA) and loT systems and tools in
context of cyber security and safety assessment and assurance. Concepts of
safety and cyber safety considering security and cyber security attributes for
critical application are analysed. The benefits and limitations of application of
BDA and loT based technologies in safety critical systems are discussed.
Industrial cases such as Internet of Drones based NPP accident monitoring
system, 10T based monitoring and control system, system for prediction of

8
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software dependability are described. The recommendations and limitations
of BDA and loT application in safety critical systems are formulated.

Authors of the section 1 are Prof., DrS. V. S. Kharchenko (KhAl),
Dr. O. O. llliashenko (KhAl), Prof., Dr. Andrzej Rucinski (UNH), Dr. Ah-
Lian Kor (LBU).

Section 2 considers is devoted to review of I0T/WoT technologies,
curriculum for future specialists on 10T/WoT technologies development and
experience of teaching of discipline: “Technologies and tools of WoT
application development” in different variations. The review of existing
WoT/loT technologies demonstrates that server-side programming language
of Web Thing API built with consideration of architecture of REST is JS
environment in Node.JS. Considering Web Thing API programming
language, the curriculum suggests the stack of technologies for development
of WoT applications using JavaScript/Node.JS. The discipline “Technology
and tools for developing Web applications”, supplemented by the sections of
“Cloud Computing”, “loT/WoT” and related reviewed curriculum is taught
in NTU “KhPI” at the Department of Information Systems and NAU “KhAI”
at the Department of Computer Systems, Networks and Cyber Security under
the courses “Web of Things” and “Industrial Internet of Things”.

Authors of the section 2 are Assoc. Prof., Dr. V. A. Tkachenko (NTU
KhPI), Senior Researcher, DrS. E. V. Brezhniev (KhAl).

The analysis of the available solutions and performance regarding the
loT systems has been conducted in the section 3. The standards and
recommendations in the area of loT systems architecture, security,
technologies have been analyzed. The features of the presentation of models
of systems of the Internet of things, the requirements for their organization are
considered. The analysis is carried out and the basic metrics applicable to the
evaluation of the criteria of the Internet of things systems are described. The
features of the Internet of things domains are considered.

Authors of the section 3 are Assoc. Prof., Dr M. O. Kolisnyk, Prof., DrS.
V. S. Kharchenko (KhAl).

Section 4 considers communication techniques of 10T with emphasis on
protocols enabled. Such topics as architecture of networks used in 10T, delays
in wireless sensor networks, Bluetooth 5.0 capabilities and analysis of
applicability in the area of loT of such protocols as HTTP/HTTPS, MQTT,
AMQP and cloud architecture for 10T are studied. Comparative analysis of
mentioned protocols has carried out. Methods for determining the effective

9
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speed of error-correcting codes and comparing their speeds are considered.
Comprehensive indicator of the energy efficiency of error-correcting codes
for loT devices is suggested.

Authors of the section 4 are Senior Researcher, DrS. O. A.
Chemeris, Dr, Senior Researcher S. Ya. Hilgurt (IPME), Assoc. Prof.,
Dr. V. Y. Pevnev (KhAl), Senior Lecturer M. V. Tsuranov (KhAl).

PART Il. DATA SCIENCE FOR IOT AND IOE.

Section 5 presents a short introduction to data science for IoT. An
overview of data characteristics, appropriate approaches and data science
techniques and algorithms applicable to loT data is provided. 0T and IoE
ecosystem is described. Scientific analytics models used in loT verticals, as
well as data fusion and data processing from IoT devices, are discussed. One
of the primary goals of this chapter to give insight on how loT data from
devices — from sensors to end devices can be extracted and analyzed to
uncover information.

Section 6 discusses the principles and technologies of mining and data
processing for 10T systems. The features of the use of data mining for loT
data, models and data mining methods for 10T, data mining of stream data
and massive data are described.

Authors of the sections 5,6 are Prof., DrS. I. S. Skarga-Bandurova, Dr.
T. O. Biloborodova (EUNU).

Section 7 presents the progress and practical achievements that were
conducted at the intersection area of the Internet of Things technology and
Artificial Intelligence. The principles of Deep Neural Networks are
considered in details, including given examples, the main aspects of design,
usage and implementation for Internet of Things.

Authors of the section 7 are Assoc. Prof, Dr. V. S. Koval,
Dr. M. P. Komar (TNEU).

Section 8 discusses big data issue in the context of loT and studies the
fundamental trade-off between data consistency and delays in distributed data
storages. The primary focus of the paper is on investigating the interplay
between performance (response time and throughput) of the Cassandra
NoSQL database and consistency settings. The chapter reports the results of
benchmarking the read and write performance of a replicated Cassandra
cluster, deployed in the Amazon EC2 Cloud. We present quantitative results
showing how different consistency settings affect Cassandra performance
under different workloads. Finally, we generalize our experience by

10
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proposing a benchmarking-based methodology for run-time optimization of
consistency settings to achieve the maximal Cassandra performance and still
guarantee the strong data consistency under mixed workloads.

Authors of the section 8 are Assoc. Prof., Dr. O. M. Tarasyuk, Prof.,
DrS. A. V. Gorbenko (KhAl).

PART I1l. MOBILE AND HYBRID IOT-BASED COMPUTING.

Section 9 covers the basic of Android and iOS development and
connection of IoT devices, mainly wearable’s, to the mobile applications. As
this book is intended for MSc-, PhD- students and engineers in information
technologies, this section covers various topics starting with nowadays
mobile and IoT standards development, user interface design essentials,
recommended by Google and Apple application architecture for mobile and
wearable devices and endings with uploading developed application to the
App Store and Google Play markets.

Section 10 describes a merging of two cutting edge technologies -
Cloud computing and Internet of Things, and how the benefits of this
connection can be applied for mabile applications development. As this study
material is intended for MSc-, PhD- students as well as for experienced IT
engineers, here we provide an analysis of nowadays Cloud services
economics and overview of most widely known Cloud architectures and
infrastructures that can support the Android and iOS applications
development.

Authors of the sections 9, 10 are Dr V. O. Butenko (KhAl), D. A.
Butenko (KhAI), Dr O. B. Odarushchenko (PSAA).

This section describes the integration of two from the most discussed
information technologies Big Data and IoT. Big Data Platform of loT
Services is described. Big Data platform stack and tools are analysed.
Avrchitectures of Big Data systems such as Lambda, Kappa and requirements
to systems are discussed. An engineering aspects of the Big Data from an
loT perspective are analysed.

Authors of the section 11 are Assoc. Prof., Dr .O. M. Odarushchenko
(KhAI), Assoc. Prof., Dr O. Y. Strjuk (KhAI).

PART IV. IOT TECHNOLOGIES FOR CYBER PHYSICAL
SYSTEMS.

Section 12 describes the results of the analysis of the current state of
development of cyber-physical systems (CPS) and the role of Internet of
Things technologies in their formation. It is shown that the synergy processes
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of achievements in the field of CPS and IoT allows solving complex issues of
modern industry and humanitarian sphere. They are the basis for the
development of lIoE, SNSS, and self-organized cybernetic technologies. One
of the approaches for system analysis and synthesis of modern CPS is
proposed and the decisive role of loT technologies in this process is
substantiated. The models of CPS and loT and the possibilities of their
improvement using methods of system analysis, Petri nets, theory of queuing
systems are considered.

Section 13 describes the tasks of CPS analysis and synthesis. The
place of IoT technologies in these tasks are considered in three aspects:
analysis of the modern software/hardware base for the development of cyber
components, providing a reliable interface between system components at
conceptual model levels, and the capabilities of CPS modeling and
development software.

Authors of the sections 12, 13 are Assoc. Prof., Dr H. 1. Vorobets, Dr O.
I. Vorobets, PhD student V. E. Horditsa (ChNU).

Section 14 discusses the research on creating a network architecture
concept that uses Power over Ethernet (PoE) as a method for transferring data
and power over a single medium, conjoined with the principals of neural
networks as well as decentralized and remote computing for data processing.
The concept used a Cisco Catalyst 4507R+E switch and utilized cloud and
on-board computing to provide an easily scalable and adaptable architecture
that can be modularly integrated into existing solutions. The prototype set-up
was tested on RaspberryPi microcontroller boards as sensor hubs, and used
DigitalOcean as the cloud computing service of choice. The Movidius Neural
Compute chip was used to deploy the neural networks for the relevant data
processing and deep learning. The proposed architecture shows great
promise on the feasibility of creating modular systems that unite the concepts
of loT, PoE and Neural Network approaches. These approaches can be used
to develop cyber physical systems for different human and industry domains.

Authors of the section 14 are PhD student . M. Lobachev (ONPU),
Assoc. Prof., Dr M.V. Lobachev (ONPU), Prof., DrS.V.S. Kharchenko
(KhAl).

Section 15 focuses on model-based design of cyber-physical systems
and how to apply two methodologies within this approach. The first
methodology is based on the MARTE profile of UML, which is intended to
model embedded real-time systems. The second one uses the SysML

12



Preface

language, which allows to model the physical and computational parts of
cyber-physical systems. The combined use these methodologies in model-
based design allow to comprehensively model and analyze the functional and
non-functional properties of cyber-physical systems.

Author of the section 15 is Assoc. Prof., Dr. R. K. Kudermetov (ZNTU).

Volumes 1-3 edited by Prof., DrS. V. S. Kharchenko (KhAI). Camera-
ready versions of Volumes 1-3 were prepared by Dr. O. O. llliashenko
(KhAL).
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Abbreviations
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10T — Internet of Things

IoE — Internet of Everything

MC — Master course

PC — PhD course

ITM — Industrial Training Module
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0.1 State of the art and an approach

0.1.1 Motivation

The International collaboration between organizations for
research and education purposes plays a key role in establishing
and obtaining of practical and useful results in both areas.
Modern economics presumes fast time-to-market and constant
changes and development of new technologies. There are numbers
of international programs supporting cooperation between
universities, and between university and IT industry companies.
The most known and experienced are former Tempus, Erasmus+
programme. The aim of Erasmus+ is to contribute to the Europe
2020 strategy for growth, jobs, social equity and inclusion, as
well as the aims of ET2020, the EU's strategic framework for
education and training in modern technologies [1].

The Internet of Things is an emergency topic of technical,
social and economic significance. Consumer products, durable
goods, cars and trucks, industrial and utility components, sensors,
and other everyday objects are being combined with Internet
connectivity and powerful data analytic capabilities that promise
to transform the way people work and live.

Nowadays we are told that the machine-to-machine M2M
connections will represent 46% of connected devices by 2020 as
well as 73% of companies use loT project data to improve their
business and 95% of execs surveyed plan to launch an loT
business within 3 years [2,3]. A number of worldwide companies
and research organizations have offered a range of projections
about the potential impact of 10T on the Internet and the economy
during the next ten years: Cisco predicts more than 24 billion
Internet—connected objects by 2019 [4], Huawei forecasts 100
billion 10T connections by 2025 [5]. McKinsey Global Institute
suggests that the financial impact of 10T on the global economy
may be as much as $3.9 to $11.1 trillion by 2025 [6].

Main challenges and questions in this technology are related to
security and privacy issues, device interoperability, regulatory
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and rights domain, emerging economy and development issues.
This section is based on material of the [7].

0.1.2 State of the Art and publication statistics

In this section we present a brief history of the origin and
development of the Internet of things. Wikipedia says that the
first publication, in which the idea of the Internet of things is
presented, was published in 2000 [8]. This is an article by a large
group of authors (13 authors): “People, places, things: Web
presence for the real world” [9]. It is based on their report at the
2000 Third IEEE Workshop on Mobile Computing Systems and
Applications. Authors wrote that “...the convergence of Web
technology, wireless networks, and portable client devices
provides new design opportunities for computer/communications
systems. ... we have been exploring these opportunities through
an infrastructure to support Web presence for people, places and
things. Using URLs for addressing, physical URL beaconing and
sensing of URLs for discovery, and localized Web servers for
directories, we can create a location-aware but ubiquitous system
to support nomadic users. On top of this infrastructure we can
leverage Internet connectivity to support communications
services. Web presence bridges the World Wide Web and the
physical world we inhabit, providing a model for supporting
nomadic users without a central control point”. Despite the fact
that the words "Internet of things" do not appear in this
annotation, one can see that the basic concept of the future loT
here is already clearly indicated.

It should be noted that the article "That 'Internet of Things'
Thing" [12], which was published in January 2009 by Kevin
Ashton, affirms another. The author shifts the date of the
appearance of the term "Internet of things" one year ago. In
particular he writes: “I could be wrong, but I'm fairly sure the
phrase "Internet of Things" started life as the title of a
presentation | made at Procter & Gamble (P&G) in 1999. Linking
the new idea of RFID in P&G's supply chain to the then-red-hot
topic of the Internet was more than just a good way to get
executive attention. It summed up an important insight—one that
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10 years later, after the Internet of Things has become the title of
everything from an article in Scientific American to the name of a
European Union conference, is still often misunderstood.”

The presentation of which Kevin Ashton says is not
published anywhere. The first publication, in the name of which
the abbreviation "loT" occurs, appeared in March 2008 [10]. It
was presented in Zurich, at one of the workshops of the
conference “Internet of Things 2008 International Conference for
Industry and Academia”. The workshop was named “Workshop on
Designing the Internet of Things for Workplace Realities™. It is
noteworthy that initially at the same conference a workshop
“Sketchtools - Creative Tools for Prototyping Smart Devices” was
announced, which did not take place due to a lack of interest of
the participants in this problem [11].

Current state of the art and dynamics of 10T development can
be analyzed on the basis of processing of statistical data about
publications. To process such data the software tool “Accounting
Publication Manager” (APM) has been developed using
1C:Enterprise 8.2 system.

The capabilities of the 1C: Enterprise system allow us to
accumulate and organize this information according to the chosen
criteria. APM collects and present information about the name,
publication year, authors and type of publication such as
“Article”, “Book”, “Proceeding”, “Techreport” etc. APM allows
you to upload a list of publications in the BibTeX format [13]
similar to the IEEE Explore Digital Library, The ACM Digital
Library, ELSEVIER and others. The ability to import data from a
BibTeX file allows you to reduce time to enter information in
APM and reduce the number of errors made when entering.

The IEEE Explore libraries and the ACM Digital Library
were used to compile a list of 10T references. According to the
key words "loT", 12,406 publications were found in the library of
IEEE Explore, and 1,714 publications were found in the ACM
Digital Library. Thus, only 14,120 publications are downloaded in
the APM. Figure 0.1 shows part of the list of publications
received.
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A large number of publications allows us to judge the status and
main trends of loT development.

Publication List

€ICospams | [gy @ (%] | (= | Q Haim Bce peficteua ~ | (2)
Rubrics e X
Pubiication type e X Source: e X
No Year |Publication Title Type Source 4
] 20170001 2017 Proposed loT framework using third party with enhanced security Inproceedings 2017 4th Intemational Conference
20170002 2017 Expositioning of cryptography techniques in loT domain Inproceedings 2017 4h Intemational Conference
] 20170003 2017 High sensitivity low noise nano-gas sensing device with loT capabiliies  Inproceedings 2017 |EEE National Aerospace ar
20170004 2017 Wireless loT based meteding system for energy efficient smart cites Inproceedings 2017 2%h Intemational Corferenc
| 20170005 2017 Signal processing techniques for loT-based structural health montoring  Inproceedings 2017 2%h Intemational Corferenc
20170006 2017 Vehicle door latch with tracking and alert system using global posttioni Inproceedings 2017IEEE Sth Intemational Conffer
] 20170007 2017 Design and implementation of an loT system for enhancing propriocep... Inproceedings 2017 2%h Intemational Corferenc
2017-0008 2017 New low area NB-lo T turbo encoder intedeaver by sharing resources Inproceedings 2017 2%th Intemational Corferenc

| 20170009 2017 Namowband loT Service Provision to 5G User Equipment via a Satellit... Inproceedings 2017 |IEEE Globecom Workshops!
20170010 2017 Analysis of an ID-Based RF Wake-Up Solution for loT over Cellular N Inproceedings 2017 IEEE Globecom Workshops
| 20170011 2017 A Hexible loT RAN System Based on SDR with Optimal Antenna Distri... Inproceedings 2017 |IEEE Globecom Workshops

20170012 2017 Hardware accelerstion of novel chaos-based image encryption for loT... Inproceedings 2017 2%h Intemational Corfersnc
=1 20170013 2017 Cloud-Based PVT Monitorina Svstem for loT Devices Inoroceedinas 2017 IEEE 26th Asian Test Symoc ™
»
N= Author Name 1 Name 2
] zodi Gabi

Figure 0.1. Publication list in Accounting Publication Manager

First of all, the dynamics of the growth in the number of
publications by years is of interest. The data obtained from the APM
program for changing the number of publications are presented in
Table 0.1.

Table 0.1. Number of l10T-devoted publications by years

No Year Number of publications
2008 5

2009 7

2010 127

2011 249

2012 396

2013 508

2014 1135

N[OOI IWIN(F
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8 2015 2152
9 2016 3885
10 2017 5520

As can be seen from this table, the explosive growth in the number
of publications began in 2014 and since then, the number of
publications has been increasing from year to year. This explosive
growth is clearly visible in Figure 0.2.
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Figure 0.2. The explosive growth of loT-devoted publications by
years

The average growth rate is 1250 publications per year. If this trend
continues, then about 6,800 publications should be expected in 2018,
and in 2020 the number of publications should exceed 10,000. Whether
this is true or not, time will tell. However, we can conclude that 10T is
becoming more and more popular every year and can completely
change our life. But can we be sure that this will be a change for the
better?

A more complete picture of 10T development trends can be
obtained by analyzing how the number of types of publications has
changed over the years (Table 0.2).

Table 0.2. Types number of loT-devoted publications by years
. In . Techrepor
Year | Article | Book book In proceedings i

2008 0 0 0 5 0
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2 009 0 0 0 7 0
2010 7 0 0 120 0
2011 11 0 0 238 0
2012 8 0 0 388 0
2013 51 0 6 451 0
2014 120 0 3 1012 0
2015 236 1, 2 1892 0
2016 447 1 1 3417 1
2017 | 1167 3 77 47273 0

Most of the work was published in the conferences’ proceedings.
It is caused by fast feedback on presented results during conferences
and workshops, possibilities of discussion in real time and face to face
in comparing with journal paper.

With the help of the APM software, the distribution by years of
the number of conferences in which 10T reports were presented was
obtained. This distribution is shown in Table 0.3 and in Figure 0.3.

Table 0.3. Distribution of conferences with loT presentations

Year Conferences
2008 5
2009 7
2010 64
2011 124
2012 193
2013 229
2014 446
2015 697
2016 1048
2017 982

Figure 0.3 shows that the number of 10T conferences held in the
world shows the same explosive growth as the number of publications.
It's caused by, firstly, an increase in the number of conferences
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automatically leads to an increase in the number of publications, and
secondly, an increase in the number of publications reflects the
growing interest of researchers in the 10T problem. This, in turn, leads
to an increase in the number of conferences. Hence there is a kind of
positive feedback explaining nature dynamics on Fig. 0.3 and Fig.4.0.

However, we should pay attention to a small reduction (by 66) in
the number of conferences in 2017. Indirectly this may indicate a kind
of "saturation” of the conference market. It can lead to a decrease in the
growth rate of the number of publications. However, the increasing
number of publications from year to year can be predicted certaintly.

It is interesting to analyze the distribution by year of the number
of authors of publications (Fig.0.4).

25000

20000

15000

10000

5000

0
2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

Figure 0.3. The diagram of the distribution of conferences by year
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Figure 0.4. The diagram of the distribution of authors by year
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In constructing this diagram, only "authors" were taken into
account. That is, if the author published several works within a year, he
was counted only once. This diagram clearly demonstrates the growing
popularity of 1oT among the scientific community. So, in 2008, 23
authors published works on IoT subjects. In nine years, in 2017, the
number of authors increased to 20440 (more than 880 times).

Thus, summarizing the short historical analysis, we can draw the
following conclusions:

— The history of the Internet of things does not last more than ten
years, except for the first work of this year related to this topic. This is
probably the youngest area of research.

— Internet of things demonstrates explosive growth in all
indicators: the number of people involved in development and research,
the number of scientific publications and the number of innovative
developments.

— The results of work in the field of 10T will be global in nature.
In this regard, the consequences of implementing loT in various areas
can surpass the consequences of the appearance of a personal
computer.

— In accordance with the previous paragraph it is clear that these
consequences will not only be positive. Already now, a positive answer
to the question "But whether your phone is spying on you" does not
surprise anyone. Who knows, maybe in a few years we will be
interested, is our electric light spying on us?

0.1.3 Objectives and approach

The objectives of the next part of introduction are the following:

— to analyze challenges in 10T related education;

— to describe the Erasmus+ ALIOT project (project reference
number 573818-EPP-1-2016-1-UK-EPPKA2-CBHE-JP) which ensures
adaptation of academic programs in Ukraine and other countries to the
needs of the European labor market in context of 10T;

— to overview an experience of EU and USA universities and
content of modules and courses for some 10T related domains such as
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smart building and smart cities, simulation of the IoT systems and their
dependability and security assessment and assurance;

— to present some preliminary results of the ALIOT project and
compare with international experience.

We suggest vertically integrated program of education on loT
technologies and application of loT based systems. This program
covers basing on BSc Computer Engineering (or other IT Engineering
curriculum) three level of education and training:

— MSc program;

— PhD program;

— Engineering training for several key domains.

0.2 ALIOT project for vertically integrated education

0.2.1 Challenges in area of 10T education

The wise and intensive application of 10T on regional and country
levels for key domains (health and ageing, energy grid and smart cities,
transport and industry) will help to intensify the effort taken to
overcome the pointed problems.

For their successful decision it is extremely important to combine
related efforts in 10T education, research and engineering. Currently
the subject area of loT is almost absent from BSc and MSc
programmes of Ukrainian universities, while the national and
international IT-markets require specialists in this area. There is no
single specialty on computing science or engineering that covers all
aspects of 10T research, development and production implementation.
The available learning laboratories, computer, network equipment and
software are not completely suitable for the educational processes in
the described specialties due to the absence of specialized software
applications/instrumental tools/subscriptions on specialized databases
for testing and modeling of smart loT-based infrastructures, such as
advanced traffic management systems, smart lighting, forest fire
detection and smart-grid systems.
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To sum up the existing challenges, it is important to provide the
system analysis of the problems on the basis of universities' internal
surveys:

— An innovative approach on loT studies is not present within the
MSc curriculum for the target and related specialties;

— There is a complete absence of doctoral courses in the area of
loT research and development;

— Urgent demand from most of the industrial actors for certified
specialists in 10T area;

— Total absence of public awareness in the field of modern
concepts and current approaches in 10T engineering.

International cooperation provides creation of a modernized EU
innovative learning system for training and professional development
in the emerging field of loT, robotics, computer networks and
microcontrollers including the development of smart devices for traffic
system with adapted academic programs to the requirements of UA and
EU employers. The training resources (MSc, PhD, industrial training
modules) will be developed by leading experts in the EU and Ukraine.
The EdX-based platform will have an internationalization dimension
and will be made accessible to both ICT community in Ukraine and the
EU. The multi-domain loT cluster network will help strengthen
relations between the academia and industries (e.g. Samsung,
Microsoft, Cisco, etc.) through academic and research collaborations,
knowledge exchange and transfer.

Through the national projects and programs the following results
cannot be obtained and efficiently introduced:

— It is not possible to provide fast response to changing market
conditions without the development of a cutting edge IoT curriculum
which has extensive applications for the industries and societal
benefits;

— Without mobility, it will be difficult for the transfer and
exchange of knowledge, skills, competences, and best practices
amongst experts;

— The European Union has implemented credit-transfer system of
accumulation of academic credits ECTS (European Credit Transfer and
Accumulation System) [14] long ago and it is tied to the EQF
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(European Qualifications Framework) [15]. The EU has extensive
experience in social adaptation of persons with disabilities and this
experience is very important for Ukraine and other countries.

0.2.2 Innovative character of the ALIOT

The Joint Project on Curriculum Development implements a new
approach to the delivery of educational services through ongoing
feedback from employers and correction of the educational process,
methodological and logistical support of the educational process. It
also provides creation of professional community in 10T, robotics,
computer networks and microcontrollers. The project ensures
adaptation of academic programs to the needs of the European labor
market, thus enhancing the opportunities of academic and labor
abundant. The other novelty is usage of the concept of ECTS and the
concept of learning throughout life (LLL). In Ukraine, these concepts
do not work in fact.

Among main innovating elements the following positions are taking
place:

— Training courses on development and implementation of
techniques of 10T, robotics, networks and microcontrollers for the
social adaptation of persons with disabilities (such programs in
Ukraine are not available);

— Training courses on development and implementation of 10T,
robotics, networks and microcontrollers for the smart and safe traffic
systems (such programs are not available in Ukraine);

— New interdisciplinary, and transnational MSc programme on
loT (which is an emerging field) adapted to the modern Ukrainian and
European labor market ensure the labor mobility;

— Providing the social adaptation of unemployed people and
people with inadequate qualifications, by obtaining a new qualification
on the principles of accumulation and ECTS, this is especially
important for people with disabilities.

In order to achieve the indicated objectives the consortia members from
5 countries (UK, Ukraine, Sweden, Portugal, Italy) agreed to apply for
a joint project in curriculum development named “Internet of Things:
Emerging Curriculum for Industry and Human Applications” (ALIOT).

26



0. Introduction. State of the art and ALIOT based education on Internet of Things

Detailed description of the project consortia could be found on the
official website of the ALIOT in section “Project Consortium” [16].
The consortia members had a mutual collaboration last years through
other educational projects funded under the Tempus programme —
GREENCO [17], CABRIOLET [18], SEREIN [19].

The wider objective of Curriculum Development project ALIOT
financed under Erasmus+ programme is to provide studies in the
emerging field of 10T according to the needs of the modern society; to
bring the universities closer to changes in global ICT labour market
and world education sphere; to give students an idea of various job
profiles in different loT domains. ALIOT will strengthen the
internationalization dimension of the postgraduate programme for
higher education systems through the incorporation of Bologna
objectives which ensure the transparency of the quality assurance
systems, governance and management systems.

The specific objectives of Curriculum Development project ALIOT
were established as:

— Introduction of a Multi-domain and Integrated loT programme
for master students in UA universities by September 2019;

— Introduction a Multi-Domain and Integrated IoT programme for
doctoral students in UA universities by September 2019;

— Providing of the mechanism for intensive capacity building
measures for UA CT tutors by September 2019;

— Establishing of the Multi-Domain loT Cluster Network in
Ukraine by September 2019. This network will provide an environment
for knowledge sharing and transfer as well as cross-fertilization of
innovative loT-related research ideas and practices between the
academic and industrial sectors.

The aim of Multi-Domain loT Cluster Network is to integrate all
available and produced curriculum, methods and tools for providing
training and consultancy services in the area of loT-based systems for
different application domains: human, business-critical, safety-critical.
The network will be a means for knowledge sharing, exchange, and
transfer. It will also promote public awareness of the cutting edge 10T -
related concepts, technologies, and applications.
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0.2.3 Project activities and methodology

In order to reach the described goal the new MSc programme, PhD
programme and in-service training programme on loT will be
developed and introduced, loT cluster network offices will be
established in 7 Ukrainian universities, intensive capacity building
scheme for course developers, lectures and 10T Cluster offices will be
launched. This will be achieved through the implementation of the
following activities (named as key workpackages, or WPs):

— WHP1: Development of master Curriculum on IOT — strategy for
the UA needs analysis, development of master curriculum, lecture
books and teaching plan, purchase and installation of needed hardware
and software, scheme for the implementation of curriculum and
delivery of guest lectures.

—  WHP2: Development of doctoral Curriculum on 10T — strategy
for the development and introduction of doctoral modules which is
similar to master one, described in WP1, with some specific measures
applied to doctoral level curriculum.

— WRP3: Capacity building measures — system for comprehensive
training in the relevant theoretical and analytical skills needed to
design and introduce the above approach for involved E&C
engineering departments.

— WHP4: Establishment of Multi-Domain 10T Cluster Network on
the base of involved ICT departments of 7 Ukrainian universities. Each
office will be specialized for the specific application domain and thus
be responsible for networking and cooperating of R&D, academic and
industrial partners acting in the respective domain.

0.2.4 Expected impact of the project

Who will benefit from the project:

— Enrollees and students who wishes to get an education in the
field of loT, computer networks, microcontrollers and robotics
(training with using new adapted to the modern UA and EU labor
market training programs) — approximately 120 customers per year at
one university.
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— Recent graduates, young professionals on manufacturing
processes automation, computer networks, microcontrollers and
robotics who wishes to adapt to the requirements of the employers (the
possibility of studying individual disciplines) —approximately 80
customers per year.

— Regional and National industrial, profit and non-profit
organizations and companies that are interested in improving the skills
of their employees (training in the lIoT centers, platform for on-line
teaching and web-conferencing) — approximately 40 customers per year
at one region where universities are located.

— Individual customers (development of individual training
modules on request) — approximately 60 customers per year.

How these results will be useful for these target groups:

— Local level — training of specialists who meet the modern
requirements in ICT industry, development of students start-up projects
related to smart university infrastructure and E-identification;

— Regional level — improvement of national industrial and
agricultural standards, quality and production, implementation to E-
government program, medical and social services;

— European level — employment in the EU, development of joint
educational and R&D projects with EU enterprises, establishment
subsidiary of EU enterprises in Ukraine.

— Before the recruitment of the target groups, prospective
students will be reached through: publicising ALIOT programme to all
partners’ undergraduate and master’s degree students; via ALIOT
website [10] and social media accounts (e.g. Facebook, Twitter, etc.);
via Erasmus Mundus Plus interest groups.

— The target groups also will be reached with the help of
electronic means: 10T web-platform and a project web-site presenting
full information about the project will be developed. Tempus networks
(e.g. IITN [20], loT and GREENCO [17], etc.) and another Erasmus
Mundus programmes (e.g. PERCCOM [21]).

After the end of the project target groups will be reached with
internal and external dissemination events: academic and promotional
seminars, on-line meetings and workshops of 10T Cluster Network,
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regular face-to-face meetings at departmental and faculty level to
guarantee support for project activities.

Talented youth: Thanks to the nature of 10T and IoE (Internet of
Everything) such kind of teaching directions is considered as highly
attractive for young generation of university graduates and in some
years — generation of secondary school graduates. This will be resulted
in more deep penetration of 10T ideas and methodology to different
groups of active youth of Ukraine and Europe.

ICT business sector: Feedback from businesses and engineering
companies who are interested in improving the skills of their
employees, with the help of KhAIl-maintained CIDECS by Tempus
ECOTESY web-platform [22] to adjust curricula of training specialists
according to the new requirements; cooperation agreements with
universities and centers of career and technology transfer.

Wide ICT community: Tempus networks, established in Ukraine
and supported in last 5 years (International Technology Transfer
Network by Tempus UNI4INNO [20] and CIDECS [22]) will be also
used to reach Ukrainian ICT community with the help of graphical
dissemination materials.

0.2.5 ALIOT curriculum

Structure of the curricula consists of fourteen courses (Figure 0.5)
for three level of education: master courses, doctoral courses and
industrial training.

MSc programme

“ r?]rg)'ljﬂes) MC1 MC2 MC3 MC4
PhD programme
on loT PC1 PC2 PC3 PC4
(4 modules)

Industrial training

programme ITM1] [ITM2] [ITM3]| (ITM4) [ITM5] [ITM6

(6 modules)

Figure 0.5. Structure of the curriculum

Target master courses to be developed (MC1..MC4):
MC1 Fundamentals of 10T and IoE (Internet of Everything); (initial
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technologies, synergy of technologies, architectures, communications,
standards); MC2 Data science for loT and loE; MC3 Mobile and
hybrid loT-based computing; MC4 loT technologies for cyber physical
systems.

Target doctoral courses to be developed (PC1..PC4): PC1
Simulation of IoT and loE-based system; PC2 Software Defined
Networks and loT; PC3 Dependability and Security of IoT; PC4
Development and implementation of loT-based systems (sensors,
actuators, networking).

List of target modules for industrial trainings (ITM-1 .. ITM-6):
ITML: 10T for Smart energy grid; ITM2: loT for Smart building and
city; ITM3: 10T for UAYV fleet; ITM4: 10T for automotive & intelligent
transport systems; ITM5: loT for ecomonitoring; ITM6: loT for
industrial systems.

The development of tailor-made curriculum is based on
knowledge transfer from ALIOT European partners, thus enabling
development of European up-to-date curriculum, in accordance with all
current standards, including the Bologna process.

Master courses were developed on the input made by partners
from Royal Institute of Technology KTH, Sweden, University of
Coimbra, Portugal.

Doctoral curriculum reflects theoretical knowledge and cases
given by Leeds Beckett University and University of Newcastle upon
Tyne, UK.

Training modules for business sector and curriculum a whole take
into consideration contribution from the Institute of Information
Science and Technology, Italian National Research Council and all
participants of consortium from EU, USA, Ukraine and other countries.

0.3 Overview of the 10T courses in Europe and the United States

Before the discussion about opportunities in field of loT for
students and the future experts in the west countries, we could not
ignore Ukrainian experience, thus we attempted to search for any
courses in the Universities of our country. However, the result was
predictable and, unfortunately, there is an apparent defect what is
related to courses in 10T.
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0.3.1 Overview of 10T courses in ALIOT project partners

In this situation, we decided to consider an alternative European
study experience in this subject. For sure, first of all the members of
consortium ALIOT were examined, among which there were
Newecastle University, Leeds Beckett University, Royal Institute of
Technology and University of Coimbra.

As we talk about study programs, it is relatively complicated to
intend some kinds of compulsory methods of examination in a wide
range of characteristics. So the table format was selected for the
systematization and generalization of the obtained information.

It is also necessary to explain the outline of our table, and to give a
comment to a few rows in it. In the beginning, we name the course with
the University and the level of competence for this course (Master,
PhD etc.). After that, it is important to give some numbers about a
amount of hours or credits (ECTS). The more hours require higher
aims, which signals what and where we aspire for students to be by the
end, what we want the students know.

As the followed part, we cite as an example two courses, among
which are Internet of Things with Sensor Networks and Sensor Based
Systems, where it worth to emphasize the importance of the selected
courses. Since a various number of connected devices is already added
to the Internet, a multitude of sensors and mobile users’ terminals are
designed to interact in order to offer novel services in smart cities and
territories in general. These devices, in the so-called Internet of Things
(1oT), have very specific characteristics both in terms of hardware (a
very little amount of memory and computational power), software and
management (few system updates). Being able to understand and to
simulate the loT became essential. The only source of data, we
collected, was performed by information on the web pages of the
universities. However, the total amount of revealed course information
fluctuates from announcements about opening to full bunch of
disciplines and required references. One of the most informative site
outline revealed in Newcastle University, where visitors could easily
reach the learning outcomes, graduate skills framework, teaching
activities, reading lists, assessment methods and timetable.

Below we provide the results for both courses in tables 0.4, 0.5.
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Table 0.4. Course characteristic for Master Study (Wireless

Embedded Systems)
Name Hours/C | Course Objective | Competence of the
redits graduates

EEE8092 : 100/5.0 | Practical Wireless network
Internet of experience of protocols.
Things and wireless Technologies for
Sensor networking for the implementation
Networks computers, of wireless
(NC) embedded devices networks and

or sensors, building
upon the
complementary
taught module

sensor networks.
Sensor systems and
circuit design.

“Wireless
Networks”.
Table 0.5. Course characteristic for Master Study (Embedded Systems)
Name Hours/C Course Objective Competence of the
redits graduates

112302 150/7.5 | Anintroduction to Design a network
Sensor sensor enabled topology for
Based systems, with an communicating
Systems emphasis on sensor nodes that
(KTH) embedded platforms; | Satisfies stated

broad sensor
technologies, the
physical properties
of measurement, the
usage in embedded
designs.

requirements of
robustness,
security,
performance and
cost; the usage of
sensor based
architectures to
design advanced
applications that
use context
awareness,
personalization,
augmented and
virtual spaces.
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0.3.2 Metrics-based approach of 10T courses analysis

Unfortunately, the table-organized information is not pictured a
broad look at the research we occupied with. Thus, for the main
objective as ubiquitous analysis of courses, it was convenient to use
numerical indicators and metrics. Therefore we developed metric
system based on works and articles on this subject. Our set of metrics
represented the following:

1. Course duration. Collecting the actual amount of credits from
each course, we took the highest number, and divided all other credits
on it, so that there was a range 0-1, after that we converted these credits
according to the schema below: 5 points — 0.8...1; 4 points —
0.6...0.8 ; 3 points — 0.4...0.6 ; 2 points — 0.2...0.4 ; 1 point — 0...0.2

2. Form of education: 5 points — full-time courses; 4 points —
remote; 3 points - extramural studies.

If it is mixed, then the corresponding points summarized.

3. Basics of a course (coverage width). It is estimated at quantity
of other courses and disciplines which are based on this course. When
we found the highest number of connections, we assessed the basics
the same way as in the first clause. (Division and range conversion)

4. Completeness of a course on the website:

- 5 points - on the website are completely available the program,
the abstract of lectures, control questions and instructions for
independent work;

- 4 points - are the program, the abstract of lectures, control
questions;

- 3 points - the program, the abstract of lectures;

- 2 points - only the program;

- 1 point - only the announcement of a course.

5. Availability of a course: 5 points - all materials in free access,
record on a course are not required; 4 points - all materials in free
access (free of charge) after record on a course; 3 points - materials
paid; 2 points - materials given by the professor personally.

Tables 0.6, 0.7 provide the summary of metrics for two most
widely known courses - Simulation of 10T and IoE-based systems and
loT for Smart building and city.
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Thus, summing up the results of the metric analysis it is possible
to draw the following conclusions.

Table 0.6. Metric for Simulation of 10T and IoE-based systems course

University code/ Course |Credits|Form [Basics [Compl |Avail- |Sum
Name eteness |ability
Internet of Things and 2 5 5 3 3 18
Sensor Networks (NC)

Sensor Based Systems 2 5 3 2 3 15
(KTH)

M2M Technology Internet| 2 5 1 3 3 14
of Things (NC)

Human-Computer 1 5 1 2 3 12
Interaction (UC)

Intelligent Sensors (UC) 2 5 3 2 3 15
Smart Grid 2 5 1 2 3 13
Communications (UC)

Simulation and Modelling 5 5 1 1 2 14
(LBU)

Internet of Things (UPU) 2 5 2 3 3 15
Sensor Data Fusion (PU) 3 5 3 2 3 16
Wireless, Sensor and 5 5 2 2 2 16
Actuator Networks (RLU)

Smart Cards, RFIDs and 5 5 1 2 2 15
Embedded Systems

Security (RLU)

Interconnected devices 3 5 1 2 2 13
(RLU)

Wireless, Sensor and 5 5 2 2 2 16
Actuator Networks (BU)
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Table 0.7. Metric for loT for Smart building and city course

University code/ Course |Credits|[Form |Basics |Comple- |Avail- |Sum
Name teness  |ability

Power Distribution 3 5 1 3 3 15
Engineering (NC)

Planning and forecasting 1 5 1 2 2 11
in energy sector; Energy
for Smart Cities (KTH)

Energy Simulation of 2 5 1 2 3 13
Buildings (UC)
Energy Planning and 2 5 1 2 3 13

Sustainable Development
(UC)

Building Energy 5 5 1 1 2 14
Management Systems
and Intelligent Buildings
(LBU)

For the loT programs it is possible to find around 100
opportunities related to this subject area, moreover in the various
faculties among which are Science and Technology, Computer Science,
Wireless Embedded Systems, Advanced Computing, Engineering and
Built Environment.

However, at the European universities there is ho abundance and a
variety of direct courses on loT for today. The education system, as the
most inertial part of a sheaf the science-university-industry, is late here.

The direct program with full-course performed only in 15
Universities in Europe. The lead country with the biggest number of
opportunities for those, who interests in being graduate in 10T, is the
UK.

The most common modules for 10T courses are Wireless, Sensor
and Actuator Networks, and Embedded-Systems Security, Engineering,
Intelligent Systems, Robotics, Introduction to smart grids, Human-
Computer Interaction, Systems Engineering, Data Processing, Signals
and Systems, C Programming.
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0.4 Case studies on ALIOT based project education

0.4.1 Control unit for mini plotter

The technology of building 10T elements is based on the use of
typical circuit-based solutions (platforms) based on microcontrollers
and software-implemented functions - sensor interrogation, control of
executive devices, information display, etc.

The control of actuators is usually realized by forming a sequence
of combinations of control signals and is very often used in various
projects. For project-based learning, a mini plotter is used with two-
coordinate control of drawing simple closed contours (Figure 0.6a, b).

}
L/ >

Figure 0.6. Examples of options for setting the plotter control (a, b) and
the final result (c)

A universal way of describing the movement of the plotter's
writing node is to build a G-file (Figure 0.7). The construction of the
G-file interpreter based on the microcontroller is a rather difficult task
for the subsequent stages of the project development.
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Figure 0.7. G-file for the variant of the task (Figure 0.6b)
At the initial stage a number of simplifications are introduced:

For the contour in Figure 0.7 when moving clockwise, we get the
line "0112143357757570", and when moving counter-clockwise - the
line "0313133177856550". These lines can be used to control the
progress of the project.

The structure of the mini plotter (Figure 0.8) includes the target
microcontroller MCUL, for which the program for generating signals (x
+, X-, ¥ +, y-) is being developed.

Program
L[~ senx ] Tox ]
MCU1 | ,,,. |MCU2 [ DirX X0
. Drivers
USB i
YO r DirY T

Figure 0.8. Block diagram of a mini plotter

Direct control of stepper motors MGX, MGY with sensors of
initial position X0 and YO is carried out by microcontroller MCU2 by
means of drivers. The MCU?2 is assigned the function of returning the
writing node to the initial state (X0, YO0).
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Figure 0.9 shows the mini-plotter view, for which various MCU1
target microcontrollers and software development tools can be used.
The project implementation includes the following stages:

a. Analysis of an individual variant of the task and its
formalization is the representation in the form of a row of vectors,
tables and time diagrams of output states;

a. Selecting the target microcontroller and control lines (x +, X-, y
+, y'),

Construction of an algorithm for the functioning of MCU1,
Selection of development tools for MCUL1;

Debugging the program using simulators (Proteus, etc.);
Loading the program into MCUL,;

Set the initial state of the mini plotter, connect MCU1 and start
the program;

g. The representation of the final result is the image of the
specified contour.

An intermediate monitoring of project implementation is carried
out (stages A and E).

o oo0oT

Figure 0.9.Type of mini-plotter (Homemade DIY CNC)

Further development of the project can include the use of more
complex two- or three-axis drives, the implementation of a prototype
drawing service (cutting, engraving, burning) with the transmission of
vector lines or G-files via the Internet.
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0.4.2 Control Unit for the LED ribbon with pixel addressing

LED strip with pixel addressing based on WS2812b is used in
"smart" lighting, lighting, advertising, etc. Single-wire control of
series-connected pixels is used. Each pixel receives 3 bytes - RGB. By
setting the levels of 0..255 colour components of the RGB of each
pixel, you can implement various static and dynamic colour effects.
Matrix colour panels can be constructed from the strip segments.

The microcontroller module (Figure 0.10a), which can work
independently, or accept and execute commands via standard wired
(USB, RS485, Ethernet) or wireless (Bluetooth, WiFi) interfaces,
manages the LED tape. Various proprietary interfaces can be used.

For the proposed projects, the asynchronous serial interface of the
target microcontroller is used, which, with the help of converters, is
converted to USB, Bluetooth. The microcontroller is able to receive
commands:

- Select the length of the tape (N <1..30> n);

- Brightness setpoints of red (R <0..255> r), green (G <0..255>
r), or blue (B <0..255> r) colour components (RGB).

The length N can refer to the total number of pixels in the tape, or
to determine the length of the initial portion of the tape. To this range
of pixels will have the action of commands to change the brightness of
the RGB.

Three-color coloring (green-white-red) of a 16-pixel LED strip
(Figure 0.10b) is implemented using a sequence of command lines:

N16nR0OrG255gB0b
N10nR255rG255gB255h
N5nR255rG0gBOb

The prepared command standards for job variants allow for a
formal check of the progress of the task.
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Figure 0.10. LED ribbon control module (a) and colouring options (b)

The commands are transmitted to the module using a terminal
program via USB, or an application - a Bluetooth terminal for a mobile
device. To develop variants of the task of varying complexity, one can
change the length of the tape, the colour scheme (splitting into groups
of pixels and group colours).

Further directions of tasks may include addition of a set of
instructions executed by the microcontroller and the implementation of
dynamic colour schemes.

Conclusion and questions

Market research and analysis has shown that there are bottlenecks
in the education system and industry in Ukraine which brings this
country to the lack of specialists in loT area, and it could be covered
via introduction of the new curriculum for students and developed staff
in the field of constantly accelerating 10T technology. The description
of an Erasmus+ funding programme and lecture courses, which
supports the ALIOT project, will be given in the next sections and parts
of the three volume book.

The teaching courses for MSc, PhD students as well as capacity
building in the field of training modules that have been developed in
frame of Erasmus+ project ALIOT form an integrated vertical structure
of education, training and research space in different areas of loT-
based systems industry and human applications.

Successful project implementation will ensure sustainable and
comprehensive staff provision in loT education and engineering for EU
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and Ukrainian enterprises and institutions. The project team expresses
confidence that the obtained results will be useful both for Ukrainian
universities and other countries’ higher educational establishments
acting in the field of training specialists in the area loT-technologies.
In order to better understand material that is presented in this

section, we invite you to answer the following questions.

1. What are the main challenges in 10T and IoE sectors?

2. What are the meanings of 10T and IoE in current academic and

research environment?

3. What tools can be used for analyzing dynamics and loT
developments?
What are the reasons of exponential growth of loT-related
publications in 2014?
What are the key trends in loT-related publications?
What are the current challenges in 10T education?
What are the innovative features of ALIOT project?
What is the main elements of ALIOT project methodology?
For whom ALIOT project developments are intended?
0. What is the structure of ALIOT curriculum?
1. What are the described case studies for loT-related curriculum

within ALIOT?
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Abbreviations

Al — Avrtificial Intelligence

BD — Big Data

BDA — Big Data Bases Analytics

CAGR — Compound Annual Growth Rate
CEO — The Chief Executive Officer

ICT — Information and Communications Technology
IEEE — The Institute of Electrical and Electronics Engineers
loD — Internet of Drones

IoT — Internet of Things

IT — Information Technologies

MIT — Massachusetts Institute of Technology
NPP — Nuclear Power Plant

RBD — Reliability Block Diagrams

SD — Software Defined

SDD — Software Defined Data Bases
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1. CONCEPTS AND CHALLENGES OF INTERNET OF
THINGS IMPLEMENTATION

1.1 Internet of Important Things

1.1.1 Concept of loT

There are numerous publications which introduce and discuss the
Internet of Things (loT). 10T is a system of interrelated computing devices,
mechanical and digital machines, objects, animals or people that are
provided with unique identifiers and the ability to transfer data over a
network without requiring human-to-human or human-to-computer
interaction. In the midst of these, this work has several unique
characteristics which should change the reader’s perspective, and in
particular, provide a more profound understanding of the impact of the loT
on society. These salient points may be summarized as follows:

o loT is characterized as a disruptive innovation and/or technology as
defined by Christensen and others https://www.postscapes.com/internet-of-
things-definition/;

e 0T is one of the drivers of the high-tech market with an emphasis
the significance of the 10T market prediction;

¢ 10T has a global range, the bulk of chapters in this publication have
been derived from the different conferences such as DESSERT, DepCoS,
IDAACS and others, workshops such as CyberloT, TheRMIT, CrISS
which has become an East-West Catalyst for 10T based innovation;

¢ 10T is one of the disruptive technology milestones in a technology
development roadmap: beginning with the first transistor, on through era of
VLSI and vital electronics, 5G and Grand Challenges.

The history of information and communication technology “ICT”
starting with the development of the first transistor is sufficiently rich to
formulate general laws of technology development. The well-known and
popular Moore’s Law is based on empirical observation over many
technological generations. However, it is too simplistic to become the
scientific base of logology in the ICT sphere.
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In contrast, the editors of this publication recognize the existence of
parallel dual worlds: one is biology based, and the other one is technology
based. In general, there is an urgent need for the study of the interaction
between the two. The urgency is driven in part by the observation that the
technology-based, virtual sphere of: smart phones, the Internet, and
software Applications “Apps” is no longer controllable. On a daily basis,
several disparate digital media allow several billion individuals to interact
in various unknown, and unknowable ways. Marshall McLuhan’s Global
village really exists.

This realization generates fundamental challenges facing humanity. A
classic example is restricting the access of a teenager to the Internet, and a
smart phone. This implies that we not only have to establish the existence
rules between the real, and virtual worlds; but that we also need to re-
establish the supremacy of humans over the emerging “Cyber-World” of
robots, and personal assistants. The vision outlined in the 40’s of the 20th
Century by Norbert Wiener has materialized.

Moore’s Law is a special case of a more generalized, but still
empirical observation, i.e. a “Generalized More’s Law”, which notes that
the development of ICT is ruled by Total Quality Management (TQM)
style cycles. Christensen at Harvard Business School, identified how a
cycle of innovation originates with a Disruptive Innovation, initially only
accessible to scientific, governmental, or business elites. This is followed
by the contractual phase where the disruptive technology becomes
available to society generally.

The overall development process is governed by the growing
complexity of microelectronic systems, and continuous integration of the
technology world on all scales. The latter represents a heterogeneous
ecosystem of ICT entities with virtual components targeting specific
humans as users. Virtual components are data bases, Social Media such as
Facebook, Search Tools such as Google, community knowledge bases such
as Wikipedia, personal assistants, and so on.

The integration process was initiated by the invention of a single
transistor, which was followed by the first integrated device, the first
embedded system, the first integrated system, the first network, the first
constellation of networks and so on. There is no upper boundary in the
open-ended development process at this point. Each disruptive innovation
has been associated with an application such as VLSI, the personal
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computer, WWW, the loT, and so on. This process has made
microelectronics globally available, with fully fledged computers as small
as a grain of salt and so inexpensive as to be truly disposable. As a result of
this development, an exponential function which models Moore’s Law in
Cartesian coordinates can be replaced by an evolving spiral representation
in polar coordinates.

The anticipated development of the 5G generation wireless
technology, the next phase of 10T, can be viewed as an evolutionary stage
of ICT technology following the Generalized Moore’s Law. However, the
fundamental difference is that 5G is “a priori technology”, and needs to be
designed before it can disrupt. The design process will be multifaceted and
will affect both the real and virtual worlds introduced above, in ways both
profound and unpredictable.

Children of the “o — generation cyber society” who will live their
entire adult life in this new era have been already been born. A member of
this new global society is going to experience multiple disruptive
innovation revolutions during his or her life time with profound impact on
redefining the professional personal and social aspects of his and/or her
life.

1.1.2 Challenges and solutions of 10T

Global Internet of Things (IoT) market reached USD 598.2 Billion in
2015 and the market is expected to reach USD 724.2 Billion at a CAGR of
13.2% by 2023. One of the pioneering predecessors of the 10T revolution
has been the concept of Vital Electronics introduced by Dr. Ted Kochanski
[1-3]. His approach illustrates extremely well the ubiquitous character of
loT.

Vital Electronics is the study and use of electrical components,
circuits, networks, and systems to achieve a design goal of protecting,
saving, and improving critical infrastructure, and hence the quality of life.
Vital Electronics’ domain is a heterogeneOUs computing environment
derived from sensors networks, embedded systems, and ambient
intelligence with intelligent, robust, and trustworthy nodes capable of
building Application-Centric Embedded Computers from “off-the-shelf”
virtual computational and networking parts. Vital Electronics makes
Embedded Computers more capable, reliable, energy-efficient, and
optimized to their tasks. These Embedded Computer inhabit our critical
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infrastructure and other key applications, at increasingly low-levels, and
with increasing interconnectedness with their peers. At the same time,
Vital Electronics enhance the ease, and speed of the design of reliable
Embedded Computers, and their associated Embedded Systems through
the reuse of proven and certified “design elements,” and other ‘“virtual
components.” Vital Electronics is founded on the synergistic interaction
between Moore’s Law, Metcalf’s Law, High-Level System Design Tools
and MEMS Sensors and Actuators.  The increasingly capable
Programmable Systems on a Chip (PSoC) such as Cypress
Semiconductor’s PSOC family with its companion PSoC Creator tools are
the key building blocks of Vital Electronics.

However, while the original Vital Electronics was an academic
international conference topic for a few years — It never had the critical
mass to make a major impact on society. Thusly — Vital Electronics has
been revived in the context of the on-rushing loT tide to perhaps shape the
impact.

New Vital Electronics should be synonymous with the Internet of
Important Things [IOIT] applied to realms such as: Health, Housing,
Transportation Utility Infrastructure Etc., previously only peripherally and
superficially affected by electronics.The “forever” problem” has been that
in general, the “electro-technical community” with the exception of people
and organizations devoted to a particular market, or specialized field of
endeavor didn’t have the “subject matter expertise” to know where to
contribute to solving “important problems,” of a local or global extent.
Meanwhile, the “Subject Matter Experts” who knew what was needed
didn’t have the knowledge of the specialized electro-technologies which
could provide the core of a solution to a challenging problem. Attempts to
bridge the gap have typically failed due to lack of a common terminology,
vernacular or even a common context with which to discuss the issues.
Basic premise of the new Vital Electronics is to build a “Technical Ethos”
to support the application of modern electro-technology to important
problems at the “grass roots level” — i.e. to provide the tools [hard and
soft tools] to enable the people at the subject matter expertise and
“problem facing” level to define specific tasks which would “make life:
Safer, More Secure, Healthier, More Efficient.

The New Vital Electronics is premised on the ability to take maximum
advantage of: tremendous recent advances in core electronics technologies
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driven by consumer and other high-volume products, such as: smart cell
phones, tablets, watches, cars, robots, etc. Explosion of “Open Source”
hardware and software driven by the renaissance in “hobbyist” hardware
such as Arduino and Raspberry Pi Revolutionary enhancements in remote
learning fostered and disseminated by initiatives such as MIT Open
Courseware, |EEE on-line courses, etc.

Democratization and global spread of supporting technologies such
as: modeling and simulation, computer based design of a myriad of things,
sophisticated visualization and Augmented Reality, and the ability to “print
stuff” often again spread by hobbyist / amateur interests such as video
gaming.

Democratization of technical knowledge at the “grass roots” level
enhanced by Wikipedia and similar on-line sources of relatively reliable
knowledge. Global spread of technical infrastructure such as cell phone
networks located in the middle of African hinterlands. Global spread of
package delivery on prompt basis driven by Amazon and similar on-line
suppliers, distributors and expediters.

Key improvements in electronics technologies: Absolute Performance,
Cost Performance, Reliability, Size, Weight, and Efficiency [i.e. the
generalized Moore’s Law] for: Processing, Signals, Databases, Al
Sensing, Communications (Wireless — e.g. 5G, Free-Space and Guided
Optical), Information Display, Augmented Reality, Compact Multivariable
Multimedia, Power Supply Technologies (Rechargeable and Disposable
Batteries, Wireless, Energy Harvesting, Control of Physical Objects
(MEMS, Biomorphic and Biofunctional manipulators and actuators).

Incredible improvement in availability of high performance and high
function hardware and software (i.e. supercomputers and super bandwidth
communications) which had traditionally been restricted to major
corporate, big universities and Federal-level governmental entities.

Hobbyists and startups are today building mechatronic systems based
on the above concepts with an investment comparable to buying an SUV
which in all ways, outperform systems funded by leading nation states a
decade ago at the level of Billions. On a larger scale, SpaceX has delivered
a functioning “Falcon Heavy,” a heavy-lift booster, for a fraction of
NASA'’s budget allocation for similar performance [SLS Block-1, smaller
version of Space Launch System], and at a pace inconceivable by NASA.
Falcon Heavy also lands vertically and is reusable.
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The concept of Grand Challenges was introduced to counterpart the
Japanese program of the 5th generation of computing and since then the
definition has gained popularity and recognition in many branches of
human activities. Inspection of different grand challenges indicates the
absence of a common consensus and standard taxonomies. However, many
grand challenge solutions are enabled by and include in designing for the
Internet of Things (1oT).

Thus, the 10T becomes a grand challenge fabric from hard computer
engineering point of view. The loT impact is so profound and hard to
estimate today that this new computer technology may be categorized as
“disruptive innovation”. Yet another observation can be made related to
the lack of commonly recognized and accepted collaboration schemata.
One new but pragmatic collaboration approach is based on the theory of
service science [5]. Service science assumes, among other things, so called
value co-creation, a truly disruptive and somewhat utopian vision of
collaboration.

Based on the above observation, it is proposed to consider the
following hypothesis: The collaboratory concept, which is relying upon
service science principles, becomes feasible because of the Internet of
Things. Thus, service science and the 5G/loT is serving as an enabler to
address Grand Challenges. In other words, the Cartesian product of the
Internet of Things and service science is the key concept presented in this
paper.

Grand Challenge ideas are formalized our current into several service
systems related e-categories: Health as a Service (HaaS), Learning as a
Service (LaaS), Business as a Service (BaaS) and Government as a Service
(GaaS). Each has a role in Smart City ecosystem evolution/revolution
leveraging ICT/5G/loT. Our concept is to focus on the individual and
his/her security in each of these areas such as patient/caregiver for HaaS,
student/parent for LaaS, employee/customer for BaaS and
citizen/taxpayer/visitor for GaaS. By leveraging advances in ICT 5G and
beyond and IoT, it is important pursuing the development of a Common
Open Standards-Based International Innovation Digital Infrastructure for
collaborative research and development. Besides, it is also important
developing a disruptive innovative approach on how individuals of all ages
from around the  world (patient/caregiver, student/parent,
employee/customer and citizen/taxpayer/visitor) can safely and easily
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utilize and benefit from the Digital Ecosystem World 10T of the future to
benefit and advanced themselves.

Dr. Sumit Chowdhury is a key ICT driver behind the India 100 Smart
City Program and founder and CEO of Gaia Smart Cities. The Gaia Smart
Cities effort integrates loT, industrial automation and digitalization
solutions for enterprises and smart cities. Gaia’s suite of ICT applications
bring together sensors, hardware, software and analytics on a cloud-based
platform and allow businesses and cities to automate processes, track
metrics and improve performance. The India 100 Smart City program is an
innovative initiative by the Government of India. The India Smart Cities
Mission is to improve the quality of life of people by harnessing
technology as a means to create a smart ecosystem for their citizens. The
100 Smart City objective is to promote diverse cities around the country
(large, small, villages, coast line to interior) and for them to provide a core
infrastructure and give a decent quality of life to its citizens, a clean and
sustainable environment with the application of 'Smart' Solutions. A strong
cooperative development is required between government, civic groups,
industry and the citizens.

The India 100 Smart City program has defined eight critical pillars —
Smart Governance, Smart Energy, Smart Environment, Smart
Transportation, Smart IT and Communications, Smart Buildings, Smart
Health Facilities and Smart Education. Pan City is an example of one city
with development using three overriding frameworks: Smart Integration,
Shared Data, Shared Networks. These have three inter-related components:
Integrated City Management, Security Systems Management, Energy and
Environment Management.

Pan City is currently focusing these in five major areas with examples of
some sub areas being considered:

1. Smart Energy — Smart Grid, Metering, Renewables, Flexible Response
2. Smart Water — Distribution and Storm Management, Maintenance,
Health

3. Smart Mobility — Public Transit, Real Time Information, Traffic
Management, EV Stations

4. Smart Public Services — Public Safety, Lighting, Emergency
Management, Internet Availability, Health, Learning

5. Smart Structures — Energy Management, Safety, Connectivity,
Efficiency, Maintainability
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1.2 Big Data and Internet of Things safety and security

1.2.1. Introduction in Big Data and Internet of Things safety and
security

Information and communication technologies (IT) are, on the one
hand, mean of dependability (reliability, availability, safety, security)
assurance for systems for critical and commercial domains, and, on the
other hand, they are source of vulnerabilities, faults and failures causing
new security and safety related challenges and fatal effects for critical
infrastructures and business applications.

Influence of modern ITs and IT related paradigms becomes more and
more challengeable, first of all, for safety critical systems such as:

- instrumentation and control systems (I&Cs) of nuclear power plants
(NPPs),

- on-board and ground control and navigation systems of piloted
aerospace and aviation complexes,

- railway signalling and blocking systems,

- automotive systems including wvehicle to wvehicle, wvehicle to
infrastructure,

- health monitoring and control systems and so on.

Failures and emergencies of safety critical systems as a rule are
caused by several reasons, combination of physical, design and interaction
faults and human errors [21,22]. Physical faults are characteristic for
hardware, design faults are characteristic for software (and programmable
logics), interactive faults are consequences of physical and information
intrusions on hardware and software respectively.

To ensure dependability we have to analyze related possibilities and
risks at the all levels of a hierarchy “element-component-system-
infrastructure” taking into account interaction and interdependency in the
vertical and horizontal dimensions [22-24]. Von Neumann’s paradigm
“reliable systems out of unreliable elements” [25] should be transformed
considering challenges caused by application of modern ITs. Paradigm
“dependable and safe infrastructure/system/component out of
undependable and unsafe (or not enough dependable and safe)
systems/components/elements” is becoming more and more important [26].
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Besides, concept “IT for safety and security” should be added by “safe
and secure IT”. New technologies such as Internet of Things (loT), Big
Data (BD) and others can create new positive possibilities and
challengeable deficits of cyber security and safety and it’s required
thorough analysis to search balance of key attributes and to take into
account limitations for their application.

There are a lot publications dedicated to aspects of safety and security
in context of Big Data (or BD bases analytics — BDA), 10T and other new
conceptions and technologies. BDA and loT are close conceptions, because
loT communications can be called a circulatory system for collection and
processing of (big) data. These publications related to BDA/IOT can be
divided on three groups:

- publications about BDA/IOT where aspects of safety, security,
dependability are not defining and mentioned only [27,28];

- publications describing BDA/IOT based technologies as means to
assure safety, security, dependability of critical or non-critical systems [29-
31];

- publications that analyse aspects of BDA/IoT safety, security,
dependability as a key problem. In this case the challenges and solutions
for assessment and assurance of BDA/IOT based systems safety, security,
dependability are considered [32-33].

Importance of analysing problems which are crossing of “BD/IoT
systems” and “safety, security, dependability attributes™ is confirmed by
increasing of corresponding references during 2017 (N17) and 2018 (N18)
years. Table 1 contains parts related to Internet references on pdf
documents concerning fuzzy logic and artificial intelligence (as a close
domain to BD and loT), big data and Internet of Things.

Table 1.1. Reference statistics

Keywords, pdf Number of | Number of | N18/N17
Internet Internet
references | references
(N17), (N18),
July 10, August 10,
2017 2918
fuzzy logic 28 000 000 | 50 400 000 1.8
fuzzy safety 2 260 000 9 940 000 45
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fuzzy logic security 2760000 | 6030000 2.2
fuzzy logic dependability | 1020000 | 2 670 000 2.6
artificial intelligence 46 500 000 | 107 000 000 | 2.3
artificial intelligence 5150000 | 21600000 4.1
safety
artificial intelligence 72 000 000 | 83800000 1.2
security
artificial intelligence 8 240 000 13 700 000 1.7
reliability
artificial intelligence 724 000 10 700 000 15
dependability
big data 148 000 362 000000 |2.4
000
big data reliability 11 200 000 | 42 900 000 3.9
big data safety 17 700 000 | 172000000 | 9.7
big data for safety 123000000 | 7.2
big data security 17 700 000 | 215000000 | 12.8
big data for security 189 000 000 | 10.6
big data dependability 154 000 428 000 2.8
Internet of Things - 350000000 | -
Internet of Things - 23 800 000 -
reliability
Internet of Things safety - 116 600 000 | -
Internet of Things security | - 130 700 000 | -

The following conclusions can be done basing on Table 1.1:

- number of references “BD/IoT — safety, security,...” has
increased by a factor N18/N17 = 1.2-12.8 during 2017-2018 years;

- the hottest topics are “BD safety” and “BD for safety”, “BD

security” and BD for security”;

- topics “ToT safety”, “IoT security” have metrics values
similar “BD safety” and “BD security”.

Basing on analysis of publications it should conclude that
systematic researches of positive possibilities, restrictions and
deficits of safety, security and dependability connected with

application of BD and IoT are much needed.
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1.2.2. Safety and cyber safety via cyber security

Safety (Fig.1.1,a) is an attribute defining how IT based (for
example 1&C) system (via controlled object) influences on
environment (other systems and objects with high value of failure
and people health or life), decreases risks and consequences of
emergencies. On the other side, failures of safety critical 1&C can
increase these risks, i.e. cause unsafe influence (red arrow) on
information or/and physical environment [34].

// \\ // \\ , \\
/ \ / \ / \
/ \ / \ / \
| I | |
\\ | \\ | \
\ // \ — / \\ - //
N _Environment, N Environment, ~_ Environmen
RN - -~ AN _7 - -
a) b) c)
Fig.1.1. General models of safety (a), (cyber) security (b) and cyber
safety (c)

Security (computer security, cyber security) defines the degree of
influence of information or physical environment on system (blue
arrow, Fig.1.1,b). Insecure influence of environment on safety
critical system can cause unsafe influence of system on
environment (yellow arrow, Fig.1.1,c).

In case when transition of system in unsafe state can be caused
by attack via open or partially open cyber space a concept “cyber
safety” can be used. Other words, if safety of system depends on
cyber security (as a part of information security) it’s justifiable
using of concept “cyber safety” (as a part of safety).

In general, unsafe behaviour of system can be caused by
[34,35]:

- hardware anomalies (physical faults, manufacture design
and physical faults, vulnerabilities of hardware components
attacked by intruders);
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- software anomalies (design faults tolerated by changing data
environment, for example, by restart; design faults which have to
be eliminated by changing of software code; faults caused by
software ageing and vulnerabilities of software components
attacked by intruders);

- FPGA anomalies similar hardware physical faults and
software design faults, and two types of hardware and software
vulnerabilities;

- system
vulnerabilities).

Cyber safety is very important methodological concept safety
critical systems which perform in cyber space and can be attacked
by intruders.

anomalies  (configuration and  system

1.3 Big data for safety and security critical domains

1.3.1. Possibilities and risks of application of BDA for critical
domains

Data can be collected in such systems by use of different
sensors, storages and other sources of information [36]. Table 1.2
shows possibilities and risks of BDA application in critical
domains.

Table 1.2. Possibilities and risks of application of BDA for critical domains

Criti- Domains How (where) | Why can BD be | Risks BDA
cality are BD made | applied? application
types available?
Safety Nuclear By sensorsand | To optimize Safety (via
critical Instrumentation | 1&C storage maintenance security) risk
and Control
(NPP 1&C)
Auviation on- By sensorsand | To support Safety (via
board systems OBS storage decision making | security) risk,
Real time mode
Airport flight By sensorsand | To support Safety (via
control AFC storage decision making | security) risk,
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systems (AFC) Real time mode
Health (control) | By patient e- To support Safety (via
systems record decision making | security) risk,
database Real time mode
analysis
Security/ | Health By patient e- To support Security
Data (monitoring, record decision making | (privacy) risk
critical storage) systems | database
analysis
Banking (access) | Banking To minimize risk | Security
database and of access (privacy) risk
other data
analysis
Mission | Space Data storages | To minimize Security risk
critical (unpiloted) (Internet) risks and
optimize results
Big R&D project | Data storages | To get the best Security
(Internet) results (money loss)
risk
Business | Banking Banking To minimize risk | Security
critical (charges) database and (money loss)
other data risk
analysis
E-commerce Banking To optimize Security
database and services (money loss)
other data risk
analysis
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BDA is used to achieve the following objectives:

- to minimize risks or avoid potentially dangerous situations;

- to support decision making in pre-accident and post-accident cases;

- to optimize services and maintenance of complex systems (similar
NPP 1&C systems) and so on.

Main risks of BDA application are caused by two reasons:

- increasing of data capacity and additional possibilities to get
unauthorized access to information;

- necessity of real time processing of huge data capacity to make
decision or support decision making in time.

1.3.2. Reasons of accidences and application of BDA

Main reasons of accidents are complexity of projects and design
anomalies, human errors and environment factors. Severe accidents are
occurred if such reasons overlap in time. It confirmed by results of analysis of
accident reasons for different severe emergencies beginning of crash of the
biggest Swedish ship Vasa in 1668 to Fukushima accident (Table 1.3).

Table 1.3. Causes of accidences and application of BDA

IAccidents, |Count- |Comp- Design Human Environme |Is it Black Could
years ries lexity lano- factors/ nt Swan? BDA
issue malies errors help?

\Vasa, Sweden [Yes/No Yes 'Yes (politics, [Yes (strong [No/Yes No/Yes

1668 overloading)  wind)

Titanic, UK IYes Yes Yes IYes 'Yes/No No/Yes

1912 (business) (iceberg)

Three Mile [USA No Yes Yes No 'Yes/No Yes,

Island, (violations of for

1979 rules and recovery
errors)

Challen- USA No Yes Yes IYes No/Yes No

iger, (business, (wind)

1986 prestige)

Chernobyl, [Ukraine [No Yes Yes No 'Yes/No Yes,

1986 (violations of for
rules) recovery

Fukushima, [Japan No Yes 'Yes (imperfect [Yes IYes/No IYes,

2011 management  ((tsuna-mi) for
during recovery
recovery)
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More detailed description of accident reasons has been presented
in [37]. Two questions and aspects of analysis are most interesting:

- are these accidents Black Swan? [38] Expert assessment of the
accidents with priority Yes/No is shown in Table 3;

- could BDA used to help to predict and avoid these accidents?
BDA could be used to support decision making for recovery after NPP
accidents.

1.3.3. Application of BDA: pro and contra

Preliminary conclusions of application of BDA for safety critical
systems are the following.

Search, transmission, collection, processing of big data can be
applied:

- to improve maintenance and avoid failures including
techniques of predictive analytics [39];

- to predict and minimize risks of emergencies;

- to support decision making and decrease resources/costs for
recovery accidents and so on.

However, collecting and processing of huge data capacity can be

- useless, if required information and knowledge haven’t been
got;

- unsafe/insecure, if additional vulnerabilities resulted from
increased capacity of data have been used for attacks and intrusions
and cause obtaining secret/private information, fatal failures or
accidents;

- energy-intensive, because BDA increases number of sensors,
traffic intensity, additional storage and so on.

Implementation of BDA technologies can be a reason of extensive
development as:

- the probabilistic/deterministic methods and techniques based
on “small” data can provide more “fast” processing and receiving of
information;

“slow” traditional methods of processing of “big” data can be
more effective;

- BDA based on artificial intelligence. Deep Learning requires
big data to start application. Such situation is similar to “snowball
effect” and can be called a rule “big data requires more big data”;
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- big data can be more unsafe/insecure than “small” data for
safety critical (non-critical) systems.

Partial question is the following: what is better more complex (for
example, semi-Markov’s) model with inaccurate parameters calculated
by use of big/” small” data or simpler (Markov’s) model with accurate
parameters calculated by use of “small”/big data?

1.4 Concept extending and limitations of internet of things
application

To analyse 10T and loT based systems safety and security issues
definition of Internet of Things has to be specified. There are a lot of
definitions [40]. In simplified view they are formulated by the
following ways:

IoT is a new technology...

IoT is a mix/joining of existed technologies...

IoT is a new idea joining of known and modern technologies. ..

The conclusion to be drawn that 10T is a paradigm of joining and
parametrization of a few technologies such as sensors, embedded and
programmable devices, communications and cloud services).

0T can be presented in general as

loT = (X)lo(Y)Z, (1.1)

where (X) is an adjective determining main required attribute
such as

X = {Dependable, Safe, Secure,...; Industrial,...};
| = Internet or Web; Web of Things (WoT) is known as well as
oT;
(YY) is an adjective determining actual attribute of things (2),
Y = {Dependable, Safe, Secure,...; Important, Intelligent,...};

Z = {Alphabet: A (Aqua,...), B (Business,...), C (Cars,...), D
(Drones,...), ...}.
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Expression (X)lo(Y)Z is an example of generalizing application of
modern technologies and IT methodologies. Other similar example is
application of cloud based services. There are well-known Software as
a Service (SaaS), Infrastructure as a Service (laaS), Platform as a
Service (PaaS) and others including Everything as a Service (EaaS).

So, the following expression can be suggested

(X)Eaa(Y)s, (1.2)

where X and Y have the same sense as in formula (X.1). The eCV
Collaboratory has formalized such idea into several service systems
related e-categories: Health as a Service (HaaS), Learning as a Service
(LaaS), Business as a Service (BaaS) and Government as a Service
(GaaS). Each has a role in Smart City ecosystem evolution/revolution
leveraging ICT/5G/loT. An concept is to focus on the individual and
his/hers security in each of these areas such as patient/caregiver for
HaaS, student/parent for LaaS, employee/customer for BaaS and
citizen/taxpayer/visitor for GaaS [RP-Andrz].

One more example is software defined (SD) networks (SDN), data
bases (SDD) and so on (software defined every thing, SDE). Hence,
generalized expression is possible

SD(Y)E, (1.3)

where Y has the same sense as in (1.1, 1.2).

Considering that application of 10T is accompanied by increasing
of nodes and communications, increasing of transmitted data and,
hence, increasing of threats, vulnerabilities, potential attacks and
failures which can cause emergencies the following expressions, that
are not strong mathematical formulas, describe these circumstances:

10T = 10T (Internet of Things = Internet of Threats),

IoE = IoE (Internet of Everything = Internet of Emergencies).
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According with [41] one of the ten main trends of IT development
during next five years will be problem of IoT security and safety.
Through 2022, half of all security budgets for 1oT will go to fault
remediation, recalls and safety failures rather than protection.

Hence, Von Neumann paradigm can be formulated for loT
application by following way: safe/secure loT based systems or
computing out of unsafe (or not enough safe)/ insecure (or not enough
secure) nodes and communications. There are a few separate options of
this expression depending on characteristics of nodes, communications
and cloud resources.

1.5 Industry cases of Internet of Things and Big Data
application

1.5.1. Internet of drones based post NPP accidence monitoring
system

A general structure and underlying principles for creating an loT
based multi-version post-severe NPP accident monitoring system is
shown on the Fig. 1.2 [42]. The system consists of an Internet of
Things (loT S) subsystem, a single wired communication subsystem
(Wire S), light and wireless communication subsystems (Li-Fi S and
Wi-Fi S) and three drone-based wireless subsystems (Drones, DF1,
DF2). Drone fleet communicate with private cloud using loT (DoT S1-
S3 and loT S). Thus sensors subsystems, drone fleet and private cloud
form Internet of Drones (loD) system for accident monitoring with
multi-version sensor and communication sybsystems.

System dependability has to be assessed taking into account three
issues: reliability, security and survivability.
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Fig.1.2. Internet of Drones based system for monitoring of severe NPP
accident

Reliability block diagrams (RBD) for the system and its
subsystems are based on considerations of different variants of sensor,
communication and decision-making subsystems [35,43].

The probability of failure-free operation can be estimated and
researched considering subsystem failure rates and various system
configurations depending on strategy and procedures of drone fleet
application [44].

Security assessment is based on vulnerability analysis of loD
subsystem and simulation of attacks on component and system
vulnerabilities [45]. Survivability models are described in [46].
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1.5.2. Internet of mobile devices based health systems

Other case is a healthcare 10T system (Fig.1.3) [47]. The system
has unified structure and is designed to monitor and help to patients
with diseases such as diabetics. The system components are a device
with a reader, cloud, healthcare provider and communication channel.

Networked healthcare devices sense electrical, thermal, chemical,
and other signals from the patient’s body and inform about the physical
and mental state. Such devices and system as a whole are safety critical
because a human's life depends on its performance.

AL —n Total maker
/ \ Input 2 _ ) application 2
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g f £

Information
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Fig.1.3. Modeling of I0T based health system
To assess safety a few techniques are applied [48]:

- failure/attack trees to identify security problems of the loT
infrastructure;
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- a few models of healthcare loT system based on the queueing
theory considering dynamics of requests and publishing of
vulnerabilities;

- multi-fragmental Markovian chains with fragments described
by availability model of devices.

The models describe streams of the requests, hardware and
software faults, attacks on vulnerabilities and procedure of recovery by
restart and eliminating of one or more vulnerabilities

1.5.3. BDA based prediction of software (SW) reliability and
security

To assess safety and security of mentioned and other industrial
systems it’s required to parametrize developed models. Most complex
task is parametrization of software reliability and security. Usually
information to evaluate software failure rates is not enough in frame of
a company that develops and maintains a system [49].

The methodology of software system reliability and security
prediction can be based on processing information about software with
similar attributes and metrics, which is extracted from BD storages and
vulnerability databases [50]. The technique to search of similar
programs uses [51]:

- metrics of complexity and structure software, metrics of program
language similarity. The metrics assess group and average deviation
rates describing the software system similarity;

- software agent tool to search, collect and process data.

The stage of SW reliability and security prediction and
screenshots are shown on Fig. 1.4.

1.6 Work related analysis

The main goal of this section was to analyse challenges caused by
development and implementation of IoT, Big Data and other modern
technologies, first of all, challenges in area of safety and security
assurance. This analysis is based on overview of standards,
publications and education activities of a lot of universities of USA and
EU universities including ALIOT project partners.
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Fig.1.4 Principle and stage of BDA for software reliability and
security prediction and assessment

These universities conduct research and implement education MSc
and PhD programs on the Internet of Things and its applications for
different domains such as human, industry, safety and security critical
systems. In particular, the following courses and programs have been
considered:

- 10T course for MSc in Coimbra University, Portugal [53];

- MSc programs in KTH University, Sweden including:

a) loT for Information and Network Engineering [54],

b) Communication Systems [55],

¢) Embedded Systems [56];

- MSc Programme on Embedded Systems and Internet of Things,
Newecastle University, United Kingdom [57].

The courses focus on the Internet of Things for smart transport
and cities, industry and smart grid, the development of techniques and
tools for support creation of 10T based systems. However, a specific
issues of 10T cyber safety and security are not studied. Part of the
subsection 1.1 is based on [21].

Conclusions and questions

It’s important to evaluate the impact as IoT, Big Data, 5G and
other technologies evolves to address Global Grand Challenges.
Another activity includes contributing towards the rebirth of the
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renaissance engineer/architect, a professional who provides deep
expertise in a selected set of engineering discipline and a broad outlook
in important social and global issues. This is consistent with the T-
shape concept.

New technologies create new possibilities for people and society,
but bring new deficits of cyber security and safety. This conclusion
concerns fully of technologies of Big Data Analysis and Internet of
Thing. Concept of cyber safety is important attribute for these and
other technologies applied in critical domains.

BDA can be used as a powerful tool for trustworthy assessment of
safety and security. Industrial cases illustrate possibilities how IoT and
BDA can be used to assure safety and security for critical systems and
infrastructures. Besides, big data analysis technigues can tolerate
challenges of inaccurate assessment of high availability systems
assessment. BDA makes it possible to improve maintenance and
minimize risks of (fatal or pre-fatal) failures, support decision making
and decrease resources/costs for recovery.

Limitations of BDA application are caused by extensive nature of
technologies for collecting and processing big data. There are several
challenges for BDA application in critical domains.

Some closure of safety critical domains causes restriction of multi-
domain application of BDA. There is a problem “BD are not such big
as they could be”; for example, diversity application results and CCF
statistics are not enough available for each other [52].

Verification of BDA based techniques application. Independent
verification and validation is a strong requirement to safety critical
systems creation process in nuclear and other domains with high value
of failure. BD based technologies are used for power saved/green
applications.

However, BDA requires more and more resources. Hence, BDA
has to become greener itself. It is required to search of a balance
between traditional “small” data based methods and BDA.

There is common challenge for BDA and 10T: the more data and
the more 10T nodes and communications — the less security
(confidentiality) and safety of systems.

For 1oT and 10T systems Von Neumann’s paradigm should be
specified and implemented as “a secure IoT out of unsecure nodes,
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communications and clouds”. Hence, important direction of future
research is search of balance between “BDA and IoT for system
security and safety” and assurance of “security and safety of BDA and
IoT based systems” considering features of developed and operated
systems, physical and cyber environment.

In order to better understand and assimilate the educational
material that is presented in this section, we invite you to answer the
following questions:

1. What is the main idea of 10T and how is it different from other
systems?

2. What made the electronics globally available?

3. Why is it possible to consider 10T a breakthrough technology?

4. What is the impact of public and government collaboration on
loT development?

5. What is the role of 10T in Smart City ecosystem?

6. What layers of population get an easier way of interaction with
the help of 10T?

7. What issues can be caused by vulnerabilities of the system?

8. Why the security of each system is important?

9. What causes the increasing number of safety and security
information resources?

10. What is the difference between safety and security? What do
they have in common?

11. What are main vulnerabilities that can damage system’s
performance?

12. What kind of domain can be under risk while using BD?

13. What type of risk is applied to the domain which uses BD?

14. What are the purposes it is advised to use DBA for? When
should the usage of them be avoided?

15. Why loT security systems are highly important?

16. What are the reasons to expect major investments in the loT
security systems in the nearest future?

17. What are the ways of interaction between data collected by
drones and other sensor's data?

18. Why the accuracy of system's measurement is important?
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2.1 Internet and Web of Things

2.1.1 Conception of Web of Things

Development of technology M2M/IoT, information processing tools
(Big Data) and decision-making (Cognitive Analytics) lead to changes in the
technological, economic and social development models society. Areas of use
of loT are expanding in energy, transport, medicine, agriculture, housing,
Smart City, Smart Home, etc. IoT focuses only on connecting physical
objects to the network and their interaction with each other. Cisco introduced
a new concept - Internet of Everything (IoE), which is based on the
integration of people, things, data and processes. Thus, the next stage in the
development of 10T / WoT is the Internet of all (IoE). In the future, the orbit
of loT will include technology deep machine learning, artificial intelligence,
technology blockchain, robotics, etc. IoT is characterized by large changes in
the infrastructure of the Internet and new communication models Smart
Things or connections: “Thing-Thing”, “Thing-User” and “Thing-Web
Object”. ToT Infrastructure consists of various networks of physical objects
based on heterogeneous hardware and software platforms, protocol stacks,
which are generally incompatible with each other. So the 10T is a collection
of isolated physical networks that cannot communicate with each other via
the Internet.

The concept of a WoT based on Web and its new technologies [1],
enables the integration of all kinds of Smart Things and applications with
which they interact. The concept WoT introduced such a notion as “Web
Thing”, which is a digital representation of a physical or virtual object that is
accessible through Web API RESTful. One of the major development issues
for this new concept is creating efficient hypermedia-enriched application
programming interfaces (APIs) [2]. Web API RESTful or Web API built
with consideration of the REST architecture for a virtual representation of the
physical objects are identified by URL and use application layer protocols
such as HTTP, WebSocket, CoAP, MQTT in JSON format, and TLS /
DTLS cryptographic streaming protocols. Thus, the virtual equivalent of
physical objects (Web Thing), which were assigned a URL via Web API, can
communicate with each other or with applications by using application-level
protocols and share data in text-based JSON. In addition to the software
interface Web Thing can be equipped with custom interfaces to ensure
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interoperability model “Thing- User”. The WOT reuses existing and well-
known Web standards used in the programmable Web (e.g., REST, HTTP,
JSON), semantic Web (e.g., JSON-LD, Microdata, etc.), the real-time Web
(e.g., Web Sockets) and the social Web (e.g., OAuth or social networks). [3].

Thus, WoT provides the integration of Internet-connected physical
devices of different producers on application level regardless of how they are
connected on a network level and ensures the creation of a single global
ecosystem of the 10T, which is open and compatible.

Currently WoT standardization has engaged WoT community and such
international organizations for Standardization, as W3C
(https:/AMmww.w3.org/WoT)/), IETF (https:/www.ietf.org/), ETSI
(http:/Amww.etsi.org/), OCF  (https://openconnectivity.org/) and OGC
(http:/Aww.opengeospatial.org/), and supported by European research
projects on the IoT, such as Sensei-loT (http://www.sensei-iot.org/),
SmartSantander (http:/Aww.smartsantander.eu/) and loT-A
(https://iota.org/). WoT Interest Group published draft standards [4, 5, 6, 7,
8]. In addition to set out draft standards, Mozilla loT community published its
draft standards [9].

Together with the development of loT technology and its network
service WoT, there is an increasing need for specialists for development
(software and hardware) and integration of technical solutions in the field of
loT, maintenance and operation of loT networks. The problem of training
(training and retraining) of loT / WoT specialists is becoming urgent. The
issue of training current and future engineers and researchers, technology
application development and integration of modern loT/WoT-solutions can
be solved jointly by the companies that design and manufacture tools for loT
and institutions of higher education. For example, the aim of the project
ALIOT [10] is integration of all available and prepared training programs,
manuals and tools for the provision of training and advisory services in the
field of systems based on the loT for applications in different areas.

Companies involved into developing and manufacturing tools for 10T,
are interested in higher-education-obtained professional skills creation and
exploitation of 10T/WoT in a timely manner, in order to remain competitive
in the field of development and production of l10T/WoT. In their turn higher
education institutions are interested in teaching students the basics of the
I0T/WoT design and operation to be competitive on the labor market in the
field.
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2.1.2 State of Artin Web of Things

It should be noted that companies that develop and produce tools for loT
and universities prepare specialists in the field of development and integration
of modern loT-solutions. For example, the company has created a University
for Telit 10T [11]. The program Telit IoT University currently includes six
courses, one of which is the 10T for Developers. In IoT University course
[12], students look at User Interface and User Experience design strategies
common to the industry and apply those strategies to building applications in
ThingWorx using the Mash Up Builder. This course is focused on loT-
project, which does consider the WoT technologies. The PTC loT Academic
Program [1] consists of the ThingWorx™ application enablement platform in
a PTC hosted environment where students and educators can build their own
loT applications. PTC works with corporate customers as well as market
partners to ensure that students from all disciplines are better prepared to
meet the needs of today’s IoT world.

In the article [14] the information is presented on many bachelor’s and
master’s programs on IoT. WoT technology is not considered. The IoT MSc
program [15] is available at the Queen Mary University of London. MSc
Internet of Things (Data) is currently available for one-year full-time study,
two years’ part-time study (Introduction to 10T, Enabling Communication
Technologies for 10T). WoT technology is not considered. The article [16]
presents the best universities that offer courses in the field of “Internet of
Things”, and study in detail what they offer their students. WoT technology is
not considered.

The project “IoT Academy Samsung” [17] is organized on the base of
Moscow Institute of Physics and Technology. In accordance with the experts
of the research center of Samsung’s teaching materials students will undergo
a year-long training course on examining real case studies on Internet of
things technologies in various industries and will be able to create their own
loT devices prototypes. WoT technology is not considered. The Cisco
Internet of Things (loT) [18] certifications and training are job-role-based
programs designed to help meet the growing need for specialized talent. This
education portfolio provides Internet Protocol (IP) networking expertise, with
a focus on automation, manufacturing and energy and future expansion to
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include equally transformative industries. WoT technologies are not
considered.

National Aerospace University “KhAI” and other Ukrainian universities
prepare specialists on programmable mobile systems and loT [19]. loT-based
systems are developed and investigated as well. WoT technologies are not
considered in the discipline of “Industrial Internet of Things (IoT). Lviv IT
Cluster and National University “Lvivska polytechnica” have launched a
Bachelor program “Internet of things” [20]. Goal is to prepare specialists in
the field of designing elements and applications of loT, WoT is not
considered. The work [21] deals with possible reflection of the theme of the
Internet of things (Internet of Things) and machine-to-machine (M2M) in
higher education curriculum (programs), but it does not reflect the technology
of WoT. The purpose of such a curriculum is to consider issues related to
information and communication technologies used in loT and M2M. The
proposed course aimed at listeners acquainted with modern information
technologies, which stand behind such directions as inter-machine interaction
and Internet of things.

Currently the authors have not seen in open papers mentions of any
existing training programs on teaching students about technology for Web
Things application development. Practical guide “Building the Web of
Things” [1] is a basic training manual, which presents key technologies and
concepts necessary to build application-level 10T and Architecture WoT, as
well as define the methodology of application development for the Web
Things on JS/Node.JS. This manual is intended for trained professionals in
the field of Web application development technologies at JS/Node.JS.

Step-by-step tutorial can help professionals use WoT and semantic
network to develop applications of Semantic WoT [22], but does not solve
the problem of student learning of all the necessary technologies for the
development of WoT. The book “Web application development Framework™
[23] is designed for inexperienced Web developers, it outlines the creation of
user interfaces, discusses ways to develop the server-side application on
NodeJS, and methods of cloud services usage for deploying Web
applications. The book “Web development with Node and Express” [24] is
intended for programmers who want to build Web applications (regular sites
that embody REST application programming interfaces) using JavaScript,
Node. JS and Express. The curriculum “Technology and development tools
WoT applications” was prepared with consideration of all teaching materials,
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that are prepared for programmers’ learning on development technologies of
advanced Web applications based on the JS/Node.JS, that will give the
listeners the starting point for the WoT concept development and developing
real applications Web Things.

2.1.3 Goals of the Web of Things course

The purpose of this work is to review 1oT/WoT technology, curriculum
(case-studies of WoT) and discus of structures tested in NTU “KhPI”, the
working curriculum of subjects “WoT application development technologies
and tools”, drawn up in the light of developing Web Thing API technologies
proposed in the concept of WoT. This program offers technology
development of WoT-applications, that is, the stack of MEAN technologies
(Mongo, Express, Angular, Node) for development of WoT applications
using JavaScript/Node.JS. Duration of training - one semester, the course is
designed to train professionals (for master students) in “Computer Science”,
which is intended to form the students' theoretical knowledge and practical
framework in design and exploitation of WoT-applications.

The task of the study course “Technology and tools for developing Web
applications” is a theoretical and practical training of future specialists on
such matters as:

— technologies for the application of markup languages, languages for
description and programming in client Web applications;

—technology and tools for creating interactive Web interfaces;

technology application in Node.JS server applications;

— technology exchange messages between Web Apps in a mode of Real
Time (Ajax, WebSockets) in XML messaging formats, JSON;

—technology for building applications with SOA architecture
(architecture, REST);

—cloud computing technology and application deployment model for
cloud platforms;

—architecture and technology of 10T;

— cloud platforms and services for the Web of Things;

—technology for application development based on Web based Things
Raspberry Pi using the Node.js;

—security, privacy, and access control to the physical devices in the
loT/WoT.
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The structure of this chapter is the following: Introduction; Survey of
IoT/WOT Technologies; Structure of the training program “Technologies and
tools for developing WoT applications”; Conclusions; References.

2.2 Survey of Internet and Web of Things technologies

Existing M2M-technologies allow machines to exchange information
with each other. M2M is a subset of 10T. 0T is the Internet of People (loP),
extended by computing networks of physical items (Smart-Things), which
can independently organize various connection models. 10T is a concept of
the network infrastructure development (physical basis) online, in which
“smart” things without human intervention are able:

- to connect to the network for remote interaction with other devices
(Thing-Thing);

- to interact or interaction with autonomous or cloud data processing
centers, or DATA centers (Thing-Web Objects) for data transmission,
storage, processing, analysis and management decisions aimed at changing
the environment Wednesday:

- to interact with user terminals (Thing-User) for the control and
management of these devices [25].

The article [26] is the first to present the correlations among machine-to-
machine (M2M), wireless sensor networks (WSNSs), cyber-physical systems
CPS and internet of things (IoT). The authors suggest that CPS is an
evolution of M2M by the introduction of more intelligent and interactive
operations, under the architecture of loT.

Cisco believes [27] that The Internet of Everything is the next step in
the evolution of smart objects-interconnected things in which the line
between the physical object and digital information about that object is
blurred. The WoT is a refinement of the 10T by integrating smart things not
only into the Internet (network), but into the Web Architecture (application)
[28].

2.2.1 10T global network architecture

The papers provide overviews of the IoT: concepts, architectures,
development technologies, physical devices, programming languages,
protocols, and application [29, 30, 31, 32, 33]. The Internet of things consists
of the networks of physical objects, the traditional network of the Internet and
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various devices (Gateway, Border router, etc.) that connect these networks.
Figure 2.1 presents the components of the 10T architecture, which consists of
several computer networks of physical objects connected to the Internet.
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Figure 2.1. Components of 10T Architecture [25]

As seen of Figure 2.1, the network of Internet of things consists
of: the computer networks of physical objects (Smart Objects),
traditional IP Internet and various devices (Gateway, a Border router,
Router), integrating these networks. It should be noted that Smart Objects are
the sensors or actuators (sensors or actuators), equipped with a
microcontroller with real-time operating system with a stack of protocols,
memory, and communication device embedded into various objects, such as
in electricity or gas meters, pressure sensors, vibration or temperature
switches, etc. Smart Objects can be organized in computer network physical
objects that can be connected via gateways (hubs or specialized loT platform)
to the traditional Internet.

In 10T there is not a single universal protocol for the integration of
physical objects. Therefore, to create a network of physical devices, one shall
acquire all the components of one manufacturer. As a result, the network of
physical objects is fragmented and the provision of integration of physical devices
connected to the Internet with incompatible protocol stacks is expensive.
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Gateways are used to integrate the networks of IoT (for example, Z-
Wave, ZigBee etc.), protocol stacks, which are incompatible with the TCP/IP
stack of the Internet. Edge routers are used to integrate the Internet with
networks of 10T, based on network protocol 6LOWPAN (IPv6 over Low-
Power Wireless Personal Area Networks), where IPv6 is a version for
wireless personal area sensor networks with low power consumption IEEE
802.15.4.

A proxy is used to harmonize protocols HTTP- CoAP. Technology-
based network Thread, ZigBee, 6LOWPAN self-organizing nature are IP
networks, and may not have an exit to external IP network using 6loWWPAN
protocol stack for the Organization of the work of autonomous networks and
data transmission between the autonomous network nodes.

Wireless networks, used in LPWAN: loT; WLAN and WPAN.
LPWAN Technology. Key long-range LPWAN networks (Low-power
Wide-area Network) technologies include: LoRaWAN; SIGFOX; Swift;
CloT (EC-GSM, LTE-M, NB-loT). According to experts' estimates, more
than 50% of IoT solutions would use LPWAN network. WLAN Technology.
Medium-range technology, WLAN refers Wi-Fi (www.wi-fi.org) - a set of
wireless standards IEEE 802.11, which can be used to build a wireless local
area WLAN based network objects on the TCP/IP stack.

To build local wireless computer networks items, Wi-Fi Alliance has
created a new IEEE 802.11 specification, which provides technology to build
cellular networks. In addition, new standard Wi-Fi HaLow (IEEE 802.11
specification ah for the I0T) was created with low power consumption.
Wireless personal area networks (WPAN). Key WPAN short-range wireless
networks technologies: 6LoOWPAN, Thread, ZigBee, Wireless IP, Z-Wave,
EnOcean, RFID/NFC, BLE 4.2. Controllers and mini computers in the loT.
Today to manage the physical devices, the 10T uses controllers and mini
computers: Arduino, Espruino, Tessel, Intel Edison and Galileo, Raspberry
Pi, whose applications are created in ¢/C++, Java, JavaScript, Python, etc.

loT application layer protocols. In the networks of physical objects, the
interaction between components is done using the application layer protocols:
DDS [34], CoAP, MQTT, XMPP, AMQP, JMS, REST/HTTP [35], etc.
DDS is the core technology for Industrial 10T. CoAP Protocol (Constrained
Application Protocol) - limited data transfer protocol similar to HTTP, but
adapted to work with “smart” devices. MQTT protocols, XMPP, AMQP,
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JMS - these messaging protocols are based on broker scheme:
publish/subscribe.

Security considerations for loT. Security of IoT must be addressed at all
stages of the development cycle and operation of hardware and software,
communication channels, protocols stack, cloud components etc. is currently
given a lot of attention in the field of 10T security. In the paper [36], several
security and privacy concerns related to 0T are mentioned. The protection of
data and privacy of users has been identified as one of the key challenges in
the loT.

The survey presents Internet of Things with architecture and design
goals. In addition, a review and analysis of security and confidentiality issues
at different levels in the loT was performed. It should be noted that for the
security of the loT, standards [37] and guidance [38] have been created that
provide manufacturers of tools with a set of guidelines for improving loT
security.

The document “State-of-the-Art and Challenges for the Internet of
Things Security” [37] can be used by implementers and authors of IoT
specifications as a reference for details about security considerations while
documenting their specific security challenges, threat models, and
mitigations. The goal of guidance [38] is to help manufacturers build more
secure products in the Internet of Things area. Royal Academy of
Engineering (London) [39] is a leader in Cybersecurity of the IoT. The
PETRAS Cybersecurity of the loT Research Hub brings together nine
leading UK universities.

The development of loT depends on many factors: technology, low-
power wireless networks; Smart Objects technology; the pace of 5G
networks adoption; operating systems for microcontrollers sensors and
actuators; widespread use of 6LOWPAN/IPv6 protocol stack; M2M
technology; effective use of Cloud computing for IoT platforms; Misty
technology computing (fog computing) and Software-Defined Networks;
ensuring hardware and software cyber resilience.

2.2.2 Technology Web of Things

IoT focuses on the lower layers of the network stack, and the WoT service on the
upper layers, application tiers. By using web technologies, protocols, programming
languages and formats [40] such as REST, XML, JSON, MQTT, XMPP, Atom,
WADL, Open ID and OAuth, the WoT has contributed to reducing the barriers for
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common understanding and smooth interplay between heterogeneous real world
devices, services and data.

The WoT concept, based on the Web and its new technologies [1], provides
integration of all types of Smart Things and applications with which they interact. It is
known that WoT uses standards applied in such technologies as programmable Web
(HTTP, REST, JSON), semantic Web (JSON-LD, Microdata, etc.), Real-time Web
(WebSockets) and social Web (OAuth or social networking APIs). The problems of
the WoT architecture, development technologies, programming languages, APIs,
application-level protocols based on RESTful principles are described in many articles
[41, 42, 43, 44].

Thus, WoT provides integration of devices in the Internet. The WOoT is a service
similar to the loT infrastructure service, World Wide Web, of the Internet
infrastructure. WWW is a distributed information system based on the use of hypertext
documents in HTML format, access and transfer of which are achieved using the
HTTP application. WoT is an extended service Web.

By analogy with the Web architecture, the architecture of the WoT is the World
Wide Web or distributed system of Web Things virtual resources (virtual
representations of Things) that provide access to the physical objects, i.e. applications
that are hosted on Smart Objects or intermediate 10T network devices through Web
Thing API.

The essence of WoT is that Web Thing physical objects or intermediate gateway
devices, given that they have their own URL (Web-address) and software interface
with the RESTful Web API can communicate in text-based JSON both with each other
and with applications based on SOA. To ensure interaction model “Thing- User” Web
Things applications must have user interfaces. Due to limited resources, not all Web
Things can offer their own Web API is RESTful, based on the concept of WoT.

For integration of Smart Objects in The Internet three different integration
templates are provided:

- Direct Connectivity,

- Gateway Based Connectivity,

- Cloud Based Connectivity [1].

Implementation of Web Thing API on its own platform can be performed on the
basis of a Web server that is hosted on the controller embedded in Things.

Web application for the Web Things can consist of frontend and backend, i.e.
can be implemented as user interfaces for users to interact with Things via Web
browsers (for example, site sensors: http://devices.webofthings.io/pi/) and mobile
applications and interfaces (API) applications using the RESTful architecture for data
exchange between devices. As a controller, you can apply, for example, single board
computer Raspberry Pi based on Linux.
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The latest version of the computer (Raspberry Pi 3 Model B) has a built-in
support for Wi-Fi and Bluetooth 4.1. In addition, Raspberry Pi GPIO ports available
for direct connection to devices (e.g. temperature sensors, displacement, etc.). To
implement Web Server Node.js can be applied (for example, Node v 7.10.1).

To develop the server-side application it is advisable to choose the programming
language JavaScript in Node.js. Software code of client side of the application is
developed in HTML, CSS and JavaScript. For of data exchange between devices in
application the interfaces of Client APIs and API Server, built with consideration of the
REST architecture, are implemented.

Figure 2.2 presents Web API Thing, which can be placed either directly on the
device itself, and intermediate Web Things gateway network or in cloud service.

In the case of implementation of a Web Thing API on an intermediate
device such as a gateway, you can use the prototype gateway Things
Gateway, Figure 2.3.
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Figure 2.2. Components of WoT Architecture [45]
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Figure 2.3. Things Gateway [46]

Things Gateway, Figure 2.3, is created by the developers of the
Mozilla community in JavaScript using Node.js server platform, and is
available as a ready to install on the Raspberry Pi board assemblies. If
you implement a Web API Thing on cloud server, Web Thing Clients
(Web devices or users) communicate to cloud-based server (cloud-
based server analogous Things Gateway) by domain address of
devices, which runs the application hosted on that server, and the
application accesses devices, such as a camcorder, and manages them.

The EVRYTHNG Platform [47] is a cloud Platform-as-a-Service
(PaaS) for storing, sharing, and analyzing data generated by physical
objects. The Platform gives a unique and permanent digital identity
(also known as ADIs) to each individual object and allows authorized
applications and users to access it via REST and Pub/Sub (MQTT)
APIs.

Security in WoT is provided by certificates, encryption and
authentication. Cryptographic streaming protocols TLS/DTLS [48, 49]
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are the basis of secure HTTP protocols (HTTPS), WebSocket (WSS),
MQTT (MQTTS) and CoAP, which are used in WoT. To do this, you
can install the OpenSSL library on the server (sudo apt-get install
openssl). In addition, you can apply recommendations and methods for
authorizing and controlling access to the server.

Authentication is one of the means of protecting WoT applications
[50, 51, 52, 53]. You can set the API token with Node.js (install
Node.js: node-oauth2-server). Authentication OAuth2 is designed to
protect the Web API using a token-based authentication process. The
token will be used to authenticate Smart Objects for each request to the
server. You can use the OAuth 2.0 social media tools for WoT
authentication.

2.3 Training on technologies and tools for developing WoT
applications

All of the technologies outlined in the proposed themes are used in
the development of Web Thing applications in line with the concept of
WoT.

Thus, the training program proposed in Table 2.1 is designed to
prepare future specialists develop real Web Thing applications.

Table 2.1. Curriculum structure

The topic Content

Development tools | At present, the only IDE for creating client and
for Web | server applications on JS/Node.js is WebStorm
applications: IDE, | [54]. But the own IDE (for JS development)
browser,  version | could be built based on a text editor Sublime
control system. [55] with the plugins. In this program Git [56]
is used as a version control system (VCS) of the
Web application files, Git is used in many
famous projects as VCS. In addition, familiarity
with Git gives students the opportunity to
explore GitHub, the largest Web service for
hosting IT projects and their joint
development.
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HTML and XML
technologies in
client-side Web
applications.

HTML document structure, logical languages
HTML5 markup [57] and XML [58],
technologies used in creating layouts or
templates on HTML5 for Web sites, technology
HTML-layout technology in editor Sublime
Text.

CSS  Technology
And CSS3 in client
Web applications
and the use of the
Bootstrap
framework.

CSS [59] - language for describing the
appearance of documents (style declaration,
selector types, block and line elements, style
preprocessors, CSS frameworks and Emmet
LiveStyle). The layout technology of a web
application with adaptive design based on
Bootstrap [60] in the Sublime Text editor.

Technology  and
tools for creating
interactive Web
interfaces.

To develop interactive Web-interfaces, one
must apply the basic triad HTML technologies,
CSS and JavaScript [60, 61], which form the
structure, style, and behavior of Web
applications. One of the components of the
triad  technologies is: the  JavaScript
programming language (syntax, set of
technologies for creating interactive Web
applications with JavaScript).

Technology of
using jQuery to
create  interactive
Web interfaces.

jQuery [63] is a JavaScript-based library that
contains ready-made JavaScript functions.
jQuery manipulates the html elements of the
document and uses the DOM to change its
structure. There are two methods for connecting
the jQuery library to the client application:
local and remote connections. JQuery has a
large number of third-party plug-ins with which
make it possible to significantly improve the
interface of the client side Web-applications or
WoT.
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The exchange of
messages between

Four network technologies for interacting Web
Apps based on client-side JavaScript scenarios

Web Apps in a | (AJAX, COMET, SSE, WebSocket). This topic

(Ajax) and data transfer formats, ajax requests for
' “pure” JavaScript; ajax and jQuery).

Exchange of | WebSocket [65] — is a technology of

messages between
web apps in Real
Time mode
(WebSocket).

asynchronous interaction between the Web
client and the Web server. WebSocket is a
protocol of full-duplex communication over a
TCP connection, intended for the exchange of
messages between a web client and a web
server in real time. WebSockets have an API
that can be used in web applications and is
called the WebSockets API [66, 67].

Web servers and
application servers.

It is proposed to consider the HTTP protocol,
the client/server model, the architecture of the
Web server, application server, as well as to
form an idea about the technology of these
tools. In addition to traditional Web servers,
Node.js technology is considered [68], which
enables to create event-driven servers using
JavaScript.

DBMS.
Technology  and
software for

creating databases.

There are 6 data models: lists (flat) relational
databases, hierarchical, network structures,
object-oriented databases and document-
oriented data model. Currently, they are the
most widely used when designing a relational
database model (MySQL, PostgreSQL, MSSQL
Server). It should be noted that the most
popular database management system for
Node.js is currently the MongoDB [69], which
is a NoSQL. MongoDB is a document-oriented
management system (DBMS) open source
software. MongoDB is a new approach to build
databases without SQL queries, tables, foreign
keys, etc. In MongoDB, JavaScript is used as
the query language, the data is stored in the
BSON format, i.e. binary JSON.
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WebRTC - is a | WebRTC [70] is an open source technology for

technology for | building peer-to-peer networks, which allows to

creating Web | send text and multimedia data directly between

communications browsers. Signaling server is used only for

applications. setting up p2p connection between the two
browsers. The WebRTC technology is
implemented by three JavaScript APIs:
RTCPeerConnection, Media Stream
(getUserMedia), RTCDataChannel.

Cloud Cloud computing [71] is the delivery of

technologies-

development tools
for Web
applications  and
messaging service
in Real Time mode.

computing  services - servers, storage,
databases, networking, software, analytics and
more—over the Internet (“the cloud”).
Companies offering these computing services
are called cloud providers and typically charge
for cloud computing services based on usage,
similar to how you are billed for water or
electricity at home.

Technologies  for
creating  applica-
tions with SOA
architecture and
use of SaaS with
APIs.

A service-oriented architecture [72] is
essentially a collection of services. These
services communicate with each other. The
communication can involve either simple data
passing or two or more services coordinating
some activity. Some means of connecting
services to each other is needed.

loT Technologies.

The Web of Things [29, 30, 31, 32, 33, 34, 35]
is a refinement of the Internet of Things by
integrating smart things not only into the
Internet  (network), but into the Web
Architecture (application). In this section, it is
necessary to consider: the loT architecture,
controllers and mini computers, the IoT
platform, application programming languages,
wireless network technologies, protocols, 10T
security Issues.
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Protocols and
technologies of
creating

Applications  for

Web Things based
on Raspberry Pi 3
Model B using the
Node.js platform.

The Semantic Web [1, 40]. The Web of Things
[41, 42, 43, 44] is a high-level application
protocol designed to maximize interoperability
in the 1oT. The WoT architecture stack is not
composed of layers in the strict sense, but
rather of levels that add extra functionality.
Each layer helps to integrate Things to the Web
even more intimately and hence making those
devices more accessible for applications and
humans. The following shall be considered in
this section: Linux-based mini computers;
versions of Raspbian for Raspberry Pi;
implementation the Web Thing API for the
Direct Connectivity integration template and
for the Gateway Based Connectivity integration
template.

Cloud  platforms
and services for the
Web of Things.

Data Analytics. The Cloud Based Connectivity
integration template allows Web platform to act
as a gateway to implement APl Web Thing on
the staging device. EVRYTHNG platform [73]
is a cloud-based platform-as-a-service (PaaS).
The platform provides a unique and permanent
identifier for each individual object and enables
authorized applications and users to access it
via the REST API and Pub/Sub (MQTT). It is
proposed to consider the technology for
implementing of the Web Thing API for the
Cloud Based Connectivity integration template.

Security, privacy,
and access control
to the physical
devices on the
Internet.

Security in loT [36, 37, 38] should be provided
at different levels of the network. Security in
WoT is provided by certificates, encryption and
authentication [48, 49, 50, 51, 52, 53]. The
security  issues: protecting Web  Thing
(encryption, enable HTTPS, WSS and TLS on
the server); authentication and access control;
the use of social networking tools OAuth 2.0
for WoT-authentication.
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NTU “KhPI Information Systems Department, trains students in
the specialty “Computer Science” according to the -curriculum
presented in Table 2.1.

Figure 2.1 and Figure 2.2 shows the implementation materials of
the web interface APl Web Thing for the integration template Direct
Connectivity. From the one shown in Figure 2.1 it follows that the
HTTP and WebSocket servers are functioning. The Web Thing
application installed in the Node.js environment on the Raspberry Pi 3
Model B provides data on the functioning of the motion sensors (PIR
sensors), temperature and humidity (DH22) and the actuator (LED 1).
Data on temperature, humidity and movement is constantly updated.

dann [Mpaeka B
raspberrypi

Cnpaeka

Figure 2.1. A screenshot of the application's operation Web Thing for
the Direct Connectivity integration template

According to the Figure 2.2, on request you can view physical
devices parameter values in a Web-browser, for example, the values of
the temperature sensor.
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localhosrB484/pifsensors/temperature — Chromium
/[ localhost:8484/pi x '\

localhost: 8484/ pifsensors/temperature i
F

Temperamee Sensor ; 23,9

Figure 2.2. A screenshot displaying the values of the temperature
sensor in the Web-browser

2.4 Work related analysis

This work reviews the existing technologies in the loT / WoT, for
which draft standards are being developed. At the 8th International
Workshop on Web Objects (WoT 2017), it was noted that the REST
architecture was the de facto basis for building the software interface
of intelligent physical objects connected to the Internet. WoT, based on
the Web and its new technologies, provides integration of all kinds of
Smart Things and applications with which they interact, and transforms
the world of physical objects into a distributed information system.
Nowadays a creation of RESTful Web API for Web Thing on JS in
Node.JS is preferred over other programming languages. In this regard,
the proposed curriculum technologies are relevant and aim to prepare
future professionals to develop real Web Thing applications. The
technologies mentioned are tested in the teaching process of students.

The industrial 10T is part of loT. The IoT is a network of
computers, devices, and objects that collect and share the industrial
data. It allows operating of industrial systems in more efficient and safe
manner. Besides, industrial 10T is used for smart grid to improve
efficiency of power generation and distribution. The many challenges
and risks caused by industrial 10T shall be addressed by development
of methods and tools. This will be done under the course that is to be
developed by National aerospace university.

It should be noted that companies that develop and produce tools
for 10T and universities prepare specialists in the field of development
and integration of modern loT-solutions. For example, the company
has created a University for Telit loT [11]. The program Telit loT
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University currently includes six courses, one of which is the 10T for
Developers.

In 10T University course [12], students look at User Interface and
User Experience design strategies common to the industry and apply
those strategies to building applications in ThingWorx using the Mash
Up Builder. This course is focused on loT-project, which does consider
the WoT technologies.

The PTC 1loT Academic Program [13] consists of the
ThingWorx™ application enablement platform in a PTC hosted
environment where students and educators can build their own loT
applications.

In the article [14] the information is presented on many Bachelor’s
and Master’s programs on IoT. The IoT MSc program [15] is available
at the Queen Mary University of London. MSc Internet of Things
(Data) is currently available for one-year full-time study, two years’
part-time study (Introduction to IOT, Enabling Communication
Technologies for 10T).

The article [16] presents the best universities that offer courses in
the field of “Internet of Things”, and study in detail what they offer
their students. The project “IoT Academy Samsung” [17] is organized
on the base of Moscow Institute of Physics and Technology.

Things (loT) [18] certifications and training are job-role-based
programs designed to help meet the growing need for specialized
talent.

National Aerospace University “KhAI” and other Ukrainian
universities prepare specialists on programmable mobile systems and
loT [19]. Lviv IT Cluster and National University “Lvivska
polytechnica” have launched a Bachelor program “Internet of Things”
[20].

Conclusions and questions

In this chapter we proposed and discussed the structure of the
curriculum “Technology and development tools WoT applications”
designed for training the development of modern web applications
based on JS/Node.JS, which will give the listeners a starting point for
mastering the WoT concept and developing Web Things applications.
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Because in the future the orbit 10T/WoT will include the
technologies of deep machine learning, artificial intelligence,
technology blockchain and robotics, the curricula for training of future
specialists in the field of IoT/WoT will be updated and filled with new
content. In the future it is planned to deploy a specialty “Architecture
and technology IoT/WoT” and propose the disciplines that will be
taught within the framework of this specialty.

In order to better understand and assimilate the educational
material that is presented in this section, we invite you to answer the
following questions.

1.  What technology is used to create interactive web applications
using JavaScript?

2.  What is the essence of jQuery technology?

3. What is the essence of a SQL database management system?

4. What is the essence of NoSQL (Not Only SQL) DBMS?

5. MongoDB DBMS Interaction Technologies with Web
Applications.

6. What is WebSocket?

7. What is the essence of Ajax technology and data transfer
formats?

8. What is the difference between WebSockets and REST?

9. What technology is used for web server and web application
interaction?

10. What is the essence of Node.js technology, which allows you
to create event-driven servers?

11. What are the main cloud computing models?

12. Web services and cloud computing.

13. What does the 10T architecture consist of?

14. What are the main technologies used in loT/ll0T?

15. What are the main programming languages used to create
applications that implement the API at the first level of 10T/I10T?

16. What technologies are used to create client 10T applications for
smart devices?

17. List the components of the 10T system architecture.

18. What are the main cloud computing used for 10T platforms?
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19. Technologies of work with Big Data (MapReduce, Hadoop).

20. 10T/lOT u uHTeIEKTYaIBHBIH aHanu3 gaHHbix (Data Mining).

21. 6LoWPAN protocol stack for loT/lloT.

22. Application Layer Protocols for 1oT/lloT.

23. With what networks does the interaction of sensors and
actuators at the first level of 10T / 110T?

24. RFID Technology Concepts.

25. WSN technologies and short-range and long-range networks
protocols.

26. M2M technologies and protocols (DDS, LwM2M standards).

27. What are the main standards applied in loT/lloT?

28. Basics of WoT. Semantic web and microformats.

29. Stack of architecture Web of Things with different layers.

30. Patterns of Smart Objects Integration to the Internet.

31. Web Thing API implementation technologies for WoT
integration patterns.

32. Security, privacy, access control to physical devices WoT

33. Integrating Web of Things and Semantic Web Technologies.

34. Semantic Web Technologies Standards (Semantic Sensor
Network XG Final Report, RDF Schema).

35. What standards are used to develop WoT applications?
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Abbreviations

API — Application Program Interface

DSRC — Dedicated Short-Range Communication
FPGAs — Field-Programmable Gate Array
HTTP — Hyper-Text Transfer Protocol

IoT — Internet of Things

I0T-A — Internet of Things-Architecture
I1oT — Industrial Internet of Things

ITU-T — International Telecommunication Union sector
Telecommunications

LoWPAN_IPHC — Low-Power Wireless Personal Area Network
LWM2M — LightweightM2M

M2M — Machine-To-Machine

MCU — microcontrollers

NBMA — Non-Broadcast Multiple Access
OS — Operating System

PLC — Programmable Logic Controllers
PPDR — Public Protection Disaster Relief
PS — Public Safety

REST — Representational State Transfer
RTU — Remote Terminal Units

SCADA — Supervisory Control Computers
SG — Smart Grid

SOCs — System-on-a-chip

SOA — Service-oriented Architecture

XML — eXtensible Markup Language
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3.1 Standards overview and harmonization in loT context

3.1.1 loT standards classification

lIoT is widely used in multiple applications such as are home
monitoring, HealthCare, smart cities control, smart devices, smart
vehicles and smart grid [1].

Modern loT technologies have been created under a totally
different scenario [2,3]:

1) Internet and cellular networks have become the world
standard, with very high levels of coverage, reliability and availability;

2) smaller and smarter devices are constantly hit the industrial
and consumer markets, to better understand and present the new after-
sales and remote-controlled services;

3) software development and system interoperability standards
such as XML, web services and SOA are converging to create fertile
ground for M2M communications technologies, that makes it easier to
use them in a variety of industries.

The current state of the IoT is characterized by a diverse set of
initiatives, standards and implementations. Standardization and
interoperability remain a challenge. Initial applications have been
developed in vertical domains like logistics or energy, with their own
protocols and architectures. Current efforts are converging into
standard specifications like OMA LWM2M and reference architectures
like the European Internet of Things-Architecture (IoT-A). These
efforts are bringing together key players and enabling implementations
that are reusable across different application domains [2]. Connected
things all share five key components: the need for smarter power
consumption, storage, and management; the need for stronger
safeguards for privacy and security; high-performance microcontrollers
(MCUs); sensors and actuators; and the ability to communicate.
Without them, all governed by standards, there will be no 10T [3].

loT standards are still a work in progress. Standards for loT
Systems are divided into: common things for the internet (they differ,
as each standardization organization offers its own definition), then
there is a division according to the standards for each kind of loT
(Smart Transport, Smart Hospital, Smart City, Smart Office etc.). Then
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there is a division into standards for networks of information transfer
between devices of the loT, and standards describing rules of
information transfer (protocols). Also standards divided into standards
for hardware and software of loT-based systems.

Basic standards for 10T

1. ISO/IEC AHG1 produced the following definition of loT
which was adopted by SWG 5 [4]:

. “An infrastructure of interconnected objects, people,
systems and information resources together with intelligent services to
allow them to process information of the physical and the virtual world
and react.”

2. |EEE Internet of Things (IoT) Ecosystem Study:

. Internet of Things (loT) is a system consisting of
networks of sensors, actuators, and smart objects whose purpose is to
interconnect “all” things, including everyday and industrial objects, in
such a way as to make them intelligent, programmable, and more
capable of interacting with humans and each other.

. The loT paradigm promises to make any electronic
devices part of the Internet environment. This new paradigm opens the
doors to new innovations and interactions between people and things
that will enhance the quality of life and utilization of scarce resources
[3].

. The 10T is a concept and a paradigm. It considers
pervasive presence in an environment of things/objects that interact
with each other and cooperate with other things/objects in order to
allow/provide new applications/services and reach common goals [4].

The 10T has been defined in Recommendation ITU-T Y.2060
(06/2012) as a global infrastructure for the information society,
enabling advanced services by interconnecting (physical and virtual)
things based on existing and evolving interoperable information and
communication technologies.

Home Plug Powerline communication technology (IEEE 1901
and IEEE 1901.2) transforms any power line into a communication
cable. Wi-Fi (IEEE 802.11.x) offers a convenient form of connectivity
for our smartphones and tablets. ZigBee (IEEE 802.15.4) is well known
for its role in home automation.

Recommendation provides:
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1) a basic model for updating loT software/firmware;

2) a common update procedure (sequences) for loT firmware
(including software);

3) the requirements and capabilities for updating loT firmware.
A common software/firmware update procedure is defined with general
requirements. With these, loT secure updates can be securely
implemented in common among stakeholders in loT context
comprising loT device developer and loT system/service providers.
The network architecture of 10T devices may differ, but four functional
entities are required in all the cases, i.e., Device core, Communicator,
Status tracker, and Firmware server. A Device core stores and uses
firmware on an loT device. A Communicator checks the - 2 - SG17-
LS084 firmware status of the 10T device and initiate firmware update
procedure upon needed. A Status tracker keeps tabs on the status of loT
devices under its administration. For instance, it checks the list of loT
devices that has already completed the update. A Firmware server
distributes firmware packages. The list of capabilities of these
functional entities are elaborated in the later section. A Device core
communicates with a Communicator; multiple Communicators
communicate with a Status tracker, which may communicate with
multiple Firmware servers [5].

3.1.2 ISO/IEC standards

IEC 61131-3:2013 specifies the syntax and semantics of a unified
suite of programming languages for programmable controllers (PCs).
This suite consists of two textual languages, Instruction List (IL) and
Structured Text (ST), and two graphical languages, Ladder Diagram
(LD) and Function Block Diagram (FBD). It includes the following
significant technical changes: main extensions are new data types and
conversion functions, references, name spaces and the object oriented
features of classes and function blocks.

ISO/IEC 14543-3-10:2012(E) Information technology - Home
electronic systems (HES) architecture - Part 5-11: Intelligent Grouping
and Resource Sharing for HES Class 2 and Class 3 - Remote user
interface specifies a wireless protocol for low-powered devices such as
energy harvested devices in a home environment. This wireless
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protocol is specifically designed to keep the energy consumption of
such sensors and switches extremely low. The WSP protocol system
consists of two and optionally three types of components that are
specified in this standard. These are the transmitter, the receiver and
optionally the repeater. Repeaters are needed when the transmitter and
the receiver are located in such a way that no good direct
communication between them can be established.

ISO/IEC 29177:2016 Information technology - prepared by
Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 31, Automatic identification and data capture
techniques, in collaboration with ITU-T. The identical text is published
as ITU-T H.642.3 (06/2012). Automatic identification and data capture
technique - Identifier resolution protocol for multimedia information
access triggered by tag-based identification [6].

ISO/IEC JTC 1/SC 41 Scope - standardization in the area of
Internet of Things and related technologies.

1. Serve as the focus and proponent for JTC 1's standardization
programme on the Internet of Things and related technologies,
including Sensor Networks and Wearables technologies.

2. Provide guidance to JTC 1, IEC, ISO and other entities
developing Internet of Things related applications.

IEC 62443 Cyber Security of 10T. General group of standards:

IEC 62443-1-1 — concepts &models used throughout of series.

IEC 62443-1-2 - master glossary of terms & abbreviations.

IEC 62443-1-3 - describes a series of quantitive metrics (draft).

IEC 62443-1-4 — life cycle for IACS security.

Policies & Procedures

IEC 62443-2-1 - requirements to define & implement an
effective IACS cyber security management systems.

IEC 62443-2-2 - specific guidance (draft).

IEC 62443-2-3 - guidance on the specific subject of patch
management to IACS.

IEC 62443-2-4 - requirements for suppliers of IACS.

System Requirements

IEC 62443-3-1 - application of various security technologies to
an IACS.
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IEC 62443-3-2 - security risk assessment & system design for
IACS.

IEC 62443-3-3 - the foundational system security assurance
levels.

Components Requirements:

IEC 62443-4-1 - the derived requirements that are applicable to
the development of products.

IEC 62443-4-2- sets of derived requirements that provide a
detailed mapping of the system requirements to subsystems
components of the system under consideration.

The IEC 61508 standard provides for the direct involvement of
process personnel in the provision of safety functions, which
determines the training requirements and qualifications of
professionals who determine the level of safety requirements for a
particular process.

3.1.3 ITU-T standards

ITU-T standards for loT [7]:

ITU-T SG 2 Operational aspects of service provision and
telecommunications management — numbering, naming, addressing.

ITU-T SG 3 Tariff and accounting principles including related
telecommunication economic and policy issues.

ITU-T SG 5 Environment and climate change.

ITU-T SG 9 Television and sound transmission and integrated
broadband cable networks.

ITU-T SG 11 Signalling requirements, protocols and test
specifications — testing architecture for tag-based identification systems
and functions.

ITU-T SG 12 Performance, QoS and QoE.

ITU-T SG 13 Future networks including mobile and NGN,
Y.2016 — Functional requirements and architecture of the NGN for
applications and services using tag-based identification.

ITU-T SG 15 Optical transport networks and access network
infrastructures.

ITU-T SG 16 Multimedia coding, systems and applications
requirements and architecture for multimedia information access
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triggered by tag-based 1D, H.6621 — architecture of a system for
multimedia information access trigged by tag-based identification,
F.771 — Service description and requirements for multimedia
information access trigged by tag-based identification.

ITU-T SG 17 Security — security and privacy of tag-based
applications. ITU-T SG 17 would like to congratulate the establishment
of the new working group on Software Updates for Internet of Things,
i.e., SUIT WG.

X.1171 — Threats and requirements for protection of personally
identifiable information in applications using tag-based identification.

Recommendation ITU-T Y.4114 "Specific requirements and
capabilities of the loT for Big Data" [8]. This Recommendation
complements the developments on common requirements of the loT
and functional framework of the IoT in terms of the specific
requirements and capabilities that the 10T is expected to support in
order to address the challenges related to Big Data. Recommendation
ITU-T Y.4114 specifies requirements and capabilities of the Internet of
things (1oT) for big data. This Recommendation also constitutes a basis
for further standardization work such as functional entities, application
programming interfaces (APIs) and protocols concerning big data in
the loT.

Recommendation ITU-T Y.4500.1 "oneM2M - Functional
architecture™. This Recommendation describes the end-to-end oneM2M
functional architecture, including the description of the functional
entities and associated reference points. OneM2M functional
architecture focuses on the service layer aspects and takes underlying
network-independent view of the end-to-end services. The underlying
network is used for the transport of data and potentially for other
services.

Recommendation ITU-T Y.4201 “High-level requirements and
reference framework of smart city platforms”. Recommendation ITU-T
Y.4201 presents the high-level requirements and reference framework
of smart city platforms (SCPs). The SCP is a fundamental platform
supporting all the services and applications of a smart city, with the
objective to improve quality of life, provide urban operation and
services for the benefit of citizens while ensuring city sustainability

[9].
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Most of the ITU-T SGs have responsibilities for standardizing
specific security aspects (TMN security, IPCablecom security, future
networks security, multimedia security, disaster management,
electromagnetic environment and climate change security issues, etc.)

ITU-T SG 17 provides security coordination within ITU-T SGs,
ITU sectors and externally with the ISO/IEC JTC 1/SC 27, ETSI, IETF,
Liberty Alliance/Kantara Initiative, FIDIS, OASIS and others through
SAG-S, 5thETSI Security Workshop, 20-22 January 20105of 20
Alliance/Kantara Initiative, FIDIS, OASIS and others through SAG-S,
projects, workshops, JCA-IdM, JCA-CIT, LSs, common texts of
Recommendations, etc.

Most of the ITU-T SGs have responsibilities for standardizing
specific security aspects (TMN security, IPCablecom security, future
networks security, multimedia security, disaster management,
electromagnetic environment and climate change security issues, etc.).

ITU-T Y.4113 “Requirements of the network for the Internet of
Things”

ITU-T Y.4114 “Specific requirements and capabilities of the IoT
for Big Data”

ITU-T Y.4115 “Reference architecture for [oT device capability
exposure"

ITU-T Y.4451 “Framework of constrained device networking in
the IoT environments”

ITU-T Y.4452 “Functional framework of Web of Objects”

ITU-T Y.4453 “Adaptive software framework for loT devices”

ITU-T Y.4553 “Requirements of smartphone as sink node for
loT applications and services”

ITU-T Y.4702 “Common requirements and capabilities”

ITU-T Y.4805 “Identifier service requirements for the
interoperability of Smart City applications”.

ITU-T Y.Supp.42 to ITU-T Y.4100 series.

“Use cases of User-Centric work Space (UCS) Service:

= ITU-T Y.Supp.34 to ITU-T Y.4000 series "Smart Sustainable
Cities - Setting the stage for stakeholders' engagement"

= ITU-T Y.Supp.33 to ITU-T Y.4000 series "Smart Sustainable
Cities - Master plan”

116



3. Standards and Metrics of lot Based Systems

= ITU-T Y.Supp.32 to ITU-T Y.4000 series "Smart sustainable
cities - a guide for city leaders*

= ITU-T Y.Supp.31 to ITU-T Y.4550 series "Smart Sustainable
Cities - Intelligent sustainable

buildings®.

ITU-T Y.Supp.28 to ITU-T Y.4550 series “Integrated
management for smart sustainable cities”;

ITU-T Y.Supp.29 to ITU-T Y.4250 series “Multi-service
infrastructure for smart sustainable cities in new-development areas”;

ITU-T Y.Supp.30 to ITU-T Y.4250 series “Overview of smart
sustainable cities infrastructure”

ITU-T Y.Supp.27 to ITU-T Y.4400 series “Setting the
framework for an ICT architecture of a smart sustainable city”.

Under study:

Y.Accessibility-1oT - Accessibility requirements for the Internet
of things applications and services.

Y.del-fw - Framework of delegation service for the loT devices.

Y.loT-DA-Counterfeit - Information Management Digital
Architecture to combat counterfeiting in loT.

Y.loT-Interop - An Interoperability framework for loT.

Y.loT-loD-PT - Identity of loT devices based on secure
procedures and ensures privacy and trust of loT systems.

Y.ODI - Open Data Indicator in smart cities.

Y.smartport — Requirement of smart managements of supply
services in smart port.

Y.frame-scc - Framework and high-level requirements of smart
cities and communities.

Y.fsn - Framework and Service scenarios for Smartwork.

ITU-T Study Group 16 initiated activities in this area in 2006
and already published two Recommendations:

oITU-T F.771: Service description and requirements for
multimedia information access triggered by tag-based identification.

oITU-T H.621: Architecture of a system for multimedia
information access triggered by tag-based identification.

ITU-T Study Group 16 is developing three draft
Recommendations jointly with ISO/IEC JTC 1/SC 31.:
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oITU-T H. IDscheme | ISO/IEC 29174-1: Information
technology — Ull scheme and encoding format for Mobile AIDC
services — Part 1: Identifier scheme for multimedia information access
triggered by tag-based identification.

¢ ITU-T H.ID-RA | ISO/IEC 29174-2: Information technology —
Ull scheme and encoding format for Mobile AIDC services — Part 2:
Registration procedures.

oITU-T H.IRP | ISO/IEC 29177: Information technology —
Automatic identification and data capture technique — Identifier
resolution protocol for multimedia information access triggered by tag-
based identification.

¢ITU-T SG 16 is working in close collaboration with ITU-T
Study Group 17 to use the OID Resolution System in H.IRP. The work
is coordinated by ITU-T SG 16 is working in close collaboration with
ITU-T Study Group 17 to use the OID Resolution System (ITU-T
X.672 | ISO/IEC 29168-1) in H.IRP [10].

¢ ITU-T FG M2M - Machine-to-machine (M2M) communication
is considered to be a key enabler of applications and services across a
broad range of vertical markets (e.g., health-care, logistics, transport,
utilities, etc.). A common M2M service layer, agreed at the global level
involving stakeholders from the M2M and vertical market
communities, would provide a cost-efficient platform, which can be
easily deployed in hardware and software, in a multi-vendor
environment, and across sectors. FG M2M identified a minimum set of
common requirements of vertical markets, focusing initially on the
health-care market and application programming interfaces (APIs) and
protocols supporting e-health applications and services, and drafted
technical reports in these areas.

ITU-T H.621 defines the system architecture for the multimedia
information access triggered by tag-based identification on the basis of
Recommendation ITU-T F.771, and serves as a technical introduction
to subsequent definition of detailed system components and protocols.
The services treated provide the users with a new method to refer to the
multimedia content without typing its address on a keyboard or
inputting the name of objects about which relevant information is to be
retrieved. This is one of the major communication services using
identification (ID) tags such as radio frequency identifications (RFIDs),

118


https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=6191/
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=59637
https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=8054
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=59638
https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=6167
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=45256
https://www.itu.int/ITU-T/studygroups/com17
https://www.itu.int/ITU-T/studygroups/com17
https://www.itu.int/itu-t/recommendations/rec.aspx?rec=X.672
https://www.itu.int/itu-t/recommendations/rec.aspx?rec=X.672
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=45247

3. Standards and Metrics of lot Based Systems

smart cards and barcodes. It contains the functional model, its
constituent components as well as its workflow.

ITU-T Y.2213 describes high-level service requirements and
NGN capability requirements needed to support applications and
services using tag-based identification. Several examples of
applications and services using tag-based identification are also
described with scenarios. The scope of this Recommendation is limited
to applications and services using tag-based identification and they are
distinguished by the following three mandatory elements: ID tag, ID
terminal and identifier.

3.1.4 IEEE Standards

IEEE P2413, “IEEE Standard for an Architectural Framework
for the Internet of Things (IoT)”.

IEEE 802.15.4 defines four types of frames: beacon frames,
MAC command frames, acknowledgement frames, and data frames.
IPv6 packets MUST be carried on data frames. Data frames may
optionally request that they be acknowledged. In keeping with [11], it
is recommended that IPv6 packets be carried in frames for which
acknowledgements are requested so as to aid link-layer recovery._Each
of these efforts shares a mutual goal: to take the multitude of discrete
communications, processing, programming, and other protocols and
approaches now competing to clog the 10T and turn them into a single,
unified approach to developing its underlying foundational systems and
infrastructures [12].

IEEE 802.24 Vertical Applications TAG focuses on application
categories that use IEEE 802 technology and are of interest to multiple
IEEE 802 WGs and have been assigned to IEEE 802.24 by the IEEE
Executive Committee.

For those application categories, IEEE 802.24:

— Acts as a liaison and point of contact with regulatory agencies,
industry organizations, other SDOs, government agencies, IEEE
societies, etc., for questions regarding the use of 802 standards in those
emerging applications.

— Develops white papers, guidelines, presentations and other
documents that do not require a PAR that describe the application of
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802 standards to those emerging applications — Acts as a resource for
understanding 802 standards for certification efforts by industry bodies
[13].

A great example of the convergence specified in a fairly recent
IEEE 1905.1 standard.

Below is a partial listing of IEEE standards related to the Internet
of Things.

IEEE 802.1AS™-2011 - IEEE Standard for Local and
Metropolitan Area Networks - Timing and Synchronization for Time-
Sensitive Applications in Bridged Local Area Networks.

IEEE 802.1Q™-2011 - |IEEE Standard for Local and
metropolitan area networks - Media Access Control (MAC) Bridges
and Virtual Bridged Local Area Networks.

IEEE 802.3™-2012 - IEEE Standard for Ethernet.

IEEE 802.3.1™-2011 - IEEE Standard for Management
Information Base (MIB) Definitions for Ethernet.

IEEE 802.11™-2012 - |IEEE Standard for Information
Technology - Telecommunications and information exchange between
systems-Local and metropolitan area networks - Specific requirements
Part 11: Wireless LAN Medium Access Control (MAC) and Physical
Layer (PHY) specifications Amendment 10: Mesh Networking.

IEEE 802.11ad™-2012 - IEEE Standard for Local and
Metropolitan Area Networks - Specific Requirements - Part 11:
Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications - Amendment 3: Enhancements for Very High
Throughput in the 60 GHz Band.

IEEE 802.15.1™-2005 - IEEE Standard for Information
Technology - Telecommunications and Information Exchange Between
Systems - Local and Metropolitan Area Networks - Specific
Requirements. - Part 15.1: Wireless Medium Access Control (MAC)
and Physical Layer (PHY) Specifications for Wireless Personal Area
Networks (WPANS).

IEEE 802.15.2™-2003 - IEEE Recommended Practice for
Information Technology - Telecommunications and Information
Exchange Between Systems - Local and Metropolitan Area Networks -
Specific Requirements Part 15.2: Coexistence of Wireless Personal
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Area Networks With Other Wireless Devices Operating in Unlicensed
Frequency Bands.

IEEE 802.15.3™-2003 - IEEE Standard for Information
Technology - Telecommunications and Information Exchange Between
Systems - Local and Metropolitan Area Networks - Specific
Requirements Part 15.3: Wireless Medium Access Control (MAC) and
Physical Layer (PHY) Specifications for High Rate Wireless Personal
Area Networks (WPANSs) Amendment 1: Mac Sublayer.

IEEE 802.15.3¢™-2009 - IEEE Standard for Information
technology- Local and metropolitan area networks- Specific
requirements- Part 15.3: Amendment 2: Millimeter-wave-based
Alternative Physical Layer Extension.

IEEE 802.15.4™-2011 - IEEE Standard for Local and
metropolitan area networks-Part 15.4: Low-Rate Wireless Personal
Area Networks (LR-WPANS).

IEEE 802.15.4¢™-2012 - |EEE Standard for Local and
metropolitan area networks-Part 15.4: Low-Rate Wireless Personal
Area Networks (LR-WPANs) Amendment 1: MAC sublayer.

IEEE 802.15.4f™-2012 - IEEE Standard for Local and
metropolitan area networks- Part 15.4: Low-Rate Wireless Personal
Area Networks (LR-WPANs) Amendment 2: Active Radio Frequency
Identification (RFID) System Physical Layer (PHY).

IEEE 802.15.4¢g™-2012 - IEEE Standard for Local and
metropolitan area networks--Part 15.4: Low-Rate Wireless Personal
Area Networks (LR-WPANs) Amendment 3: Physical Layer (PHY)
Specifications for Low-Data-Rate, Wireless, Smart Metering Utility
Networks.

IEEE 802.15.4j™-2013 - IEEE Standard for Information
Technology - Telecommunications and Information Exchange Between
Systems - Local and Metropolitan Area Networks - Specific
Requirements - Part 15.4: Wireless Medium Access Control (MAC)
and Physical Layer (PHY) Specifications for Low Rate Wireless
Personal Area Networks (WPANSs) Amendment: Alternative Physical
Layer Extension to support Medical Body Area Network (MBAN)
services operating in the 2360-2400 MHz band.

IEEE 802.15.5™-2009 - IEEE Recommended Practice for
Information  technology-Telecommunications and  information
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exchange between systems-Local and metropolitan area networks-
Specific requirements Part 15.5: Mesh Topology Capability in Wireless
Personal Area Networks (WPANS).

IEEE 802.15.6™-2012 - IEEE Standard for Information
Technology - Telecommunications and Information Exchange Between
Systems - Local and Metropolitan Area Networks - Specific
Requirements - Part 15.6: Wireless Medium Access Control (MAC)
and Physical Layer (PHY) Specifications for Wireless Personal Area
Networks (WPANSs)used in or around a body.

IEEE 802.15.7™-2011 - |IEEE Standard for Local and
Metropolitan Area Networks-Part 15.7: Short-Range Wireless Optical
Communication Using Visible Light.

IEEE 802.16™-2012 - IEEE Standard for Air Interface for
Broadband Wireless Access Systems.

IEEE 802.16p™-2012 - IEEE Standard for Air Interface for
Broadband Wireless Access Systems Amendment: Enhancements to
Support Machine-to-Machine Applications.

IEEE 802.16.1b™-2012 - IEEE Standard for WirelessMAN-
Advanced Air Interface for Broadband Wireless Access Systems -
Amendment; Enhancements to Support Machine-to-Machine
Applications.

IEEE 802.22™-2011 - |EEE Standard for Information
Technology-Telecommunications and information exchange between
systems Wireless Regional Area Networks (WRAN)-Specific
requirements Part 22: Cognitive Wireless RAN Medium Access
Control (MAC) and Physical Layer (PHY) Specifications: Policies and
Procedures for Operation in the TV Bands.

IEEE 802.22.1™-2010 - IEEE Standard for Information
Technology-Telecommunications and information exchange between
systems-Local and metropolitan area networks-Specific requirements
Part 22.1: Standard to Enhance Harmful Interference Protection for
Low-Power Licensed Devices Operating in TV Broadcast Bands.

IEEE 802.22.2™-2012 - |EEE Standard for Information
Technology-Telecommunications and information exchange between
systems-Local and metropolitan area networks-Specific requirements
Part 22.2: Installation and Deployment of IEEE 802.22 Systems.
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IEEE 1284™-2000 - IEEE Standard Signaling Method for a
Bidirectional Parallel Peripheral Interface for Personal Computers.

IEEE 1285™-2005 - IEEE Standard for Scalable Storage
Interface (S/ISUP 2/1).

IEEE 1301.3™-1992 - |IEEE Standard for a Metric Equipment
Practice for Microcomputers - Convection-Cooled With 2.5mm
Connectors.

IEEE 1377™-2012 - IEEE Standard for Utility Industry
Metering Communication Protocol Application Layer (End Device
Data Tables).

IEEE 1394™-2008 - IEEE Standard for a High-Performance
Serial Bus.

IEEE 1451.0™-2007 - IEEE Standard for a Smart Transducer
Interface for Sensors and Actuators - Common Functions,
Communication Protocols, and Transducer Electronic Data Sheet
(TEDS) Formats.

IEEE 1547™-2003 - IEEE Standard for Interconnecting
Distributed Resources with Electric Power Systems.

IEEE 1547.1™-2005 - IEEE Standard Conformance Test
Procedures for Equipment Interconnecting Distributed Resources with
Electric Power Systems.

IEEE 1547.2™-2008 - IEEE Application Guide for IEEE Std
1547™ [EEE Standard for Interconnecting Distributed Resources with
Electric Power Systems.

IEEE 1547.3™-2007 - IEEE Guide for Monitoring, Information
Exchange, and Control of Distributed Resources Interconnected with
Electric Power Systems.

IEEE 1547.4™-2011 - IEEE Guide for Design, Operation, and
Integration of Distributed Resource Island Systems with Electric Power
Systems.

IEEE 1547.6™-2011 - IEEE Recommended Practice for
Interconnecting Distributed Resources with Electric Power Systems
Distribution Secondary Networks.

IEEE 1609.2™-2013 - IEEE Standard for Wireless Access in
Vehicular Environments - Security Services for Applications and
Management Messages.
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IEEE 1609.3™-2010 - IEEE Standard for Wireless Access in
Vehicular Environments (WAVE) - Networking Services.

IEEE 1609.4™-2010 - IEEE Standard for Wireless Access in
Vehicular Environments (WAVE)--Multi-channel Operation.

IEEE 1609.11™-2010 - IEEE Standard for Wireless Access in
Vehicular Environments (WAVE)-- Over-the-Air Electronic Payment
Data Exchange Protocol for Intelligent Transportation Systems (ITS).

IEEE 1609.12™-2012 - IEEE Standard for Wireless Access in
Vehicular Environments (WAVE) - Identifier Allocations.

IEEE 1675™-2008 - IEEE Standard for Broadband Over
Powerline Hardware 1900.1-2008 IEEE Standard Definitions and
Concepts for Dynamic Spectrum Access: Terminology Relating to
Emerging Wireless Networks, System Functionality, and Spectrum
Management.

IEEE 1701™-2011 - |IEEE Standard for Optical Port
Communication Protocol to Complement the Utility Industry End
Device Data Tables.

IEEE 1702™-2011 - IEEE Standard for Telephone Modem
Communication Protocol to Complement the Utility Industry End
Device Data Tables.

IEEE 1703™-2012 - IEEE Standard for Local Area
Network/Wide Area Network (LAN/WAN) Node Communication
Protocol to complement the Utility Industry End Device Data Tables.

IEEE 1775™-2010- |IEEE Standard for Power Line
Communication Equipment-Electromagnetic Compatibility (EMC)
Requirements-Testing and Measurement Methods.

IEEE 1815™-2012 - IEEE Standard for Electric Power Systems
Communications - Distributed Network Protocol (DNP3) 2200-2012
IEEE Standard Protocol for Stream Management in Media Client
Devices.

IEEE 1888™-2011 - IEEE Standard for Ubiquitous Green
Community Control Network Protocol.

IEEE 1900.1™-2008 - IEEE Standard Definitions and Concepts
for Dynamic Spectrum Access: Terminology Relating to Emerging
Wireless Networks, System Functionality, and Spectrum Management.
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IEEE 1900.2™-2008 - IEEE Recommended Practice for the
Analysis of In-Band and Adjacent Band Interference and Coexistence
Between Radio Systems.

IEEE 1900.4™-2009 - IEEE Standard for Architectural Building
Blocks Enabling Network-Device Distributed Decision Making for
Optimized Radio Resource Usage in Heterogeneous Wireless Access
Networks.

IEEE 1900.4a™-2011 - IEEE Standard for Architectural
Building Blocks Enabling Network-Device Distributed Decision
Making for Optimized Radio Resource Usage in Heterogeneous
Wireless Access Networks Amendment 1: Architecture and Interfaces
for Dynamic Spectrum Access Networks in White Space Frequency
Bands.

IEEE 1901™-2010 - IEEE Standard for Broadband over Power
Line Networks: Medium Access Control and Physical Layer
Specifications.

IEEE 1902.1™-2009 - IEEE Standard for Long Wavelength
Wireless Network Protocol.

IEEE 1905.1™-2013 - IEEE Draft Standard for a Convergent
Digital Home Network for Heterogeneous Technologies.

IEEE 2200™-2012 - IEEE Standard Protocol for Stream
Management in Media Client Devices.

IEEE 2030™-2011 - IEEE Guide for Smart Grid Interoperability
of Energy Technology and Information Technology Operation with the
Electric Power System (EPS), End-Use Applications, and Loads

IEEE 2030.5™-2013 - IEEE Adoption of Smart Energy Profile
2.0 Application Protocol Standard.

IEEE 11073-00101™-2008 - IEEE Standard for Health
Informatics - PoC Medical Device Communication - Part 00101:
Guide--Guidelines for the Use of RF Wireless Technology.

IEEE 11073-10102™-2012 - |EEE Standard for Health
informatics - Point-of-care medical device communication -
Nomenclature - Annotated ECG.

IEEE 11073-10103™-2012 - IEEE Standard for Health
informatics - Point-of-care medical device communication -
Nomenclature - Implantable device, cardiac.
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IEEE 11073-10201™-2004 - |EEE Standard for Health
Informatics - Point-Of-Care Medical Device Communication - Part
10201: Domain Information Model.

IEEE 11073-10404™-2010 - |EEE Standard for Health
informatics-Personal health device communication Part 10404: Device
specialization-Pulse oximeter.

IEEE 11073-10406™-2011 - |EEE Standard for Health
informatics-Personal health device communication Part 10406: Device
specialization-Basic electrocardiograph (ECG) (1- to 3-lead ECG).

IEEE 11073-10407™-2010 - |IEEE Standard for Health
informatics Personal health device communication Part 10407: Device
specialization Blood pressure monitor.

IEEE 11073-10408™-2010 - |EEE Standard for Health
informatics Personal health device communication Part 10408: Device
specialization Thermometer.

IEEE 11073-10415™-2010- |EEE Standard for Health
informatics Personal health device communication Part 10415: Device
specialization Weighing scale 11073-10420-2010 IEEE Standard for
Health informatics - Personal health device communication Part 10420:
Device specialization - Body composition analyzer

IEEE 11073-10417™-2011 - |EEE Standard for Health
informatics Personal health device communication Part 10417: Device
specialization Glucose meter.

IEEE 11073-10418™-2011 - |EEE Standard for Health
informatics - Personal health device communication - Device
specialization - International normalized ratio (INR) monitor.

IEEE 11073-10420™-2010 - |EEE Standard for Health
informatics - Personal health device communication Part 10420:
Device specialization - Body composition analyzer.

IEEE 11073-10441™-2008 - |EEE Standard for Health
Informatics - Personal Health Device Communication - Part 10441:
Device Specialization - Cardiovascular Fitness and Activity Monitor.

IEEE 11073-30300™-2004 - IEEE Standard for Health
informatics - Point-of-care medical device communication - Transport
profile — Infrared.
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IEEE 11073-30400™-2010 - IEEE Standard for Health
informatics-Point-of-care medical device communication Part 30400:
Interface profile-Cabled Ethernet.

IEEE 14575™-2000 - IEEE Standard for Heterogeneous
Interconnect (HIC) (Low-Cost, Low-Latency Scalable Serial
Interconnect for Parallel System Construction).

IEEE 21450™-2010 - IEEE Standard for Information technology
- Smart transducer interface for sensors and actuators - Common
functions, communication protocols, and Transducer Electronic Data
Sheet (TEDS) formats.

IEEE 21451-1™-2010- IEEE Standard for Information
technology - Smart transducer interface for sensors and actuators --Part
1: Network Capable Application Processor (NCAP) information model.

IEEE 21451-2™-2010 - IEEE Standard for Information
technology - Smart transducer interface for sensors and actuators - Part
2: Transducer to microprocessor communication protocols and
Transducer Electronic Data Sheet (TEDS) formats.

IEEE 21451-4™-2010 - IEEE Standard for Information
technology - Smart transducer interface for sensors and actuators - Part
4: Mixed-mode communication protocols and Transducer Electronic
Data Sheet (TEDS) formats.

IEEE 21451-7™-2011 - IEEE Standard for Smart Transducer
Interface for Sensors and Actuators-Transducers to Radio Frequency
Identification (RFID) Systems Communication Protocols and
Transducer Electronic Data Sheet Formats.

IEEE P2413 is to develop a standard for the architectural
framework for the Internet of Things, which includes descriptions of
various loT domains, definitions of IoT domain abstractions, and
identification of commonalities between different 10T domains. The
architectural framework defined in this standard will promote cross-
domain interaction, aid system interoperability and functional
compatibility.

Harmonization and security of IoT:

IEEE 1451-99 is focused on developing a standard for
harmonization of Internet of Things (loT) devices and systems. This
standard defines a method for data sharing, interoperability, and
security of messages over a network, where sensors, actuators and
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other devices can interoperate, regardless of underlying communication
technology.

Sensor Performance and Quality: Sensors are fundamental to loT
ecosystem with large volume of different sensors integrated into a
complex framework. IEEE 2700 proposes a common framework for
sensor performance specification terminology, units, conditions and
limits is provided.

IEEE P2510-2018 defines quality measures, controls, parameters
and definitions for sensor data related to Internet of Things (loT)
implementations.

3.1.5 Other standards

FG M2M - Machine-to-machine (M2M) communication is
considered to be a key enabler of applications and services across a
broad range of vertical markets (e.g., health-care, logistics, transport,
utilities, etc.). A common M2M service layer, agreed at the global level
involving stakeholders from the M2M and vertical market
communities, would provide a cost-efficient platform, which can be
easily deployed in hardware and software, in a multi-vendor
environment, and across sectors. The Focus Group on the M2M service
layer (FG M2M) studied activities undertaken by various standards
developing organizations in the field of M2M service layer
specifications to identify key requirements for a common M2M service
layer. Identified a minimum set of common requirements of vertical
markets, focusing initially on the health-care market and application
programming interfaces (APIs) and protocols supporting e-health
applications and services, and drafted technical reports in these areas.

EN 50090-1:2011 Home and Building Electronic Systems
(HBES) - Part 1: Standardization structure. This European Standard
concentrates on control applications for Home and Building HBES
Open Communication System and covers any combination of
electronic devices linked via a digital transmission network. Home and
Building Electronic System as provided by the HBES Open
Communication System is a specialized form of automated,
decentralized and distributed process control, dedicated to the needs of
home and building applications. The EN 50090 series concentrates on
HBES Open Communication System Class 1 and includes a
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specification for a communication network for Home and Building for
example for the control of lighting, heating, food preparation, washing,
energy management, water control, fire alarms, blinds control, different
forms of security control, etc. This European Standard gives an
overview of the features of the HBES Open Communication System
and provides the reader with references to the different parts of EN
50090 series. This European Standard is used as a product family
standard. It is not intended to be used as a stand-alone standard.

CoAP is an Internet Engineering Task Force (IETF) standard.
The stable specification is defined in RFC 7252. CoAP aligns itself
with the web paradigm by providing URIs to locate resources, Internet
media types to describe them and a stateless mapping to HTTP verbs.
CoAP has low overhead and is compatible with existing IP
infrastructure with an UDP binding. Other bindings for SMS, TCP,
TLS and Websockets exist as IETF drafts, with some of them being
offered in implementations. The API of the message broker for
Amazon AWS is supports two communication options [14]: MQTT
3.1.1; HTTP / REST API; MQTT over Websockets.

BS EN 61508-2:2002 - Functional safety of electrical/
electronic/  programmable  electronic  safety-related  systems.
Requirements for electrical/ electronic/ programmable electronic
safety-related systems

UNE EN 61508-5:2011 - Functional Safety Of
Electrical/Electronic/Programmable Electronic Safety-Related Systems
- Part 5: Examples Of Methods For The Determination Of Safety
Integrity Levels

BS EN 61508-4:2002 - Functional safety of electrical/
electronic/ programmable electronic safety-related systems. Definitions
and abbreviations

ISA TR84.00.02-5:2002 - Safety Instrumented Functions (sif) -
Safety Integrity Level (sil) Evaluation Techniques - Part 5:
Determining The Pfd Of Sis Logic Solvers Via Markov Analysis

BS EN 61508-1:2002 - Functional safety of electrical/
electronic/ programmable electronic safety-related systems. General
requirements
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BS EN 61508-3:2002 - Functional safety of electrical/
electronic/ programmable electronic safety-related systems. Software
requirements

NASA STD 8719.9:2002 - Standard for Lifting Devices And
Equipment

PD R009-004:2001 - Railway specifications. Systematic
allocation of safety integrity requirements

NFPA 318:2015 - Protection of Semiconductor Fabrication
Facilities

NFPA 318:2006 - Protection of Semiconductor Fabrication
Facilities

CEIl 65-186 Ed. 1 (2010) - Guideline on The Application Of The
Standard Series Cei En 61511 Functional Safety - Safety Instrumented
Systems For The Process Industry Sector

08/30193470 DC - BS EN 61508-6. Functional safety of
electrical/electronic/programmable electronic safety-related systems.
Part 6. Guidelines on the application of IEC 61508-2 and IEC 61508-3.

SR CLC/TR 50451:2007 - Railway Applications - Systematic
Allocation of Safety Integrity Requirements

CLC/TR 50451:2007 - Railway Applications - Systematic
Allocation Of Safety Integrity Requirements

IEC  61508-2 Ed. 1.0 - Functional safety of
electrical/electronic/programmable electronic safety-related systems
Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

NFPA 654:2013 - Prevention Of Fire And Dust Explosions From
The Manufacturing, Processing, And Handling Of Combustible
Particulate Solids

API 2350 Ed. 4 (2012) - Overfill Protection For Storage Tanks
In Petroleum Facilities

ISA TR84.00.02-4:2002 - Safety Instrumented Functions (sif) -
Safety Integrity Level (sil) Evaluation Techniques - Part 4:
Determining The Sil Of A Sif Via Markov Analysis

PD CLC/TR 50451:2007 - Railway applications. Systematic
allocation of safety integrity requirements
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NFPA 318:2009 - Protection Of Semiconductor Fabrication
Facilities

CEl CLC/TR 50451 Ed. 1 (2008) - Railway Applications -
Systematic Allocation Of Safety Integrity Requirements

NFPA 318:2018 - Protection Of Semiconductor Fabrication
Facilities

ISA TR84.00.02-1:2002 - Safety Instrumented Functions (sif) -
Safety Integrity Level (sil) Evaluation Techniques - Part 1: Introduction

ISA TR84.00.04-1:2005 - Guidelines for the Implementation of
Ansi/isa-84.00.01-2004.

NFPA 654:2006 - The Prevention of Fire and Dust Explosions
from the Manufacturing, Processing, and Handling of Combustible
Particulate Solids.

ISA TR84.00.02-3:2002 - Safety Instrumented Functions (sif) -
Safety Integrity Level (sil) Evaluation Techniques - Part 3:
Determining the Sil of a Sif Via Fault Tree Analysis.

ISA TR84.00.02-2:2002 - Safety Instrumented Functions (sif) -
Safety Integrity Level (sil) Evaluation Techniques - Part 2:
Determining the Sil of a Sif Via Simplified Equations

ISA TR91.00.02:2003 - Criticality Classification Guideline for
Instrumentation.

BS EN 61508-6:2002 - Functional safety of electrical/
electronic/ programmable electronic safety-related systems. Guidelines
on the application of IEC 61508-2 and IEC 61508-3.

PIP  PCEDOO001:2015 - Guidelines for Control Systems
Documentation.

ISA TR12.21.01:2004 (R2013) - Use of Fiber Optic Systems In
Class 1 Hazardous (classified) Locations.

CEl EN 61508-5 Ed. 2 (2011) - Functional Safety Of
Electrical/Electronic/Programmable Electronic Safety related Systems -
Part 5: Examples of Methods for the Determination of Safety Integrity
Levels.

3.2 Metrics and measurement of attributes

Metrics, measurement, and metrology are different but related
concepts that are essential for creating standards for physical systems,
virtual systems, financial institutions, medical care, first responders,
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governance, and others. Metrics use measurement and other
information to describe a product or process. Metrics can also have
static or dynamic characteristics. Syntactic measures are static;
semantic measures are usually dynamic. Environment and context give
semantics to static syntax. Environment and context provide the notion
of “dynamic.” As we mentioned with reliability, dynamic measures
also include one other very important variable: time.

Fundamental characteristics of the 10T are as follows [15]:

— Interconnectivity: With regard to the loT, anything can be
interconnected with the global information and communication
infrastructure.

— Things-related services: The 10T is capable of providing thing-
related services within the constraints of things, such as privacy
protection and semantic consistency between physical things and their
associated virtual things. In order to provide thing-related services
within the constraints of things, both the technologies in physical world
and information world will change.

— Heterogeneity: The devices in the 10T are heterogeneous as based
on different hardware platforms and networks. They can interact with
other devices or service platforms through different networks.

— Dynamic changes: The state of devices change dynamically, e.g.,
sleeping and waking up, connected and/or disconnected as well as the
context of devices including location and speed. Moreover, the number
of devices can change dynamically.

— Enormous scale: The number of devices that need to be managed
and that communicate with each other will be at least an order of
magnitude larger than the devices connected to the current Internet.
The ratio of communication triggered by devices as compared to
communication triggered by humans will noticeably shift towards
device-triggered communication. Even more critical will be the
management of the data generated and their interpretation for
application purposes. This relates to semantics of data, as well as
efficient data handling.

3.2.1 10T performance
A Reference Model is an abstract framework for understanding
significant relationships among the entities of some environment [16].
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The loT Reference Model provides the highest abstraction level for the
definition of the 10T Architectural Reference Model. Up to now, few
standard committees have been researched in 10T reference model.
Among them, the International Telecommunication Union (ITU) is one
of the best organizations that proposed a comprehensive reference
model in IoT environment. In this regard, an overview of the Internet of
things (10T) has provided by ITU-T Y.2060. It clarified the concept and
scope of the IoT, identified the fundamental characteristics and high-
level requirements of the 10T and described the 10T reference model
[5]. The reference model tries to establish a common grounding for
loT architectures and 10T systems. The ITU recommended reference
model for loT. It is composed of four layers as well as management and
security capabilities which are associated with the four layers.

loT represents the convergence of several interdisciplinary
domains [10-14]: networking, embedded hardware, radio spectrum,
mobile  computing, communication  technologies,  software
architectures, sensing technologies, energy efficiency, information
management, and data analytics. The rapid growth of 10T is driven by
four key advances in digital technologies. Requirements for loT
reference architecture 10T is emerging as a major horizontal activity
which will impact the work of many JTC 1 SCs.

The four layers are as follows [5]: Application layer; Service
support and application support layer; Network layer; Device layer.

Application layer: which contains 10T applications.

Service and application support layer: consists of common
capabilities which can be used by different loT applications and
various detailed capability groupings, in order to provide different
support functions to different loT applications.

Network layer: provides relevant control functions of network
connectivity and loT services and applications transportation.

Device layer: includes direct/indirect device interaction with the
gateway and communication network.

Management capabilities: how to manage the devices, traffic and
etc.

Security capabilities includes authorization, authentication,
application data confidentiality and integrity protection, privacy
protection, security audit, anti-virus and etc.
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A Reference Architecture maps onto software elements that
implements the functionality defined in the Reference Model [14].
Actually, the architectural elements of models are in the domain of the
technologies, protocols, and products which used to implement the
domain. A reference architecture tries to show the most complete
picture of what is involved in realizing the modeled entities [4]. It is
possible to define Reference Architectures at many levels of detail or
abstraction and for many different purposes. Architecture handles
requirements and forms a superset of functionalities, information
structures, mechanisms and protocols [17].

loT Reference Architecture Projects. Few proposals have been
introduced so far in loT Reference Architecture model. There are 4 loT
models: 10T Architectural Reference Model (loT-A) proposed by
European Commission (FP7); loT Reference Architecture developed
by the WSO2 company; Korean IoT Reference Model; Chinese 10T
Reference Model.

10T-A Architectural Reference Model

European Commission within the Seventh Framework Program
(FP7) has supported the proposed project; 1oT_Al by Martin Bauer
and et.al. The recommended reference architecture provided high-level
architectural views and perspectives for constructing loT systems
presented in Fig. 3.1.

v‘ - --

Fig. 3.1 - IoT-A's Views and perspectives
Views: different angles for viewing an architecture that can be

used when designing and implementing it.
Internet of Things Architecture (I0T-A):
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Perspectives: set of tasks, tactics, directives, and architectural
decisions for ensuring that a given concrete system accomplishes one
or more quality attributes.

Architectural views concludes:

- Functional view: Fig. 3.2 depicts the Functional View. It
consists nine functionality groups, each one with one or more
functional components.

- Information view: it describes the components that handle
information, the static and dynamic information flows through the
system.

- Deployment and operation view: this view investigates how the
loT component communicate with each other.

Each perspective encompasses: a desired quality level;
relevant 10T requirements; applicability to (types of) loT systems;
activities to achieve the desired qualities; architectural tactics to be
used by architects.

Application

loT Business Process
Management

Virtual Entity

Service Organisation
Security

Management

loT Service

Communication

Device

Fig. 3.2 - 10T-A Functional Model

Korean Architectural Reference Model

The Korean Study group has specified l0T reference architecture
from a communication viewpoint and a functional viewpoint. Figure 5
illustrates high level functional blocks. It consists of six blocks which
represent Infrastructure, Core Functions, Application and Services
Functions, Applications and Services, Tools, and Test & Deployment.
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Specifically it specifies details of Core Functions in Functional
view of 10T RA in Fig. 3.3. Core Functions consists of Connectivity &
Underlying Network Management, Resource & Service Management,
Semantics & Knowledge, and Security & Privacy.

Chinese Architectural Reference Model

China Communications Standards Association (CCSA) has
proposed a reference architecture model for the 10T, which consists of
sensing layer, network and business layers, and application layer,
presented in Table 3.1. It shows its open and general architecture,
which is layered, open, and flexible.

The architecture includes functional platforms as follows:

- Sensing layer: connects sensors, controllers, RFID readers, and
location sensing device to 10T network layer;

- Network and service layer: includes backbone networks and
resource administration platforms;

- Application layer: includes various applications in 10T system.

Applications and Services

23 —_—r

Applications and Services Support Functions

Core Functions

r
1]

1]

'

1]

L}

1]

1]

'

1]

'

'

Semantics & E
Knowledge !
1}

1]

1}

1

L}

'

1]

1]

'

'

'

1

'

1]

.

Tools

Security & Resource & Service Management
Privacy

Connectivity & Underlying Network
Management

IS ————

hoew

Infrastructure

Figure 3.3 - loT Platform detailed architecture [5]
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Tale 3.1 — CCSA reference architecture model for the loT

Application layer loT applications
Network and service loT application and support platform
layer loT backbone network

(telecommunication, Internet,  private
communication)

Sensing layer loT terminals | l0T access gateway
with gateway | loT sensing network
functions I0T tip node

WSQO2 Architectural Reference Model

Model based on its expertise in the development of IoT
solutions. It consists of five layers:

Device Layer: each device should have a unique identifier and
direct or indirect communication with the Internet.

Communications Layer: supports device connectivity with
multiple potential protocols.

Aggregation/Bus Layer: supports, aggregates, and combines
communications from several devices, as well as bridges and
transforms data among different protocols.

Event Processing and Analytics Layer: processes and reacts
upon events coming from the Aggregation/Bus Layer, as well as can
perform data storage.

External Communications Layer: through which users can
interact with devices and access data available at the system.

Device Management Layer: communicates with devices
through different protocols and allows remotely managing them.

Identity and Access Management Layer: responsible for
access control and security directives.

Requirements to 1oT:

* Availability. Must be realized in the hardware and software
levels to provide anywhere and anytime services for customers.
Availability of software refers to the ability of the 10T applications to
provide services for everyone at different places simultaneously.
Hardware availability refers to the existence of devices all the time that
are compatible with the 10T functionalities and protocols.
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* Reliability. Aims to increase the success rate of IoT service
delivery. It has a close relationship with availability as by reliability,
we guarantee the availability of information and services over time.
Reliability is even more critical and has more stringent requirements
when it comes to the field of emergency response applications.

* Mobility - connecting users with their desired services
continuously while on the move is an important premise of the loT.

* Performance — many components as well as performance of the
underlying technologies.

* Management — manage the Fault, Configuration, Accounting,
Performance and Security of smart devices. It is necessary to develop
new light-weight protocols to handle the potential management.

* Security and Privacy — in heterogeneous networks as in the case
of the IoT, it is not easy to guarantee the security and privacy of users.

* Scalability — refers to the ability to add new devices, services,
functions for customers without negatively affecting the quality of
existing services.

* Interoperability — should be considered by both application
developers and loT device manufactures to ensure the delivery of
services for all customers regardless of the specification. End-to-end
interoperability need to handle a large number of heterogeneous things
that belong to different platforms.

3.2.2 Power consumption

To loT for office solutions (SBC) are presented such basic
requirements:

a) in order to save energy in SBC may to perform the installation
of temperature control automatic systems, connection to the mobile
network of intelligent systems Smart Metering accounting (electricity,
gas and water), which allows you to make decisions on the use of
certain energy modes in the office, as well as to save staff time through
the use of remote water consumption data collection, electricity, gas,
etc.;

b) the possibility of using the various sensors and control units.
It is necessary not just to automate certain functions (control of
lighting, heating, ventilation and air conditioning - HVAC, etc.), but to

138



3. Standards and Metrics of lot Based Systems

integrate virtually any loT equipment into a single system, works on
the algorithm which will set the installer and designer 10T;

c¢) a complete feedback, which will allow to operate virtually all
loT systems, analyze the situation, make conclusions and to be able to
control the loT without external intervention (without pressing the
control panel button), but only upon the occurrence of an event (for
example should be provided, the emergence of the human in the
corridor include of lighting, on-off ventilation and air conditioning
system, power source switching to an alternative power supply, etc.);

d) loT system should give staff full control over their offices and
to provide protection against emerging new threats and threats due to
the fact that new computer technologies with connection to the internet
allow attackers to connect to the system;

e) physical theft of office equipment and data carriers; theft
software; run the executable code for the damage to the systems, for
the destruction or corruption of data; modification data; identity theft;
execution of actions that do not allow users to access network services
and resources; execution of actions that reduce network resources and
bandwidth. The basis of any loT system - is the server on which the
control software is stored:;

f) increase of the number of computers and servers resulting in
significant power consumption, it is necessary to provide greater
flexibility and adaptability of the infrastructure of power facilities.

To reduce the load on the power supply can to use a variety of
methods, including active implementation of alternative energy
sources. Alternative energy helps to improve the economic situation in
the country and contribute to environmental improvement. Appropriate
use of renewable or locally generated energy in loT: solar, wind, hydro,
geothermal, fuel cell, heat pumps, incorporating liquid cooling in a data
center environment will reduce the consumption of electric energy;
using a virtualization to reduce the number of computers and servers.
Using this method can reduce the number of servers, which will
decrease the load on the power supply and reduce the release of
thermal energy; using of energy-efficient chips at designing UBTS
management systems. One of the advantages of the chip - technology
of adaptive dynamic power management. Ultra-low consumption and
can be achieved in the operating mode, and a standby mode; using,
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whenever possible, the low-speed, but reliable data transmission. The
use of traditional cellular technology in this area is too expensive, it
can use a network of Low-Power Wide-area Network - energy-efficient
network of long-range - wireless small data volume transmission
technology over long distances, providing environment data collection
from sensors, meters and sensors; with sleep mode, these devices may
not work for a while.

There are modes of power for the network equipment, which is
used when creating loT: Active - sending packages with high power
consumption. Normal Idle (N_IDLE) - no packets (less energy). Low-
Power Idle (LP_IDLE) - no packets, less energy-intensive. Power
consumption is reduced by turning off unused circuitry during
LP_IDLE (part of the PHY, MAC, interconnects, memory, CPU), and
only the necessary circuits (for example, clock recovery, alarm) should
be included; using of standby mode. This mode is implemented in
servers, workstations, in some models of routers. In standby mode, the
power consumption of each individual device IoT is minimal, and
power consumption increases when attacks to the server and network
equipment are successful. The operating system of server has the
following modes of reduced energy consumption [18]:

S1 (Power On Suspend, POS, Doze) - Power Saving mode,
which turns off the monitor, hard drive, but the central processing unit
(CPU) and RAM (memory modules) power is applied, reduced the
frequency of the system bus. CPU cache is cleared, the CPU does not
perform the instructions from the generator CPU.

S2 (Standby Mode) - reduced power consumption mode. In this
mode, the monitor and the hard drive disable. From the CPU turns off
the power supply. They stop clocks (continue to operate only those
devices that are necessary for memory). Power is supplied only to the
system memory (it contains information about the system status).

S3 (Suspend to RAM, STR, Suspend) - Standby. With this
power saving mode, power is supplied only to the RAM (it stores
information about the system status). All other CPU components are
disabled.

S4 (Suspend to Disk, STD, Suspend to Hard Drive, S4-
Hibernation) - a deep sleep. With this power saving mode, the current
state of the system is written to the hard drive, the power to all
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components of the is turned off.

3.2.3 Reliability

An important indicator of loT reliability is the availability
function. Availability function - the probability that the object will be
in working condition at an arbitrary point in time, except for the
planned periods during which the intended use of the object is not
provided. In chapter 18 and chapter 34 will be used availability
function to estimate the IoT system’s reliability.

Reliability factors: P(t): — probability function that a system will
operate correctly in [0,t);

* Mean time to failure (MTTF):

* Maintainability: a measure of ability to restore a device to
specified condition when maintenance is performed — if we maintain
systems at an interval T, with the total number of maintenance events
N, the reliability of the maintained system during the time NT <t < (N
+ DT is:

P(t) = P(T) NR(t — NT).

The fault tolerance of the functioning of the internal components
of the 10T system is achieved by applying the following technologies:
redundancy of power supplies for server equipment, data storage
systems; redundant server network adapters; optical server adapter
redundancy; redundancy of cable connection lines of server switching
and data transmission network and data storage network; duplication of
blade chassis modules: power supplies, control modules, fans,
switching modules; placing information on disk storage systems using
fail-safe disk groups (RAID).

3.2.4 Cyber security and safety

Security metrics maturity levels:

1. Ad hoc: Security metric reporting is performed organically.
Typically, security metrics are not validated. They are communicated
in standalone reports, and they are inconsistent and nontransparent.
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2. Reactive: Security metric reporting is structured, and metrics
have been defined. Security metrics are consistently delivered to
decision makers and are acted upon. The scope of the metrics is toward
vulnerability measurements. Communications to IT staff aim to ensure
system hardening and compliance.

3. Proactive: Security metrics include people, process, risk, user
behavior and cost. Besides the IT group, business and data owners are
also provided with consistent security metrics and influenced in their
security decision making, and they apply security best practices and
efficiency throughout the organization. This level of maturity is out of
scope for this paper.

4. Predictive: Security metrics include business behaviors and
industry trends. They predict risks before they occur.

Risk is the key ingredient for the new solution, this concept is
referred to as operational security rating (OSR). The OSR is derived
from the likelihood of a vulnerability being exploited and the impact an
exploit will cause to the organization.

OSR = Likelihood * Impact.

In this risk based OSR model each vulnerability is assigned an
OSR rating.

The two main metrics on this scorecard are application risk
scores for that service, and the on-time closure rates per risk level. The
application risk score informs the executive about the current security
posture of the applications delivering the service, whereas the closure
rate indicates the degree to which vulnerabilities have been closed on
time over the past quarters.

Accelerated security initiative led to the creation of Unified
Security Metrics (USM). The industry defines several variations of
information risk:

Risk = (Vulnerability * Threat) * Impact.

Time to detection (TTD) - time passed between when the
incident first occurred and when the threat.
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Time to remediation (TTR) - how long does it take their incident
response team to resolve the problem and remove it from their system
the impact of the exploit of a given vulnerability

Impact = f(Data sensitivity, system criticality).

For operational security, likelihood is commonly defined as the
ease of exploit of a vulnerability by a threat. ‘Threat’ itself has proven
difficult to measure, especially for large and complex businesses that
operate across the globe. From a feasibility and implementation point
of view it is impracticable to automatically and consistently measure
internal and external threat factors and weight them in order to derive
likelihood. We found the more feasible option was to measure the
opportunity to exploit a given vulnerability in terms of the
technological sophistication required and the degree to which that
vulnerability was exposed to potential adversaries. Therefore we
decided to use ease of exploit and degree of exposure in deriving the
likelihood measure in the OSR model.

Likelihood = f(Ease of exploit, Degree of exposure).

Fig.3.4 shows privacy metrics, which described in [21].
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3.2.5 Availability

Availability deals with the duration of up-time for operations and
is a measure of how often the system is alive and well. It is often
expressed as (up-time)/(up-time + downtime) with many different
variants. Up-time and downtime refer to dichotomized conditions. Up-
time refers to a capability to perform the task and downtime refers to
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Fig. 3.4 — Privacy metrics
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not being able to perform the task, i.e., uptime or not downtime. Also
availability may be the product of many different terms such as:

A = Ahardware * Asoftware * Ahumans * Ainterfaces *
Aprocess.

and similar configurations.

Standard ITU-T G.827 Availability performance parameters and
objectives for end-to-end international constant bit-rate digital paths
defines network performance parameters and objectives for the path
elements and end-to-end availability of international constant bit-rate
digital paths. These parameters are independent of the type of physical
network supporting the end-to-end path, e.g., optical fibre, radio relay
or satellite.

Availability issues deal with at least three main factors for: 1)
increasing time to failure; 2) decreasing downtime due to repairs or
scheduled maintenance; 3) accomplishing items 1 and 2 in a cost
effective manner.

As availability grows, the capacity for making money increases
because the equipment is in service a larger percent of time. Three
frequently used availability terms are explained below. Inherent
availability, as seen by maintenance personnel, (excludes preventive
maintenance outages, supply delays, and administrative delays) is
defined as:

Ai = MTBF/(MTBF + MTTR).
Achieved availability, as seen by the maintenance department,
(includes both corrective and preventive maintenance but does not
include supply delays and administrative delays) is defined as:

Aa = MTBM/(MTBM + MAMT),

where MTBM is mean time between corrective and preventive
maintenance actions and MAMT is the mean active maintenance time

Operational availability, as seen by the user, is defined as:
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Ao = MTBM/(MTBM + MDT),

where MDT is mean down time.

Measure of the ability of power plants, a unit or a plant section
to perform its operational function. A distinction is to be made between
equipment availability and energy availability:

e Equipment availability is the ratio of available time (operating
and standby time) to the calendar period. Equipment availability
characterizes the reliability of a plant.

eEnergy availability is the ratio of available energy to
theoretically possible energy in the period under report. Characterizes
the reliability of a plant in general considering all complete and partial
outages.

Estimation and prediction naturally use numerical measures.
Estimation tells you approximately what you have today with respect to
a fixed environment and context.

Effectiveness is defined by an equation as a figure-of-merit
judging the opportunity for producing the intended results. The
effectiveness equation is described in different formats (Blanchard
1995, Kececioglu 1995, Landers 1996, Pecht 1995, Raheja 1991). Each
effectiveness element varies as a probability. Since components of the
effectiveness equation have different forms, it varies from one writer to
the nextro The major (and unarguable economic issue) is finding a
system effectiveness value which gives lowest long term cost of
ownership using life cycle costs, (LCC) (Barringer 1996a and 1997) for
the value received:

System effectiveness = Effectiveness/LCC.
Effectiveness varies from 0 to 1 and rarely includes all value
elements as many are too difficult to quantify. One form is described
by Berger (1993):
Effectiveness = availability * reliability * maintainability *

capability
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The effectiveness equation is the product of: the chance the
equipment or system will be available to perform its duty; it will
operate for a given time without failure; it is repaired without excessive
lost maintenance time; it can perform its intended production activity
according to the standard. Each element of the effectiveness equation
requires a firm datum which changes with name plate ratings for a true
value that lies between 0 and 1.

Berger’s effectiveness equation (availability * reliability *
maintainability * capability) is argued by some as flawed because it
contains availability and components of availability (reliability and
maintainability).

Blanchard’s effectiveness equation
(availability*dependability*performance) has -3- similar flaws. For any
index to be successful, it must be understandable and creditable by the
people who will use it. Few can quantify reliability or maintainability
in terms everyone can understand. The effectiveness equation is simply
a relative index for measuring “how we are doing” Availability,
Reliability, Maintainability, and Capability [19].

3.3 10T Domains

10T decisions:

Smart City: Safe City; Waste Management; Fleet Management;
Smart Streetlights; Smart Parking; Irrigation Management; Connected
City Lighting; Emergency Response Systems.

Energy & Utilities: Water Metering; Gas Metering; IP-based
Metering; Smart Grid.

Smart  Agriculture: Irrigation field monitoring; Elevators
Connection; Engineering Truck Predictive Maintenance; Internet of
Vehicles (Smart Logistics).

Internet of buildings (Smart Home; Smart hospital; Smart hotel;
Smart Office; Smart Manufacturing; and the other).

10T include: Email; Information; Entertainment; Internet of Service
(Participation/Trade) include E-commerce; Productivity tools;
Integrated chains Internet of People (Collaboration/Share); Voice and
video collaboration; Social media and docs; Web logs/boards; Internet
of Things (Integration/Control) unites Indexing and tracking; Control
and connectivity; Autonomous operations.
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3.3.1 Smart Energy Grid

"The grid," refers to the electric grid, a network of transmission
lines, substations, transformers and more that deliver electricity from
the power plant to your home or business. The digital technology that
allows for two-way communication between the utility and its
customers, and the sensing along the transmission lines is what makes
the grid smart. Like the Internet, the Smart Grid (SG) will consist of
controls, computers, automation, and new technologies and equipment
working together, but in this case, these technologies will work with
the electrical grid to respond digitally to our quickly changing electric
demand.

The SG represents an unprecedented opportunity to move the
energy industry into a new era of reliability, availability, and efficiency
that will contribute to our economic and environmental health. During
the transition period, it will be critical to carry out testing, technology
improvements, consumer education, development of standards and
regulations, and information sharing between projects to ensure that the
benefits we envision from the SG become a reality.

Today, an electricity disruption such as a blackout can have a
domino effect - a series of failures that can affect banking,
communications, traffic, and security. A SG will add resiliency to our
electric power system and make it better prepared to address
emergencies such as severe storms, earthquakes, large solar flares, and
terrorist attacks. Because of its two-way interactive capacity, the SG
will allow for automatic rerouting when equipment fails or outages
occur. When a power outage occurs, SG technologies will detect and
isolate the outages, containing them before they become large-scale
blackouts. The new technologies will also help ensure that electricity
recovery resumes quickly and strategically after an emergency - routing
electricity to emergency services first, for example. In addition, the SG
will take greater advantage of customer-owned power generators to
produce power when it is not available from utilities. By combining
these "distributed generation™ resources, a community could keep its
health center, police department, traffic lights, phone system, and
grocery store operating during emergencies. In addition, the SG is a
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way to address an aging energy infrastructure that needs to be upgraded
or replaced.

3.3.2 Ecological monitoring

The major characteristics of effective monitoring programs
typically include: (1) Good questions. (2) A conceptual model of an
ecosystem or population. (3) Strong partnerships between scientists,
policy-makers and managers. (4) Frequent use of data collected.

Monitoring programs classified into three categories:

1) Passive monitoring, which is devoid of specified questions or
underlying study design and has limited rationale other than curiosity.

2) Mandated monitoring where environmental data are gathered
as a stipulated requirement of government legislation or a political
directive. The focus is usually to identify trends.

3) Question-driven monitoring, which is guided by a conceptual
model and by a rigorous design that will typically result in a priori
predictions that can be tested.

While mandated monitoring can be useful for producing coarse
level summaries of temporal changes in a target population or resource
condition they may not identify the mechanism influencing a change in
an ecosystem or an entity. A key remaining challenge is to develop
much improved mandated monitoring programs through more
widespread adoption of the features of successful question-driven
monitoring programs in efforts to enhance biodiversity conservation
and environmental management.

Ecological monitoring (EM) is not meant to limit the use of
natural resources and to limit options for development but is a way of
wise long-term development planning. It is a pre-requisite for adaptive
natural resource and ecosystem Community-based ecological
monitoring. Ecological monitoring can be understood as the collection,
analysis and interpretation of data on the natural environment, above
all on changes that occur in a certain ecosystem. It attempts to observe
living and non-living aspects of the biosphere, the response of the
environment to human interventions and to predict the actual or likely
impacts. It enables project implementers and target groups, e. g.
villagers, to recognize negative ecological effects of their activities at
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an early stage and to adapt their action. Recently, EM became also
more and more recognized as a helpful method in the conservation of
nature and natural resource management (NRM). It was proven in
several surveys that EM has positively contributed to programs in
conservation and development. Ecological monitoring has become an
important component of projects and initiatives relating to agriculture,
forestry and fishery and measures that focus on nature conservation,
management of natural resources and rural development. Any EM
process enables an actor or an institution to enter a learning process by
providing a base to adapt action. In this context an institution can be
any social system, as a community group, a community-based
enterprise, a development organization, a rural government body, a
rural or urban community or even an individual. As the figure 3.5
below shows, the impacts of this action is observed and assessed by

monitoring.
N
\

Implement

))’/
Observe

Learning loops

/E\

Fig. 3.5 — Learning loops in EM

Data can also be obtained from aerial photographs, satellite
images, maps, graphics, statistics, or field work. Furthermore, remote
sensing tools can be included, though in many cases they are not
necessary. The objectivities of EM presented in Fig. 3.6.
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Defined objectives Determine which aspects of change are assessed

Indicators Characteristics that provide concise answers to the monitoring questions
(e. g. Marula fruits harvested per tree as indicator of productivity)

Methods Means of measuring and observing the chosen indicators, but also to
register, analyse, and disseminate the findings

A determined frequency | Frequencies often enough to identify meaningful trends and infrequent

of measurements enough to avoid excessive work burden
Ongoing critical Ensures appropriateness of objectives, indicators, methods and frequency
reflection, on the of measurement

monitoring methodology

Analysis of the Enables the implementers to explore trends and decide next steps
monitoring data

Feedback Relates to the information gained from monitoring into project planning,
project evaluation and/or policy decisions

Fig. 3.6 - Main objectivities of EM
If necessary it can be changed as a result of the assessment. It is
not being changed if there is no need to do so. Then it would be
implemented and then observed again. This way, a harvesting scheme
or an erosion control measure can be developed, which is adapted to
the needs of the environment and the community.

3.3.3 Smart Vehicle

The transport field has noticed particular development in recent
years thanks to the application of intelligent systems. Traditional
transport arrangements have been supplanted by Intelligent Transport
Systems (ITSs). These new technologies are assisting in solving the
main problems of transport engineering, i.e., traffic congestion and
accidents. The Connected Vehicles infrastructure can be of various
models such as Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure
(V2l), and Vehicle-to-Everything (V2E).

Nevertheless, these systems must be able to cooperate, for
instance, allowing the communication with and among vehicles [19-
21]. The interaction between the various involved entities requires the
information exchange to use proper communication protocols, such as
the IEEE 802.11p and LTE-V2V standards, designed to support vehicle
transmissions. Other protocols that can be used in vehicular
communications are Bluetooth and IEEE 802.15.4/ZigBee, adequately
revised.

1. Vehicle-to-Vehicle (V2V) technology consists of wireless
data transmissions between motor vehicles. The primary purpose of
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this communication is to prevent possible accidents, allowing vehicles
in transit to transfer data on their position and their speed within an ad-
hoc mesh network [27].

3. Vehicle-to-Infrastructure (V21). Unlike the V2V
communication model, which allows the exchange of information only
among vehicles, the V21 enables vehicles in transit to interface with the
road system. These components include RFID readers, traffic lights,
cameras, lane markers, street lamps, signage, and parking meters.
Commonly, V2I communications are wireless, bidirectional, and
similarly to V2V, using Dedicated Short-Range Communication
(DSRC) frequencies to transfer data. This information is sent from the
elements of the infrastructure to the vehicle, or vice versa, through an
ad-hoc network.

4. Vehicle-to-Everything (V2X). The V2V and V2I
communication models mentioned above are completed in the V2X,
which represents a generalization. The latter consists in the data
transfer from a vehicle to any entity that can influence it, or vice versa,
and incorporates other more specific types of communication including
Vehicle-to-Pedestrian (V2P), Vehicle-to-Roadside (V2R), Vehicle-to-
Device (V2D), and Vehicle-to-Grid (V2G). One of the main purposes
of the V2X technology is precisely to support the possible and efficient
communication mechanisms between vehicles and pedestrians aimed at
limiting accidents, sometimes fatal.

3.3.4 Smart buildings

True connected home would at the very least mean end-to-end
interoperability and security, several of the above mentioned
‘applications’ such as HVAC, light control, room control, some form
of energy consumption monitoring and control, the connection of smart
home appliances and a more or less stabilized market, making that
smart home vision come true.

However, with the Internet of Things existing standards have
been joined by several other standards and communication forms. Just
think about the various evolutions in connectivity standards (short
range like Bluetooth 5.0, Bluetooth Mesh, the next Wi-Fi and long
range too for some applications), proprietary standards in the vendor

152



3. Standards and Metrics of lot Based Systems

ecosystems and platforms (the wars of the big players such as Google
and Apple) and the different alliances with home automation
standards (the previously mentioned Z-Wave, ZigBee etc.).

If you look at the — longer existing — high-end of the smart home
and home automation market there is obviously more maturity and
these vendors have solutions that support several of the existing
standards such as KNX, as well as IP. In home automation and building
automation, a few standards will remain but 10T will replace a lot and
act as a converging force.

There is more attention for security (e.g. the Z-Wave alliance
launched a new certification program), there are innovations in
connectivity (e.g., finally Bluetooth 5.0 is there, now the products),
vendors have taken new initiatives (e.g. Google’s Android Things), the list
goes on.

3.3.5 Smart Health

According to the European Union Agency for Network and Information
Security (ENISA), the Smart Hospital is a health organization that provides
health care and is based on optimized and automated processes built using
the actual IT in accordance with the Health 4.0 concept to improve the
existing procedure for patient care and to implement the advanced medical
technologies [22]. The strategic objectives of the Smart Hospital are to
provide extended patient care including remote medical services, to ensure
efficient stream of patients and medical information, to increase diagnostic,
surgical and organizational capabilities while maintaining the required
level of patient information protection. The Smart Hospital model
introduction affects all levels of health organization management and
requires re-engineering the health organization architecture as a whole or
its separate components.

3.3.6 Industry 4.0. Industrial Internet of Things

Industrial 10T (lloT) is a system that connects and integrates operational
technology (OT) environments, including industrial control systems (ICS),
with enterprise systems, business processes, and analytics [23]. The
benefits of 10T are the ability of sensors or connected devices, as part of a
closed-loop system, to collect and analyze data and then do something
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based on what the data reveals. Protocols and performance of 1loT system
is presented in Fig. 3.7. The very connectivity, however, also grows the risk
of attack — and, increasingly, cyberattacks - by those who may want to
bring down the system. a big increase in the number of sensors and devices
being connected to each organization’s IloT, forming a huge potential
attack surface:

- decades-old OT equipment and control systems never designed for
exposure to the internet and, therefore, not designed for security;

- a patchwork of OT and control systems from multiple vendors running
proprietary and non-updatable software, including human-machine-
interface (HMI) computers with access to remote terminal units (RTUS),
SCADAmaster (supervisory control computers), and programmable logic
controllers (PLCs);

- poor or absent cyber security practices and technology, including a
lack of either designed for the very different ICS/OT environment, not the
IT environment;

- lack of budgets, or insufficient budgets, for implementing cyber
security awareness, monitoring, and prevention technology;

- a steep escalation in the numbers and types of attackers.

Standards for 1l0T:

- Security/loT ISO/IEC 2700x; JTCL/WG10;

- New IEC/ISO Reference Model IEC/ISO JWG21;

- IEC/ISO 61360 Rules for Properties;

- IEC/ISO 61387 Sensors Prop.;

- IEC/ISO 62683 Switch Gears Prop.;

- IEC/ISO 62832 Digital Factory;

- IEC/ISO 62443 Security in Automation;

- |EC 61987 Sensors; IEC 62683 Switch Gears;

- PLC technologies IEC 61131;

- Engineering data automation ML IEC 62714;

- OPC-Foundation Services IEC 62541 OPC-UA and Companions;

- ProSTEP e.VV. Mechanics STEP+APxxx; ITU-T, ITU-R - loT
Standardization Spectrum.
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Fig. 3.7 - Industrial Internet Connectivity Stack Model

Enabling Technologies: Sensors/Actuators;
Communication protocols (REST, CoAP, MQTT);
Microservices and Middleware; Data Analytics Engines;
Apps (i0S, Android, Web). Industrial and process systems rely on
sensors for reliable and accurate data in all aspects of control and
automation. There is a new wave of innovative sensors based on the
application of technology to improve performance [24-28].

3.4 Work related analysis

Example of 10T is a project where the information about the state of
the road from the individual vehicles incomes into the overall system
based on the "cloud." Real-time data about slippery surfaces on the
road is transmitted through the mobile communication network to alert
the vehicle, which are around. Warning is instantly transmitted to the
other vehicles, which are close to the slippery area.

- This enables drivers to take an immediate action to avoid a
critical situation.

155



3. Standards and Metrics of lot Based Systems

- Other possible application of this technology is the remote
diagnostics. Data can be transferred in advance, thus eliminating the
problem in real-time [29].

- Toyota Motor Corp. and Panasonic jointly develop a service
that will connect cars and home appliances through the 10T [30].

- The project PRORETA [31] is a research in the area of the
cooperative HMIs. The research object is the prototype of the
cooperative automobile HMI that implements the scenarios of
preventing collisions at the cross-roads.

- The PRORETA HMI system implements a huge number of use
scenarios, it does not complicate or irritate and ensures the multimode
support.

-The HMI provides 4 support levels — information messages,
warnings, actions recommendations, automatic intervention.

-A lot of EU universities including ALIOT project partners
conduct research and implement education MSc and PhD programs in
the Internet of Things application for transport and other domains.
Development of cooperative HMI for cloud and loT systems based on
analysis of these programs and providing some of the educational
topics and research directions.

- In particular, the following courses and programs have been
considered:

- Coimbra University, Portugal: 1oT course for MSc [32]. The
courses represents a new stage in the digital evolution and focuses on
the Internet of Things for smart transport and cities, and the
development of tools to transform city infrastructure;

- KTH University, Sweden: three MSc programs including:

a) loT related topics in Information and Network Engineering
[33],

b) Communication Systems [34],

¢) Embedded Systems [34];

- Newcastle University, United Kingdom: MSc Program on

Embedded Systems and Internet of Things (ES-1oT) MSc [34].
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Conclusions and questions

The Internet of things actively covers various spheres of human
activity. In this section, the analysis of the available solutions and
performance regarding the loT systems has been conducted. The
standards and recommendations in the area of loT systems architecture,
security, technologies have been analyzed.

The features of the presentation of models of systems of the
Internet of things, the requirements for their organization are
considered. The analysis is carried out and the basic metrics applicable
to the evaluation of the criteria of the Internet of things systems are
described. The features of the Internet of things domains are
considered.

Questions for self-testing in 10T related standards and methics:

1. What organizations and institutes are developers of 10T related
standards?

2. What main groups of the IEEE standards applied for IoT do
you know? Please call them.

3. What standards can be used for 10T based V2V systems?

4. What main groups of the ITU-T standards applied for 10T do
you know? Please call them.

5. What ITU-T standards can be used for assessment and
development of Smart health system?

6. What IEC standards can be used for assessment and
development of Smart Grid systems?

7. What the main requirements to 10T system organization?

8. What the availability metrics of 10T system do you know?

9. What security standards can be used for 10T systems?

10. What the main connection types of Smart Vehicle do you
know?

11. What technologies can be used for loT system organizing?

12. What the performance metrics of 10T system do you know?
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Abbreviations
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4.1 Communications for loT

4.1.1 Network architecture

Communication and protocols play a crucial role for IoT.
Although the term “Internet of Things” is always used in the literature,
a more accurate description would be “Network of Things” [1]. A
smart-home installation, for example, consists of numerous things in
the home that are interconnected via Wi-Fi or with some central
controller. In a factory or farm setting, a network of things may be
enabling enterprise applications to interact with the environment and
run applications to exploit the network of things. In these examples,
remote access over the Internet is usually, but not invariably, available.
Whether or not such Internet connection is available, the collection of
smart objects at a site, plus any other local compute and storage
devices, can be characterized as a network or an Internet of Things.

Most of the literature views the loT as involving intercom-
municating smart objects. The Telecommunication Standardization
Sector of the International Telecommunication Union (ITU-T) in the
published Recommendation Y.2060 entitled “Overview of the Internet
of Things” characterizes the loT as adding the dimension “Any THING
communication” to the information and communication technologies
that already provide “any TIME” and “any PLACE” communication
[2].

Fig. 4.1 depicts the ITU-T IoT Reference Model, which consists of
four layers as well as management capabilities and security capabilities
that apply across layers [1].

The Device Layer in terms of communications functionality
includes, in fact, the OSI physical and data link layers.

The Network Layer performs two basic functions. Networking
capabilities refer to the interconnection of devices and gateways.
Transport capabilities refer to the transport of loT service- and
application-specific information as well as loT-related control and
management information. In fact, these capabilities correspond to those
of the OSI network and transport layers.
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Fig. 4.1 — ITU-T Recommendation Y.2060 loT Reference Model [1]

The Service Support and Application Support Layer provide
capabilities that applications use. Many different applications can use
generic support capabilities. Examples include common data
processing and database management capabilities. Specific support
capabilities are those that cater for the requirements of a specific subset
of loT applications.

The Application Layer consists of all the applications that interact
with 10T devices.

The Management Capabilities Layer covers the traditional
network-oriented management functions of fault, configuration,
accounting, and performance management.

The 10T enables things to see and sense the environment, to make
coordinated decisions, and to perform tasks based on these
observations [3]. In order to realize the full benefits of the loT, it will
be necessary to provide sufficient networking infrastructure to support
low latency and fast response times for 10T applications.

To begin establishing the right networking technology for any loT
application, it is important to first understand the network architecture,
or the network topology, that is supported by each technology standard

[4].
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The consideration of technology is completely dependent on the
application specific requirements, for example - range, power
consumption, bandwidth, delay and scalability requirements are
different for different application. But the networking standards being
used today in loT can be categorized into three basic network
topologies: point-to-point, star, and mesh (Fig.4.2). The current
communication technologies such as Wi-Fi, Wi-Fi LP, Bluetooth,
Bluetooth LE (BLE), Zigbee, Z-Wave, EnOcean and others support
these types of topologies.

o = 2 @... ®
f j“ (@) “} : @
\ 7" 7 3 5
o g © @ :
®
Point-to-Point Star Mesh
©) Sensor Node w Gateway Node Sensor Node w/ routing

Fig. 4.2 — Basic network topologies

A point-to-point network establishes a direct connection between
two network nodes. Communication can take place only between these
two nodes, or devices. The advantages of such networking are its
simplicity and low cost. The primary limitations are that the network
cannot scale beyond these two nodes. The range of the network is
therefore limited to one hop, and defined by the transmission range of a
single device.

A star topology has some important advantages. The performance
of such a network is high, consistent and predictable. In a star network,
unlike the mesh network described next, a data packet typically only
travels one or two hops, yielding very low network latency. Another
advantage of this network type is high reliability. Each device utilizes
its own link to the hub. This makes it easy to detect faults and to
remove failing network components. The disadvantages of the star
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topology are similar to the point-to-point network. The range is limited
to the transmission range of a single device. Additionally, in a star
network, the central component, the gateway is a major factor reducing
reliability. In a mesh network, if the gateway loses connectivity, the
network can still exchange and store data internally.

A mesh network besides a gateway node and sensor nodes include
also sensor nodes with repeater/routing capability, which not only
capture their own data, but also serve as relays for other nodes and can
propagate the data through the network. This networking topology is
used for many applications requiring a long range and broad area
coverage.

Because the network range is not limited to the transmission range
of a single device, the network range can be very broad, covering large
areas and can scale up to thousands of nodes, providing a high density
of coverage with a broad assortment of sensors and actuating devices.
The main disadvantage of mesh networks is higher complexity
compared to the other two types of topology. Additionally, there is
higher network latency in mesh networked due to multiple hops from
the sensor to gateway.

4.1.2 Delays

Wireless sensor network is one of major loT applications
nowadays as they operate mostly in ad-hoc mode. Ad-hoc networks can
communicate without fixed infrastructure. Ease and less time for
deployment are the main advantages of ad-hoc networks. Diverse delay
requirements are to be consider to support heterogeneous sensor
network applications of 10T applications.

Delay in wireless network dependent on the following source of
reasons [5].

Delay due to multi-hop. Message traverses several hops before
reaching destination in multi-hop networks. Transmission power is
analogous to transmission radius, so low power operation of nodes in
battery operated sensor networks also increases the humber of hops in
the network which is another reason for larger delays.

Channel access delay. The channel access mechanisms are mostly
CSMAV/CA based contention access in wireless networks. Collisions
create additional exponential delays in the network. Channel access

166



4. Communication, Protocols and Data Transmission in lot

delays depend on throughput of each node, node density and number of
nodes in the network and transmission power.

Aggregation and compression in ad-hoc networks is used to
reduce the redundancy of the messages thereby reducing the channel
access delays. Aggregation and compression function of throughput
and protocols at intermediate nodes can lead to large delays due to
processing delays before transmission.

These three sources of delay are tightly coupled and should be
considered carefully.

4.1.3 Bluetooth 5.0

Bluetooth is a technology that has been developed more than
twenty years ago.

According to related varying requirements a lot of specific
enabling communication technologies need to be considered. In this
context, Bluetooth Low Energy (BLE), widely spread in consumer
hardware, is a key enabler to efficiently connect smartphones with low
power sensors in the coverage area of Personal Area Networks (PAN).
According to a higher communication range requirements of 10T the
Bluetooth Special Interest Group (SIG) provides the next generation
Bluetooth 5.0 specification (BT5), which promises increased ranges,
speed and broadcast messaging capacity [6].

Fig. 4.3 presents area of Bluetooth 5.0 among the Internet of
Things applications, which is now additionally covering Smart Factory
(industrial), Smart Home and Smart Building, as well as partly Smart
Grid and Smart City applications.

The Bluetooth 5.0 specification is published as the latest version
of Bluetooth core specification in the end of 2016 [7].

It is an advancement of the latest BLE version 4.2 and improves
data rate, range, broadcast capabilities, as well as fast and seamless
pairing processes, allowing even more flexible and versatile
deployments.

On the application level, BLE devices use so called pro-files to
exchange data based on the upper layer protocol Generic Attribute
Profile (GATT).

The position of GATT in the BLE protocol stack is shown in
Fig. 4.4 [8].
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Fig. 4.3 — Expansion of Bluetooth for the Internet of Things
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Fig. 4.4 — Bluetooth low energy single mode protocol stack

The new physical layer mode LE 2 M PHY allows to operate at
2 M Symbols/s and thus enables higher data rates compared to the well
known uncoded LE 1M PHY of Bluetooth 4.0. On the other hand, to
achieve higher transmission ranges, a PHY mode with convolutional
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FEC coding is added to the specification (LE Coded PHY). The
convolutional code is available with a coding rate of 1/2 (S=2) or 1/8
(S=8). Despite the uncoded LE 1M PHY, all improvements are
optional and can be implemented based on the considered application
requirements. This topic is analyzing the capabilities of BT5 for loT
purposes and thus focuses on the LE Coded PHY modes, as key
enabler for a wide range of loT applications.

4.2 10T protocols analysis

Many loT standards are proposed to facilitate and simplify
application programmers’ and service providers’ jobs. Different groups
have been created to provide protocols in support of the loT including
efforts led by the World Wide Web Consortium (W3C), Internet
Engineering Task Force (IETF), EPC global, Institute of Electrical and
Electronics Engineers (IEEE) and the European Telecommunications
Standards Institute (ETSI) [3]. Table 4.1 provides a summary of the
most prominent protocols defined by these groups. In this part of
Multi-book, we classify the 10T protocols into four broad categories,
namely: application protocols, service discovery protocols,
infrastructure protocols and other influential protocols. However, not
all of these protocols have to be bundled together to deliver a given loT
application. Moreover, based on the nature of the 10T application, some
standards may not be required to be supported in an application. In the
following subsections, we provide an overview of some of the common
protocols in these categories and their core functionality.

The protocols presented in the Table 4.1 are the most used
solution for loT networks and machine-to-machine (M2M)
communication. They enable interaction between the devices and they
try to offer solutions to 10T and M2M requirements [9].

Data Distribution Service (DDS) is a Data-Centric
Publish/Subscribe (DCPS) service for distributed application
communication and integration and is based in a broker-less
architecture, using multicast to bring high Quality of Service (QoS) and
reliability, that suits for the real-time constraints for IoT.

The Constrained Application Protocol (CoAP) is a web transfer
protocol, specialized for constrained nodes and networks, structured for
machine-to-machine communication, providing a request/response
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interaction model, built-in discovery of services and resources, based
on Uniform Resource Identifier (URI) and Internet media types.

The Extensible Messaging and Presence Protocol (XMPP) enables
a near-real-time exchange of structured yet extensible data between any
two or more network entities, using the Extensible Markup Language
(XML). It consists in an asynchronous, client-to-client or server-to-
server exchanged of Stanzas among a distributed network of globally
addressable over TCP, being similar to email’s architecture, with useful
modifications to allow the communication in close to real time.

Table 4.1 — Standardization efforts in support of the loT

n
el | A
Application ‘8 % O| 2| = & =3
Protocol al S <§C g 5 E =3~
=
Service Discovery mDNS DNS-SD
Routing RPL
. Protocol
- 7
S g [ Dewok 6LoWPAN IPv4/IPVG
g g | Layer
- O 1
s IEEE 802.15.4
£ & Layer
S = 7
= Physical/ [EEE
Device LTE-A | EPCglobal Z-Wave
802.15.4
Layer
Influential IEEE
Protocols IEEE 1888.3, IPSec 1905.1

MQTT for Sensor Network (MQTT-SN), is a protocol that aims to
connect embedded devices and networks with applications and
middleware, it has one-to-one, one-to-many, many-to-many connection

mechanism.
Let us study below more closely such vital standards as MQTT
and AMQP, looking first at the more well-known HTTP/HTTPS

protocols.
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421 HTTP/HTTPS

Standards HTTP/HTTPS are well known, and there are many
libraries that support them. Because these are text-oriented protocol,
many small devices such as 8-bit controllers can only partially support
them — for example use only POST and GET functionality. Using
HTTP is inefficient and costly in terms of network traffic and power
usage. So several protocols optimized for 10T use where developed.
The two best known are MQTT and AMQP.

4.2.2 MQTT

MQTT (Message Queuing Telemetry Transport) is presented by
Andy Stanford Clark of IBM and Arlan Nipper of Arcom (now
Eurotech) in 1999 and was standardized in 2013 at OASIS [3]. It aims
at connecting embedded devices and networks with applications and
middleware. The connection operation uses a routing mechanism (one-
to-one, one-to-many many-to-many) and makes MQTT the optimal
connection protocol for the loT and M2M (machine to machine
interaction).

To provide transition flexibility and simplicity of implementation
to be suitable for resource constrained devices that use unreliable or
low bandwidth links MQTT utilizes the publish/subscribe scheme
flowing over TCP/IP. The specifications provide three elements:
connection semantics, routing, and endpoint. The protocol has bit-wise
headers and variable length fields. The packet size is 2 bytes. Fig. 4.5
shows the overall functionality of MQTT.

MQTT simply consists of three components, subscriber, publisher,
and broker.

A publisher sends the message on the topic and subscriber
consumes a message on a corresponding topic. A message server
matches publications to subscriptions. If one or more matches found at
the event, the message is delivered to corresponding subscriber and the
message is discarded if no matches found. Furthermore, the broker
achieves security by checking authorization of the publishers and the
subscribers.
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Fig. 4.5 — Architecture of MQTT

Fig. 4.6 illustrates the publish/subscribe process utilized by
MQTT and Fig. 4.7 shows the message format used by the MQTT
protocol.

Publisher Broker Subscriber
(source) (sink)
Subscribe (topic)
_ o €
Publish (topic, info)
> Publish (topic, info)
- o
Fig. 4.6 — Publish/subscribe method in MQTT
0 | 2 3 4 5 6 1
Message Type UDP | QoS Level | Retain

Remaining Length (1~4 bytes)

Variable Length Header (Optional)

Variable Length Message Payload (Optional)

Fig. 4.7 — Publish/subscribe method in MQTT
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The first two bytes of message are fixed header. In this format, the
value of the Message Type field indicates a variety of messages
including CONNECT (1), CONNACK (2), PUBLISH (3),
SUBSCRIBE (8) and so on. The UDP flag indicates that the massage is
duplicated and that the receiver may have received it before.

The MQTT provides 3 options for selecting the reliability of
messaging, which are provided with three levels of quality of service.
(QoS) [10]:

— QoS 0 — the message is transmitted only once and does not require
confirmation;

—QoS1 — the message is sent at least once and requires
confirmation;

—QoS2 - for the delivery of communication, a four-stage
handshake mechanism is used. In addition, the standard TLS
(Transport Layer Security) security level is placed on top of the TCP
level. Port 8883 provides security of communication, if the broker's
address works with this port, then the traffic is transmitted with
encryption.

The QoS Level field indicates the level of assurance for delivery
of an application service. Its possible values are listed in Table 4.2.

Table 4.2. — QoS Levels

QoS value Bit 2 Bit 1 Description
0 0 0 At most once <=1
1 0 1 At least once >=1
2 1 0 Exactly once =1
3 1 1 Reserved

The Retain field informs the server to retain the last received
Publish message and submit it to new subscribers as a first message.
The Remaining Length field shows the remaining length of the
message i.e. the length of the optional parts.

MQTT pros.

1. MQTT is considered as a lightweight messaging protocol
because all messages have small code footprint. This protocol is a
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bandwidth protocol that was data agnostic with support for multiple
levels of QoS.

2.1t also provides two-way communication over unreliable
networks.

3. MQTT has few methods (publish/subscribe/unsubscribe), quick
to learn.

4. The smallest packet of size 2 bytes is possible for an MQTT
message.

5. This protocol distributes from one-to-one, one-to-N via the
publish/subscribe mechanism.

MQTT cons.

1. MQTT Version 3.x only supports publish / subscribe.

2. MQTT has no advanced features such as flow control.

3. As all the message payloads are binary MQTT protocol lacks
interoperability.

4. Problems will arise in open networks because there will be no
information about how they are encoded.

4.2.3 AMQP

AMQP (Advanced Message Queuing Protocol) is an open
standard message-oriented application layer protocol [11]. To provide
M2M functionality AMQP protocol allows its implementations to
interoperate with each other. The architecture of AMQP is shown in
figure Fig. 4.8.

Communications are handled by two main components: exchanges
and message queues. Exchanges are used to route the messages to
appropriate queues. Routing between exchanges and message queues is
based on some pre-defined rules and conditions. Messages can be
stored in message queues and then be sent to receivers. Beyond this
type of point-to-point communication, AMQP also supports the
publish/subscribe communications model.

Messaging capabilities of AMQP are handled in the layer of
messaging, realized on top of its transport layer. AMQP defines two
types of messages: bare massages that are supplied by the sender and
annotated messages that are seen at the receiver. In Fig. 4.9 the
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message format of AMQP is shown [3]. The header in this format
provides the delivery parameters including durability, priority, time to
live, first acquirer, and delivery count.
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binding

Virtual host |

D r,: I subcribe
- binding Message —
i — queue
publish
uish, /| Exchange \gndm L
Y | Message | Nt—uy
queue -
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Fig. 4.8 — Architecture of AMQP
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Application

Bare Message
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Fig. 4.9 — AMQP message format

The message queue in the AMQP store messages in disk or
memory and routes to consumer applications. The message queue is act
as storage and distributors of messages. Each message queue is
independent to one another. The paramount properties of message
queue are private/shared, durable/temporary and client/server.
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Predicated on the properties, the user can utilize the message queue to
deploy the standard middleware entities: store and forward Queue,
private reply Queue and private subscription queue. A store and
forward queue holds messages and distribute the messages between
consumers on round robin substructure.

These queues are very flexible and durable while messages shared
between multiple consumers. Private reply queue holds and forward
messages to single consumers. It is an ephemeral queue, server
denominated and private to only one consumer. A private subscription
gueue holds messages collected from amassed sources and forward to a
single consumer.

The transport layer of AMQP complements the messaging layer.
In this layer, communications are frame-oriented. The structure of a
frame is depicted in Fig. 4.10 [3].

0 I 2 3
0 Size Frame
» Header
4 | DOFF | Type <Type-Specific> (8 :vt:;
8 )
, Extended
<Type-Specific> Header
4*DOFF
<Tvpe-Specific> Frame
ype-op Body

Fig. 4.10 — AMQP frame format
The first four bytes show the frame size. DOFF (Data Offset)

gives the position of the body inside the frame. The Type field
indicates the format and purpose of the frame. For example, 0x00 is
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used to show that the frame is an AMQP frame or type code 0x01
represents a SASL frame.

AMQP pros.
1. Store-and-forward feature in AMQP ensures reliability even
after network disruptions.
2. This AMQP protocol is an open standard and interoperable
messaging protocol.
3. AMQP provides reliable Quality of Service like at-most-once,
at-least-once, exactly once.
4. AMQP is a secured protocol that is handled by SASL/TLS
(authentication and security layer) in application layer.

AMQP cons.
1. AMQP is not reliable for lower bandwidths but can improve

reliability with increase in bandwidth.
2. This protocol is not constrained and light-weighted protocol.
3. It does not support an automation discovery mechanism.

4.2.4 Comparison

Table 4.3 presents analysis of such data protocols as MQTT,
AMQP, XMPP, DDS, CoAP and MQTT-SN [12].

Table 4.3. — Summary of data protocols in loT

Protocol |Characteristics| ~ Working Advantages Disadvant.  |Application
S
MQTT |Low power  |Pub-Sub based [Save power |Long-lived TCP |Home
usage, M-M |protocol, main |and memory, |connection, automation,
communica- |aim to collect |Low power [topic names are |Enterprise
tion data and usage long strings level
transport to IT applications
infrastructure
XMPP |Channel Allows internet [Secure, Data flow is Instant
encryption and|users to send  |Service more than Messaging,
presence instant messages|discovery, |XMPP server, |Group chat,
checking Very Robust, |lack world wide |Gaming,
powerful support Vehicle
Tracking
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vice usage is a

primary concern

AMQP |Message Designed to Highly Works at higher [Business
queuing and [support wide |reliable, bandwidths only [Messaging,
interoperable |variety of Store & and in

messaging and |forward Banking
communication |communi- Industry
patterns cation
DDS |Interoperable, |To connect one |Interoperable,|Have no Medical
data service |device to other |saves scalability Imaging,
with high device and also |bandwidth, Military
performance |to share right  |flexible and Systems,
data at the right |reliable Hospital
place Integration,
Farms

CoAP |Synchronous |Used in simple |1-1 commu- |Less standard, [Smart
request electronic nication, not more mature |homes,
response, 1-1 |devices that M-M com- |and standard smart grid,
or M-M permits them to |munication, |compared to Building
communica- [communicate |Resource MQTT automati-
tion interactively discovery ons

over a network

MQTT- |[Light weight |Has been adap- |Open source, |Lacks support in |Enterprise

SN and Publish  |ted for better  |many-to- Labeling applicati-
subscribe function of many messages which |ons
messaging devices where |communica- |[makes it difficult
protocol low power de- |tion protocol

As we can see, each protocol is better on its way depends upon its
applications. Nevertheless it can be recommendable to determine
further evaluations of performance metrics and appropriate qualitative
interpretations for additional M2M protocols that can be applied in

loT.

Further, it is recommendable to determine further evaluations of
performance metrics and appropriate qualitative interpretations for
additional M2M protocols.
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4.3 Cloud architecture for loT

There are several aspects that apply to 10T systems that affect their
architecture and implementation, thus to choose the cloud, as follows:
scalability, big data, real time, highly distributed, heterogeneous
systems, security, privacy and cloud computing [13]

The cloud components of loT architecture are positioned within a
three-tier architecture pattern comprising edge, platform and enterprise
tiers [14].

1. The Edge-tier includes Proximity Networks and Public
Networks where data is collected from devices and transmitted to
devices. Data flows through the loT gateway or optionally directly
from/to the device then through edge services into the cloud provider
via loT transformation and connectivity.

2. The Platform tier is the provider cloud, which receives
processes and analyzes data flows from the edge tier and provides API
Management and Visualization. It provides the capability to initiate
control commands from the enterprise network to the public network as
well.

3. The Enterprise tier is represented by the Enterprise Network
comprised of Enterprise Data, Enterprise User Directory, and
Enterprise Applications. The data flow to and from the enterprise
network takes place via a Transformation and Connectivity component.
The data collected from structured and non-structured data sources,
including real-time data from stream computing, can be stored in the
enterprise data.

One of the features of 10T systems is the need for application logic
and control logic in a hierarchy of locations, depending on the
timescales involved and the datasets that need to be brought to bear on
the decisions that need to be made.

Some code may execute directly in the devices at the very edge of
the network, or alternatively in the loT Gateways close to the devices.
Other code executes centrally in the provider cloud services or in the
enterprise network.

The term “edge computing” iS sometimes applied to the case
where code executes in the loT Gateways or the devices. This is
sometimes alternatively called “fog computing” to contrast with
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centralized “cloud computing”, although fog computing can also
contain one or more layers below the cloud that each could potentially
provide capabilities for a variety of services like analytics. This design
allows flexibility in how connectivity and services are designed for
optimization and resiliency.

4.3.1 Traffic management principles

Methods of traffic management should take into account the
features of the management of hierarchical systems and be based on the
following principles of traffic distribution management [15]:

- the principle of decomposition;

- the principle of coordinating subnetworks operation;

- the principle of correlation the objectives of subnet

management.

The traffic management includes:

- a set of interconnected network elements,

- the system of monitoring the network state,

- a set of means for managing the configuration as a response to
the current state of the network, and enables taking actions that prevent
unwanted future states using the prediction of the state and trends of
traffic development.

In cloud computing, all 10T devices are directly connected to the
cloud and computation totally depends on the cloud. However, all the
above similar technologies do not exclusively depend on the cloud, but
depend on some intermediate devices for computation; some of them
do not even require a connection to the cloud [16].

Several computing paradigms exist, such as:

- Mobile Cloud Computing (MCC),

- Mobile-Edge Computing (MEC),

- Edge Computing (EC),

- Dew Computing (DC),

- Fog computing (FC),

- Fog-dew computing (FDC),
which use computing resources near underlying networks, located
between the traditional cloud and edge devices, to provide better and
faster application processing and services.
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Fig. 4.11 shows the high-level architecture of these technologies.

4.3.2 Traffic management tasks and parameters

The central function of traffic management is efficient
management of bandwidth due to the optimal assignment of traffic to
switching nodes.

Currently, different methods of traffic management are used in
information and communication networks. Most of them assume the
possibility of external parameterization, that is, the transmission of
traffic parameters directly to use control algorithms [17].

Some methods, such as, for example, the method of multiprotocol
label switching of packets allow the modification or replacement of
management algorithms that are a part of the management technology
that is being implemented [18].

Two levels of data flow managing for control data transmission
activity are available in existing communication networks.

The upper level controls access when a data transfer request is
received.

The lower level of management involves using management
algorithms where the estimates for the network traffic parameters
obtained due to the methods that take into account the features of the
data flows are transmitted.

To obtain the estimates of the transmission activity parameters at
this level, the following methods can be used [19]:

- the method for estimating the size of the filtering buffers of the
communication equipment;

- the method for synthesizing the stable estimation of the
function of the traffic distribution density;

- the methods for managing the redistribution of virtual
connection bandwidth taking into account priorities and competition
among integral data streams.
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Fig. 4.11 — Architectures of MCC, MEC, EC, DC, FC and FDC.
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Consistent application of the methods mentioned above, as well as
similar methods, allows obtaining estimates of traffic control
parameters.

4.3.3 Traffic types and related data services

Connection from the device to the 10T system is often a local
network that connects the device with an loT gateway — low power and
low range in many cases to reduce the power demands on the device
[13]. However, there are cases where the network connection is direct
to the public network and no IoT gateway is required. In 10T systems, a
wide range of alternative communication mechanisms are used which
include local area networking using low-power, low-range methods,
such as Bluetooth, BLE, and others. It may also include local area
networking using Wi-Fi, to wide area networking using 2G, 3G, and
4G LTE.

Relationships for supporting IoT using cloud computing include
such edge services as Load Balancers. These services provide
distribution of network or application traffic across many resources
(such as computers, processors, storage, or network links) to maximize
throughput, minimize response time, increase capacity and increase
reliability of applications. Load balancers can balance loads locally and
globally. Load balancers should be highly available without a single
point of failure. Load balancers are sometimes integrated as part of the
provider cloud analytical system components like stream processing,
data integration, and repositories.

4.3.4 Traffic management mechanisms

Such basic traffic management techniques for redistribution of the
network resources can be highlighted [17]:

— method of statistical multiplexing;

— method of smoothing the data flow density;

—method of assessing the size of the filtering buffers of the
communication equipment;

—method of synthesis of a stable estimation of the function of
density of traffic distribution;
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—methods for managing the redistribution of virtual connection
bandwidth.

Methods of statistical multiplexing and method of smoothing the
data flow density implement the technology and scientific principles of
measurement, modelling, description and management of traffic to
obtain the required characteristics. Possibility to smooth the profile of
data flows traffic is an advantage of these approaches. Their drawback
is that they do not take into account the properties of traffic, as when
the peak values of data density occur, their commencement and short
duration cannot be taken into account

Method of assessing the size of the filtering buffers of the
communication equipment selects the optimal size of filter buffers for
integral data flows that are served by a virtual channel. Thus it enables
increasing the bandwidth of virtual channels.

Method of synthesis of a stable estimation of the function of density
of traffic distribution analyzes the integral flow of fractal data. Its good
feature so is to enable getting adequate assessment of control
parameters.

Methods for managing the redistribution of virtual connection
bandwidth is used while dynamic reserving the bandwidth. Its strong
point is that he takes into account priorities and competition among
integral data flows.

The three latter techniques have the same lack — they cannot be used
for traffic management at the upper level of management (to govern the
access when receiving a query for data transfer).

4.4 Effective data transmission speed in 10T networks

In the triad confidentiality, integrity and availability, most of the
experts pay their attention to the informational confidentiality problem.
This is because informational compromise leads to the most significant
business damages. However, the impact of informational integrity on
cybersecurity in business continuously increases.

Every year the number of devices which are connected to the
Internet rapidly grows. The popularity of social networks and instant
messaging technologies leads to growth of transmitted traffic amount.
For the purposes of load optimization of communication channels most
of the applications which transmit textual information use algorithms
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for data compression. When using those algorithms, it is essential to
pay attention to maintaining the data integrity. The changes made to
one single bit of information can lead to inability to restore the whole
message.

Martin Ruubel attaches significant importance to the loT data
integrity in his article [40]: Strangely all the security focus seems to be
on privacy, as if the public disclosure of the contents of your fridge is
something to be feared. We argue that integrity is by far the more
important component of the CIA (Confidentiality, Integrity, and
Availability) security triad. Privacy might cost you some
embarrassment but integrity (of your medical devices, of your car’s
braking system, of your flight’s altimeter, of your power supply) can
easily cost you your life.

Based on all of the above, the integrity problem must be
considered as highly important. It must be secured, not controlled.
Using simple integrity control, message signature jamming may lead to
full message rejection that will increase data processing from loT
devices time. That delay can be critical enough for some of the systems
(life-support system, secondary breaking system).

4.4.1 Effective speed evaluation

It can be used following definitions to evaluate effective data
transmission speed in packet networks, provided all devices operate
correctly [42]:

Re Zf(Ro,Vk,npytr,SIPevziKp) (41)

where Ry - data transmission speed that has been proved
theoretically; V3. - code speed; 1, - data packet length; £, - signal
propagation speed in relation to time for packet analyzing and negative

acknowledgement; P, - unit data element error probability; = -
negative acknowledgements count, K,.- binary value for noise-immune
codes use during message transmission fact.

Take the case where packet has length 1, and contains k of
informational elements (Vi = k/n;), and P is packet error probability.
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Then average packet transmission time can be defined as below
considering z possible negative acknowledgements:

t =TpiZ;:Pi .

where T, — non-recurring packet transmission time.
P=- transmission bus rejection due to jamming probability in

relation to time for restoring v, Considering these comments, effective
data transmission speed can be defined as:

z-1 -1
Rezvkn{Tle“mpz(errTv)} s

The following expression is right if noise-immune codes (Kp=1)
that can identify errors is used in transmission:

P~P@ELn,)=FRn, (4.4)

where P(= ljﬂp} - is distortion of one and more elements in

packet on length 1, possibility.
If we substitute expression (4.4) in expression (4.3) obtaining
expression:

n 1-Pn?*
R, =V,R p( ep)

k'Y £\Z
(RotA+np)+RoTV(Penp) ) (45)

where 1 — F,n,* - is rate of decreasing R due to noise effect.

Expression (4.5) demonstrates an effect of general factors, that
effect on R, decreasing. Multiplier 1 — F,n, represents noise effect
on R, decreasing. Summand R f, + My in denominator represents loss
amount of R due to time that receiver has spent on message analysis
and time that sender was listened for confirmation of acceptance £,.
Second summand R T, (P.n,¥)* specifies amount of losses R, that are
caused by possible noise effect and exceeding maximum permitted

negative acknowledgements amount z.
Analysis of expression (4.5) shows that depending on packet

length effective speed has maximum, which value depends on R, .,
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t4, =, B, £ and Tyr. Based on service profile, the R, value defines
real network devices throughput and packet transmission time, as well

as the effect of noise on network. ParameterR, binds load stress
parameter to service quality. The maximum effective transmission

speed H .. Can be achieved at some value of optimal packet length
Tpope, and is defined from expression dR, /dn, = 0 that doesn’t have
analytical solution relatively to n, even if hardware had high
reliability.

Effective information transmission speed R, has (depending on
ny) maximum value R.pq., that reduces to Npgye values with the
increase of R . Extremum of R, = f{:ﬂp} dependence is the is sharper
when R, is greater. This reflects less criticality of 11, choosing when
R, decreases.

4.4.2 Errors grouping factor

Error grouping can be defined as error grouping rate or grouping
factor [43] in communication. The factor is defined statistically for
every type of data transmission networks. The grouping factor has

value in range 0<& <I. Value of £ =0 corresponds to independent
errors distribution. Errors are grouped in packets, when grouping rate
increased, and when the rate is maximum (£ =1), errors are grouped in
one packet. According to errors grouping rate, there are channels with
low, middle and high grouping rate defined, where &£ <0,3; 0,3<E&
<0.5; &£ >0.5.

4.4.3 Messages transmission quality parameters in international
network

According to [43] there are defined such BER parameters in
international network as normal — BER<10%; low — 10°® <BER< 103
(accident-sensitive state); unallowable — BER > 107 (accident state).

It must be said that international standards (except BER) define
other channels quality parameters [43]: Errored Second (ES) u
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Severely Errored Second (SES). Errored Second Ratio (ESR) and
Severely Errored Second Ration (SESR) are also been used. ESR and
SESR, are defined as ratio of number errored seconds and number of
severely errored seconds to the total number of seconds in the
measurement. ESR=0,02, and SESR=0,001 in modern networks [43].
Adaptive algorithm that was suggested in subsection 4.4.1 can greatly
effect on the channels quality parameters that was specified in
subsections 4.4.2 and 4.4.3.

4.5 Analysis of error model in 10T network

Just before the development of noise-immune codes it is essential to
conduct the mathematical modeling of communication channels and to
analyze the behavior of interference in the communication channels
taking into account different input parameters and negative impact of
cybercriminals.

Considerable amount of developed models uses clearly
mathematical approach for describing the error flow. The models are:
the Berger-Mandelbrot model [44], the Brusilovskiy model [44] and
the Aksenov-Voronin model [45]. In all of these models the physical
part of processes, which happen in the communication channels, is
ignored. The mechanism of group errors generation is implicitly
expressed.

In order to get more realistic results it is better to build the
mathematical model of errors flow using the mathematical concepts,
which are close to real world physical properties, which occurs in the
communication channels. There are a lot of models, which consider
physical concepts to some extent, whereas those concepts lead to
transmitted data corruption. The best known models are: the Hilbert
model [44], the Eliot-Hilbert model [44], the Frichman-Svobody model
[45], the Freulich-Bennet model [44] and the Popov-Turin model [44].

Having analyzed the existing error models, the authors came to a
conclusion about the most precise models which were built on
multidimensional distribution of Freulich-Bennet. The authors
conducted an experiment during which there was defined the
dependency of amount of errors in the message on communication
channel characteristics and on the message length. For this experiment
authors programmatically implemented the described above error
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models with parameters, which correspond to the real characteristics of
communication channels. During the experiment there was calculated
the amount of blocks, in which there was found at least one error.
There was also found the possibility of obtaining more than one error
in the 4 and 8 bit blocks and the amount of such mini blocks in the
transmitted message. This was presented in a previous work [46].

The results of modeling the communication channel [46] using the
proposed error grouping models show the possibility to use the way of
restoring information during data exchange in the telecommunication
systems, described in [41]. The usage of mini blocks of 4 and 8 bits for
noise-immune encoding simplifies the encoding and decoding
algorithms, which has a major impact on energy consumption. It is
better to use models of independent errors generation. Those are
considered to be “tougher” in comparison to the proposed models listed
above.

In the modern communication systems the usage of turbo codes
(class of high-performance forward error correction codes) with
algorithms of soft decoding has become more popular. It shall be taken
into account that the studies conducted on turbo encoding principles
with parallel work of coder devices unveiled a number of flaws of such
systems. The most significant of them are: a large number of iterative
transformations for potentially possible results, signal delays during the
implementation of symbol intersection procedures, long length of code
combinations and the difficulties of implementation of the
parametrized adaptation. However, in most of the communication
systems it is more rational to use other coder device construction