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Map of Ukraine: National Aerospace University KhAl and RPC Radiy

Kharkiv (1.5 mil):

v 250 IT companies,

v" 30000 work in IT,

v more 2000 IT graduates yearly
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National Aerospace University KhAl and RPC Radiy Location

Main activities of KhAl & STC (15 years):
R&D&IVV in safety and security critical domains
- (NPP, aerospace, automotive,...)

Centre for Safety Infrastructure Research
and Analysis, R&V&T of the RPC Radiy
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N
NPPs Capacity: 13,880 MW (8th position in the
world, more 50% of total Ukrainian energy)
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National Aerospace University KhAl: CSN Department

Computing Systems and Networks (CSN) Department is a part of |
Faculty of Aircraft Radio Engineering, Computing and 2
Communications (National Aerospace University KhAl, about
10000 students)

About 700 students (BSc, MSc / full and part time)
12 PhDs and 3 Doctors of Science students

English language studies of BSc&Msc&PhD (2006)

45 lecturers (6 Professors and Doctors of Science,
20 Associate Professors and PhDs)

= 10 centers and labs Department of Computer
Systems and Networks

\ 4
Industrial laboratories

Educational . Research&Tramlng Centres:.
laboratories: and centres: - Centre of Dependable Systems, Services
h - STM; CISCO, De-Link; and Technologies; Centre for Safety
- BS courses; - RPC Radiy, Polisvit Inc. Infrastructure Research and Analysis,
MS courses ' '

etc

N\ o
iwrad y
PERCCOM Summer School, LBU, Leeds, 06/21/17 >,<,ra I




National Aerospace University KhAl: Department of CSN (5)

CSN Department

" \
,/R&D Lab of \
‘\Smart 3D printingl

R&D Lab Cybersecurity
of Distributed Systems

Education
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Centre of Dependable
Systems, Services and
Technologies
(DESSERT)

Centre for safety o
infrastructures &
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CSN Department: Student’s Team won on the NASA Hackathon

& C' | @ HagexHbiii | https://nakipelo.ua/studenty-iz-harkova-pobedili-na-hakatone-nasa/ G % IIJ

H‘tKM"E"O Cneutembl JloHrpuabl MHenma Wctpakt Doto Tlpecc-ueHTp A — MK [MomMouyb NpoekTy

During 5 days after call of the NASA Space Apps Challenge-2017 Hackathon (ecology
and forest monitoring) our students developed, produced, tested and demonstrated

~ mobile platform and software for fire detection system
https://nakipelo.ua/studenty-iz-harkova-pobedili-na-hakatone-nasa/
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CSN Department: Student’s Team won on the NASA Hackathon

NASA-Challenge 2017 - Local Fire Detector (Kharkiv Avia... o »
LU\ AL |

-IRE
DETECTOR

https://nakipelo.ua/studenty-iz-harkova-pobedili-na-hakatone-nasa/
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https://nakipelo.ua/studenty-iz-harkova-pobedili-na-hakatone-nasa/

Student Startup: High Precise 3D Printer and Networked Factory

https://atn.ua/obshchestvo/v-harkove-mozhet-poyavitsya-fabrika-3d-printerov

71
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KhAIl CSN Department EU funded projects
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KhAI CSN Department EU funded projects: ALIOT, Internet of
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ERASMUS+ Project: Internet of Things

Title: “Internet of Things:
Emerging Curriculum for Industry
and Human Applications /
ALIOT”

Project Number: 573818-EPP-1-
2016-1-UK-EPPKA2-CBHE-JP

Duration: 3 years (15/10/2016-
14/10/2019)

Total Budget: 816 725,00 Euro

Grant Holder: University of
Newcastle upon Tyne (UK)

National Coordinator: KhAI

Consortium: 8 Ukrainian
Universities + UK (Newcastle U,
Leeds Beckett U), Sweden (KTH),
Italy (Naples U), Portugal
(Coimbra U)

MSc programme on loT (4 modules):

MC1 Fundamentals of IoT and IoE

MC2 Data science for IoT and IoE

MC3 Mobile and hybrid loT-based computing
MC4 10T technologies for cyber physical systems
PhD programme on 10T (4 courses):

PC1 Simulation of 10T and IoE-based systems
PC2 Software defined networks and IoT

PC3 Dependability and security of 10T

PC4 Development&implementation of 0T systems
Industrial training modules (6 modules):

ITM1 IoT for Smart energy grid

ITM 2 10T for Smart building and city

ITM 3 10T for intelligent transport systems

ITM 4 10T for health systems

ITM 5 10T for ecology monitoring systems

ITM 6 10T for industrial systems

PERCCOM Summer School, LBU, Leeds, 06/21/17
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& |Greenco  TEMPUS Project: Green Computing and
Communication

MScl. Foundations of Msc
Green Computing and
Communication

Green Green Regulators Green

Y L Y
cZ. Technologies of MSc3. Technologies of Mb5c4. Technologies of
Computing and Robotics Communication

PhD1. PhD2. R&D for PhD3. R&D for
Standardization of Green FPGA-Based Green Mobile
Green Computing

Computing Applications

PhD4. R&D for Green PhD5. R&D for Green PhD6. R&D for Smart PhD7. GCC-Oriented
Wireless and Mobile ICT- Infrastructures Energy Infrastructures Optimization and

Computing Algorithms

TM1. Techniques and TMZ. Techniques and TM3. Techniques and
Tools for Green Tools for Green Tools for GCC Project
Computing Communication Management

xgadiy
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, . . .
‘7% Research and Production Corporation Radiy

— Safe and secure FPGA-based I&C platform RadICS

— Safety critical NPP systems (RTS, ESFAS, RCS,...)

— |&C systems of research reactors

— Electric power supply equipment

— Control room panels

— Fire alarm and suppression systems

— Seismic sensors and seismic monitoring systems,....

* All 15 Ukrainian reactors were modernized using Radiy platforms.

* Over 60 NPP |&C systems have been commissioned since 2003
(Ukraine, Bulgaria, Canada, Argentina, France,...).

* SIL3 Certificate of the Radiy I&C (RadICS) platform (in one
chassis, 1% in the world for such type)

 Development, manufacturing, implementation, training,
maintenance

* Research, IV&V and certification support
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Introduction: Green vs or and Safe IT?
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Introduction: Green vs or and Safe IT?
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Introduction: Green vs or and Safe IT?

* Less risks of intrusion
* Less data access, changing
* Less service blocking

19
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Introduction: Green vs or and Safe IT?

Dependable IT

/

/
Yz

_ _ _ * Less failures caused by any faults
* Less risks of intrusion ) L i
_ (design, physical, interaction)
* Less data access, changing = ) i i

_ _ S * Less risks of services/functions
* Less service blocking S~

non-performance

A
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Introduction: Green vs or and Safe IT?

Lectures on probabilistic logics and the synthesis of reliable
organisms from unreliable components, delivered by Professor
J. von Neumann, The Institute for Advanced Study Princeton, N. J.
at the California Institute of Technology, January 4-15, 1952, Notes
by R. S. Pierce

VN’s paradigm: how to create reliable organism from
unreliable components?

21 xradiy
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Introduction: Green vs or and Safe IT?

Lectures on probabilistic logics and the synthesis of reliable
organisms from unreliable components, delivered by Professor
J. von Neumann, The Institute for Advanced Study Princeton, N. J.
at the California Institute of Technology, January 4-15, 1952, Notes
by R. S. Pierce

VN’s paradigm: how to create reliable organism from
unreliable components?

Post VN’s paradigm: how to create “good” (reliable, safe, secure,..., fast,
power low/green) systems from “not enough good” (unreliable, unsafe, ...,
non-green) components?

22 E@adiy
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X Critical Software/FPGA Systems: Domains

Critical computing and IT application domains
Safety critical (NPP I&Cs, aviation, automotive,... on-board SW systems)
Mission critical (space/unpiloted SW systems)
Data critical/security critical (defense, health,..., research data systems)
Business critical (banking... IT-infrastructures)

23 E@adiy
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X Critical Software/FPGA Systems: Domains and Challenges

Critical CPS and IT application domains
Safety critical (NPP I&Cs, aviation, automotive,... on-board SW systems)
Mission critical (space/unpiloted SW systems)
Data critical/security critical (defense, health,..., research data systems)
Business critical (banking... IT-infrastructures)

Safety related challenges
Dependence of humanity, environment and artificial
(created by people) systems safety / security on IT-system reliability
NPP 1&Cs. 20001:20% of the NPP failures
Space 1&Cs. 901:20%—>20001:50%->20101:60% of the crashes

24 xadiy
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X Critical Software/FPGA Systems: Domains and Challenges

Critical CPS and IT application domains o
Safety critical (NPP I&Cs, aviation, automotive,... on-board SW systems) l% 1
Mission critical (space/unpiloted SW systems) ' |
Data critical/security critical (defense, health,..., research data systems)

Business critical (banking... IT-infrastructures)

Safety related challenges
Dependence of humanity, environment and artificial
(created by people) systems safety / security on IT-system reliability
NPP 1&Cs. 20001:20% of the NPP failures
Space 1&Cs. 901:20%—>20001:50%->20101:60% of the crashes

Resource related challenges
IT: 3-4 % of power consumption (green issues) = energy critical [®
IT: 3% 16,5 % of global GHG emissions in 2020 = ecology critical [islEEEEE Rt
Energy/ecology critical systems : -

25 xradiy
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X Critical (Safe and Green) Software/FPGA Systems: Taxonomy

Properties (gttributes)

Process (tasks)

Applications
(areas)
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Green Computing: Directions

Green Computing vice versa (or jointly with) Dependable, Safe, Secure
and Resilient Computing

Green Computing as a part of Sustainable Computing and Sustainable
Development

Green Computing and Education Activities

Green Computing: University and IT-industry Cooperation

Green Computing and Green [T-culture and Green Culture as a whole

28 xradiy
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Green Computing: Sustainability Matrix

Main entities in the field of sustainable development (sustainability) and green IT, as an “IT
Sustainability Set” (ITSS) can be described by the Cartesian product of two subsets:

» Sustainability Development Set (SDS):
energy and resource (EnF),
ecology (EcF),
safety (SF)
social and economic factors (CF);

*Two-element set (Means-Object Set — MOS):

ITSS = SDS x MOS = (EnF, EcF, SF, CF) x (Means, Object)

xradiy
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Green Computing: Sustainability Matrix

(Green IT-Engineering. Concepts, Models, Complex Systems Architectures, Kharchenko
Vyacheslav, Kondratenko Yuriy, Kacprzyk Janusz (Eds.), 2017, Springer Seria. — 305 p. )

Sustainability Development Set,

M0S 2l
EnF EcF SF CF
Means Means x EnF  |Means x Means x |[Means x
EcF SF CF
Ohject, |HW |EnF x HW EcF x HW | SF x HW |CF x HW
iT-
COMPpe-  TSwWlEnF x SW EcF x SW |SFx SW |CF x SW
nents
HW |[EnF x NW EcF x HW |SF x HW CF x W
15 [EnF x IS EcF x 1S SF x 1S CFExIS
IT [EnF xIT EcF x IT SF x IT CF xIT

Factors:
Energy&resource (EnF),
Ecology (EcF),

Safety (SF),
Social&economic (CF)
IT components:
HW/FPGA

SW

NW

1S

IT
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Green Computing: Taxonomy

(Green IT-Engineering. Concepts, Models, Complex Systems Architectures,
Kharchenko Vyacheslav, Kondratenko Yuriy, Kacprzyk Janusz (Eds.), 2017, Springer Seria. —305p. )

Sustainable . -
development Green in a global sense N Noocomputing
- computing _ * -
Ecological in a broad sense . Knowledge,
compatability Green _ *| methods, activities
P 3 communications in a narrow semse o Caleulat
Safety —e * ations
Resourse saving _ R are implemented
is based on ‘ N . .
! through is thq theoretipal basis|for
| Laws, standards | Gr X r ¥
: een
p . i5s based on the development and Green IT reengineering
In.fcrrrmtmn application of Green Green
Technologies (IT) T _ computer software
v are the part of || engneenng engineenng
Engineering, are the fechnological base for )
technologies,
systems Green IT ware _ divected on creation
IT engmeenng, Green IT components Green IT processes and improvement of § +
technologies, > * - — Green IT systems
systems Green | Green || Green L Greening of IT s and infrastructures
hardware| software || netware Green =E o
IT reengineering 523 Green
i ry = 53"% cloud systems
F 5 THH Green
Culture =
Properties, Data centets
Green culture * characteristics ; - .
Power consumption, » Green metrics practices, risks | Standards of
power efficiency B define Green
1} Fequirements jor |___computing
Business requires reflection 1 creates values supports and
and development of 1 l implements
Green business > Green Green
IT culture IT business
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Green Computing: Taxonomy

Sustainable . -
development Green in a global sense . Noocomputing
Ecological computme in a broad sense . Knowledge,
compatability Green 1 4 naiTow Sense " methods, activities
Safety —_, communications ;I Calolations
Resourse saving _ R are implemented
"{5 based on through is the theoretifal basi|for
]’_mtl:.sr mds Y Y - -"'
| | Infgtgil:zi on . is based on the development and Green IT reengineering
. application af Green G’.regn
Technologies (IT) computer software
¥ are the part of || engneenng engineernng
Engineering, are the technological base for ] ¥
technologies,
systems Green IT ware _ divected on creation
IT Engl_'nee;jng: = == . .I = == 1 S I o o] -
wameoges. = ||(Green Computing Taxonomy Background
EU/USA-projects and curriculums
S |Harnessing green IT. pr_inciples ano! practices / San Murugesan,
Cirocn coltare . | ||G. R. Gangadharan (eo!lts), :lohn VYlIey and Sons Ltd, 2012. =
Ecology Software Engineering / Sidorov N.A., 90t years
b Green IT Engineering, Vol.1,2/ V. Kharchenko (ed), 2014-2015 [
Business H
a . ) ) .
Green business > Green Green
IT culture IT business

%radiy

PERCCOM Summer School, LBU, Leeds, 06/21/17



Green Computing: Taxonomy

Sustafnable (Green in a global sense N i
devglGpment compating £ . Noocomputing
Heological \\ in a broad sense . Knowledge,
chmpatability |\ Green _ N *| methods, activities
I:’ Safety = COmMmumcaons I 4 HAdfrow Seiise "'"I Calculations
- \ - ol od
IResourse saving _ are implement
T ‘\ "{5 based on through is the theoretifal basi|for
| | Laws sandards | * —
: \
1 Green_ _ is based on the development and Green IT reengineering
I \ Information Tication of Green Green
! 1 Technologies (IT) @r - computer software
,' ¥ 1 are the part of || engneenng engineerng
| Engineering, 1 are the technological base for | ] I 'y
technologies, il
I svstems I . . .
[ meameeme ] 11 Green Computing/ IT Engineering/ Culture/
| technologies, *
systems H
S ; E Business
[| | —| u " u
'| cm* , as a part of sustainable development/ engineering/
re
' [
| Green cutwe |1+ culture/ business
‘\ I ’7 power efficiency | | B define Green
\ v 1 Fequirements jor |___computing
\ Business 4 requires reflection 1 creates values SHP.E?'G?‘?S a nd
\ ,’ and development of 1 l implements
é(een business jH—» Green Green
. " IT culturs IT business

Yradiy

PERCCOM Summer School, LBU, Leeds, 06/21/17



ﬁs;iﬁabl -:"'"'_'._— ------------ By —
/ fm‘el upmo:s;_ . = “Green in a global sense R Noocompmtiag_
” Ecological " computing in a broad sense ] Rnowledge,
compatabiity \ || | [« Green . , | methods, activities
1| Resourse saving ' e - R are implemented —— —
/ FH Vb e e T Wraghe - - - — is the theoretital basis|for
Ml Laws sandards || * ——*
: Green . Green IT reengineerin
I : \ g g
; : it e |
y | . .
In==m Green computing — an energy saving, energy
technologies, | | ) -
e[ efficient and safe computing.
tmologies, Hi—» : _
e g Three senses of GC (global/ noocomputing
systems I '
| ;
— " |||l broad/ knowledges, technology, narrow/ calculation)
I [ F ¥ TET ‘ Green ‘ |
Culture [ =
| - Data centers
Properties,
| Green culture characteristics
i Power L'-Qngul];]_l‘ptiul Green metrics practices, risks | Standards of
\ ; power efficiency define mgﬁfgﬂg
\ 1 © requirements jor
' Business requires reflection crogtes values . _ supports and
. " and development of - 1 ! | implements
Green busineés > Green Green
N / IT culture IT business
N i

Green Computing: Taxonomy

v




Green Computing: Taxonomy
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Green Computing: Taxonomy
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Green Computing: Taxonomy
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Green IT Culture Motion in Ukraine

Green as a Core Value

Green IT society as a part of Green society as a whole

Do more with less for Win-Win-Win strategy

Lean for Win-Win-Win (Green becomes a business goal and a competitive advantage)
Green Culture

Green Culture (Eco-culture) as main value of IT-society.
Safety Culture & Quality Culture as a part of Green Culture
Green IT activity directions

Green IT teaching

Green IT R&D and Green IT start-ups

Green IT business and communications

Green IT responsibility and social activities

xradiy
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Green Computing: Some Principles

General principles of green IT implementation:

- the green-oriented life cycle model should be specified and implemented
(similar safety life cycle);

- balancing of green and other characteristics (dependability, performance,
cost,...);

- the green gap analysis based on determining of the discrepancies of
requirements and existed project solutions (similar gap analysis for safety) may
be applied to modernize existed I&C systems;

- the decisions concerning application of green processes and products should
be made taking into account summarized costs for all life cycle including
utilization (as a cost-effective approach for safety assurance).
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Green Computing: VN’s Paradigm and Safety Again

Key question of the Von Neumann’s paradigm:
Can green system be developed out of not enough green components?

We can say “Yes” taking into account that safe ITs can be the part of green ITs at the
specified conditions.
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Green Computing: VN’s Paradigm and Safety Again

Key question of the Von Neumann’s paradigm:
Can green system be developed out of not enough green components?

We can say “Yes” taking into account that safe ITs can be the part of green ITs at the
specified conditions.

Techniques minimizing power consumption (PC) for dependable/safe systems:
?
?
?
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Green Computing: VN’s Paradigm and Safety Again

Key question of the Von Neumann’s paradigm:
Can green system be developed out of not enough green components?

We can say “Yes” taking into account that safe ITs can be the part of green ITs at the
specified conditions.

Techniques minimizing power consumption (PC) for dependable/safe systems:
- decreasing of voltage up to acceptable or extreme (in point of view of soft fault rate)

value for redundant channels (DVE);
?
?
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Green Computing: VN’s Paradigm and Safety Again

Key question of the Von Neumann’s paradigm:
Can green system be developed out of not enough green components?

We can say “Yes” taking into account that safe ITs can be the part of green ITs at the
specified conditions.

Techniques minimizing power consumption (PC) for dependable/safe systems:
- decreasing of voltage up to acceptable or extreme (in point of view of soft fault rate)
value for redundant channels (DVE);

- introducing PC-oriented mode adaptation for chip (active/sleep modes switching) and
separate redundant channels (PMA);

- controlled diverse clocking for internal redundant channels (CDS).

xradiy

PERCCOM Summer School, LBU, Leeds, 06/21/17



Outline

About our team and projects
Introduction. Green vs Safe IT
Green Computing. Key principles

Safe Computing. Principles and Industry Solutions
Conclusions
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Safe Computing. Some Challenges

There are problems of “last” faults for extra-safe IT-systems
Detection and elimination (development stage), tolerating (operation stage)
= How we can tolerate design (SW), physical (HW), interaction (SW&HW) faults
and vulnerabilities &attacks?
Common cause failure (CCF) problems for critical SW/FPGA-based systems and
diversity application to decrease CCF risks
= How we can verify critical SW/FPGA systems, assess test cases quality
(coverage), on-line testing trustworthiness and fault and intrusion tolerance?
Fault and multi-fault/vulnerability injection-based techniques of verification and validation
= How to assess influence of security on safety of SW systems?
Security informed safety approach: regulation, IMECA technique and security case
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Embedded/Cyber physical systems: Cyber security vs Cyber safety.
Is this taxonomy correct?
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Safety of Critical Software/FPGA Systems: Some Challenges

g

e .

A

Complexity, human (design, V&V, environment, decision making) -

-

new uncertainties & faults & errors \
Let’'s remember tragedies
Titanic
Challenger ...
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Safety of Critical Software/FPGA Systems: Some Challenges

Complexity, human (design, V&V, environment, decision making) -
new faults & errors

Security/cybersecurity issues 2>
new vulnerabilities & threats & attacks & failures

49 xadiy
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Safety of Critical Software/FPGA Systems: Challenges/Automotive

Hot facts
* lines of (VehSW) code > lines of (SpaceSW)!
* VehSW ~ 1 GB, ~ 3800 interfaces
» VehSW supports 90% innovations
* 98% VehSW has faults

MepBble UHUMAEHTHI

= Banom cucTembl ynpasneHus
TPaHCNOPTOM, NPUBEALUMI K aBapun U |
npobkam Ha goporax

= [epexear curHana PKES u kpaxa
asTomobuns

= BnokuposaHue GPS-TpekuHra 1 yroH
MHKaccaTopckoro 6poHeBuKa

ta

« domino effect for V2V and V2I THE CONNECTED CAR
:

“automotive”/ITS blackout via CCF!

1 000/0 boyf g%rzss\rvill be connected

A lot of attacks

« changing of route, SN
. arbitrary self-acceleration, P—————————
* breaking of traffic control system...

7 50/ Of cars on the road will be
0 autonomous by 2035

http://lwww.smileexpo.ru/ru/prezentatsiya-cisco-
ob-avtomobilnoy-kiberbezopasnosti

Z
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Safety of Critical Software/FPGA Systems: Some Challenges

Complexity, human (design, V&V, environment, decision making) =
new faults & errors

Security/cybersecurity issues 2>

new vulnerabilities & threats & attacks & failures

+ New components (SW, FPGA) and ITs (cloud,
loT) = new risks & deficits of safety/security

~ ®
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Critical Computing Concepts: Safety vs Security

(Cyber) Safety (Cyber) Security

What is difference?
(system, environment, influence)
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Critical Computing Concepts: Safety vs Security

(Cyber) Safety (Cyber) Security
‘r""rl-.--l__l--l-l.l""_“- ‘..‘J'rl-.-‘__l_‘-l-"'l‘_
’ “ ; ™
# Y, / %
! ) / + \
! \ | [
| ) i Swstem )
\ ! \ f
Y ! ! !
Y _ r Y, _ F
w  Erviranment # “  Environment
T e oy -~
"'l-.__l_l = -

o
e — - .y -

e T

USFI - unsafe influence
of system on environment
(other systems, people,...)

ISCI - insecure intrusion
of environment (...) on system

~ ®
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Critical Computing Concepts: Space

Properties (attributes)
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Critical Computing Concepts: Space

Properties (attributes)
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Critical Computing Concepts: Space

Properties (attributes)
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Common Cause Failures: Reasons

* Problem of computer-based I&Cs safety = problem of decreasing

common cause failure (CCF) probability

 Three most probable reasons of CCFs:

- multiple (common) physical faults (pf) of redundant channels HW caused by
external or internal factors and element deterioration);

+ 7

HW SW

12,213, 2/4

A 4

HW SW
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Common Cause Failures: Reasons (2)

* Problem of computer-based I&Cs safety = problem of decreasing
common cause failure (CCF) probability

 Three most probable reasons of CCFs:

- multiple (common) physical faults (pf) of redundant channels HW;
- replicated design faults (df) of SW (or FPGA design) components (all redundant |
channels, 20-50% of failures for space systems (1990-2015)); "

R HW SW
1N g 112, 213, 2/4
HW SW

=\ @ - .
5 o _® xadiy
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Common Cause Failures: Reasons (3)

* Problem of computer-based I&Cs safety = problem of decreasing
common cause failure (CCF) probability

 Three most probable reasons of CCFs:

- multiple (common) physical faults (pf) of redundant channels HW;
- replicated design faults (df) of SW (or FPGA design) components (all redundant |
channels, 20-50% of failures for space systems (1990-2015)); "
- multiple interaction faults caused by SW/FPGA/HW
vulnerabilities (vl) and intrusions (attacks) to ones

R HW SW
© 9 .©9 112, 213, 214
— el — //

——

SVV \\
=\ @ N .
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Common Cause Failures. Preliminary conclusion

« Ordinary structure (and time) redundancy does not decrease probability of
different CCF types and is not effective in context of design and interaction faults.

— /———/
_<7- / .
\“\-< :

~
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Common Cause Failures. Question?

- Ordinary structure (and time) redundancy does not decrease probability of different CCF
types and is not effective in context of design and interaction faults.

Any suggestion how to minimize/exclude CCF risk?
For:

Security lock systems
Banking systems/Our money in banks

Aviation/car on-board systems

Reactor trip systems

Health monitoring & control

Railway...
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Common Cause Failures. Simple example: Diversity of Locks

« Ordinary structure (and time) redundancy does not decrease probability of
different CCF types and is not effective in context of design and interaction faults.

Any suggestion how to minimize/exclude CCF risk?

62
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Common Cause Failures. Simple example: Diversity of Locks

« Ordinary structure (and time) redundancy does not decrease probability of
different CCF types and is not effective in context of design and interaction faults.

Any suggestion how to minimize/exclude CCF risk?




Common Cause Failures. Simple example: Diversity of Bank
Accounts

« Ordinary structure (and time) redundancy does not decrease probability of different
CCF types and is not effective in context of design and interaction faults.

Any suggestion how to minimize/exclude CCF risk?

All banks cannot be

‘ | simultaneously
. |iquidated

64
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Common Cause Failures. Diversity!

Ordinary structure (and time) redundancy does not decrease
probability of different CCF types and is not effective in context of
design and interaction faults. ,

W (S NER T
We have to apply diversity to minimize risk of
common failure for redundant systems!

7
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Common Cause Failures. Multi-Version Computing

* Diversity (multiversity, multi-diversity) (IEC60880, NPP 1&C) is a principle
providing use of several versions (version process/product redundancy) to
perform the same function by two and more options.

(IEC61508: different means of performing a required function).

(IEC26262: different solutions satisfying the same requirement with

the aim of independence).

« Application of diversity can avoid or appreciably decrease
risk of CCF. Is it axiom, theorem or supposition?

A 4

SW
® @
d
=

\ -
66
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Diversity Fundamentals: Structure Redundancy

F/ATA - Structure redundancy

Fs
Fs] 1:]111.' Fm‘
Aq ?‘jﬂm‘
. - | Asw
va L, fc N I | fm [Vow far o | fa [Vew
W
Structure Svystem P agiioy N T
) HW PG.E‘ | sw \
redundancy _f=3_
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Diversity Fundamentals: Structure vs Version Redundancy

F/ATA - Structure redundancy F/ATA - Version&Structure redundancy

Fg Fs

Fal Fw Few

=
e

\
\
1./
‘%1 ?’ﬂﬂm ! |
vl fe L | fn [viw fir Mo | £ Vew Asw | Asw
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Structure Svstem e - = . - Version SFSTE‘H]
) HW PG.E‘ | sw \
redundancy I i recundancy
~ [ ] £
; adly  Yd
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Diversity Related Concepts: Formal Models of MVS

One-version W(1) and multi-version W(n) systems are defined by 4 and 6 variables:

W) ={X, Y, Z, @},
Wn)={X, Y, Z, ®,V, ¥} ={W(1), V ¥},

where X, Y, Z - sets of input signals, states and output signals correspondingly;

@ ={gp, 71, ..., a} — set of I&C functions (e.g. actuation functions of reactor trip system);
V= {vj, J=1, ..., n} — set of versions with output signals Z,,..., Z, (or signals Z;, d=1,..., n;
n; — number of versions for function ¢; Vg~ v={v;,j=1,...n}) ;

¥={y, s=1, ..., 8} —mapping Z, >~

In general:

Wh,mD={X,Y,Z, ®,V, R, 6 C Q={W0h),R, 6 C,Q} ={W(h,m), C, Q}
where R = {ry, d=1,..., m} — set of version redundancy kinds, @ - mapping: R — V;
C={c,, 0=1,...,I} - set of redundant channels; Q — mapping: V— C.

69 S}Q‘adiy
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Diversity Related Concepts: Key Questions

* There are two key (“eternal”) questions regarding diversity:

How to assess actual value of diversity?
How to ensure required value of diversity?

* Practical issues:

How:

to formulate (in general/detail) requirements to diversity application;

to assess of system diversity value to meet strong standard requirements (reactor trip
systems, aerospace control systems, railway signaling&blocking,...);

to choice diversity types and volume by optimal
(required safety / minimal cost) way?

70 S}Q‘adiy
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Challenges: Uniqueness of MVSs, Classification of Diversity

Aspect Challenge Question

1. Uniqueness of  There are a lot of DA implementations but: ?
multi-version - MVSs are applied in NPPs (NUREG7007), aviation, .
systems railway, automotive (IEC26262)

This approach allows for hardware and software
diversity if different processor types are used as well
as separate algorithm designs, code and compilers.

# im0

............ Provessing

A

~ Example

" Diversity

Secondary
Processing
P o Unit

[ Redundant Path ! Comparison |——
\ ) Remedial Action
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NUREG7007 diversity

classification:

- design, - equipment.
- signal, - software,

- human, - function

+ second level

|IEC26262:
- SW,
-HW

Example

Diversity types Diversity
(NUREG 7007) types
(IEC 26262)

Diversity

Design

Yes

Function

Human

Yes
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1. Uniqueness of

Challenges: Uniqueness of MVSs/ Application

Aspect

There are a lot of DA implementations but:

Challenge

Question

?

multi-version - MVSs are applied in NPPs, aviation, railway,... in .
systems different way;
Industrial domains/ Multi-v ersion systems
Diversity
| Auto- e-
tvpes . Fail. | Chemic |Defen- |P ower
(MURE & =pace Ayviation EyE tn otive industre| == |Plarts MPP= CmDETS-
G303
: &340, Steer
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Challenges: Uniqueness of MVSs/ Application

Aspect Challenge Question

1. Uniqueness of  There are a lot of DA implementations but:

?

multi-version - MVSs are applied in NPPs, aviation, railway,... in .
systems different way;
Industrial domains/ Multi-v ersion systems
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Challenges: Uniqueness of MVSs/ Question

Aspect Challenge Question
1. Uniqueness of  There are a lot of DA implementations but: How we should
multi-version - MVSs are applied in NPPs, aviation, railway,... in  compare experience for
systems different way; different domains and

take features of DA use

- component failures occur rarely (Radiy more . ) .
P y ( y into consideration?

105 years experience);
- use of statistical evaluation methods is

limited: Standards

- comparative analysis of MVS failures for IEC 60830

different domains is not enough. IEC61508
IEC 262627

5 xradiy
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Challenges: New Technologies and Risks

Aspect Challenge Question
2. Technologies ... FPGA technology (as “the third force”): How we can use the features
and risks - ensures new possib"ities for of MP/FPGA technology take
implementation of diversity approach (DA); ~ [nto account and decrease
« MP1 vs MP2 (SW-based), SEHHIE LS5
 FPGAvs MP,

 FPGA1 vs FPGA2, etc;
- can create additional risks and deficits of

V1 L.
safety or transform pre-existed;
- stipulates necessity:
» to use positive features of MP/FPGA,

» to analyze and decrease such risks.

Qadiy )4
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Diversity Related Industry Examples: NPP RTSs

Structure of 2-Version Reactor Trip System Based on Radiy Platform

Main system
Track 1 Track 2 Track N
I
Q V1 V1 V1
2| | FrPeALY (FPGAL.2) " (FPGALN)
8
V2 V2 V2
o| | FPoaz (FPGA2.2) (FPGA2.N)
£
(3]
O
Track 1 Track 2' Track N'

PERCCOM Summer School

,LBU, Leeds, 06/21/17

+ The Radiy platform-
based RTS design
consists of two
independent and diverse
divisions:

/ ;
(or );
- other diversity types.
« Safety actuation by
either division initiates
reactor shutdown.
» Each division is
composed of three (or
four) separate channels.



Diversity Related Industry Examples: A340/A380 Control System

(I. Sommerville. Software Engineering, Addison-Wesley, 2011)

A340,380
on-board
control

systems

- 2 diverse OSs
primary/secondary

- 2 diverse appl SW
primary/secondary
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Diversity Related Industry Examples: A340/A380 Control System

(I. Sommerville. Software Engineering, Addison-Wesley, 2011)

Input  Primary Flight Control System 1 _ Outpu
=—==== : = ~
PR~ RN S Status
-, ’—/—- Channel 1 > -
s / ~3 X
A340,380 - " ~ = st " {ouput || Fter
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/7 AN ~
on-board / -] channel2 | Y
I as -’
-~ - \
control l e :
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SyStems _\'i Primary Flight Control System 2 Clu;;gut Filter 22
- 2 diverse OSs _ R
. 7 Stat
primary/secondary \\ e e Iz Bs: g ;
. - nmary Flight Control System - Iiter 2
- 2 diverse appl SW S~ - SpUE: 3, -
p”mary/secondary Secondary Flight CEI‘IILD[_‘S}HEH‘I']‘ 5550
- 2 diverse CPUs o e \\\Su
- \ atus
channel 1/2 0% y—'\—: e ede IR 5 B
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MVS Safety Assessment: Reactor Trip System/ Two structures

(V. Kharchenko, V Butenko, O Odarushchenko, E Odarushchenko. Markov’s Modeling of NPP I&C Reliability and Safety:
Optimization of Tool Selection, Second International Symposium on Stochastic Models in Reliability, Ber-Sheva, Israel, 2016;
V. Kharchenko, V. Butenko, O. Odarushchenko, V. Sklyar. Multi-Fragmental Markov”s Modeling of a Reactor Trip System//
Journal of Nuclear Engineering and Radiation Science 1 (3), Canada, 2015)

[y et =1
| Main system _ L’ﬁl
| Track Track & |— 2’::":‘3 |
2ood

||| v Vi Vi |
| E (FROALLL (FPEAIZ) [FPEAIH| |

3
| |
| L
- - _—_—_—_-—-—_Z—_Z—_Z——-—=-—=-—<Z OR
I | =
i V2 | V2 Va2 |
| n (FRaAZ (FPEALE) ‘ [FFEAZ N| |
| & |
| Mool |

Track I' Track 2' Trink ¥ [ 2,;,.,;,3
| 4

. 2o0d
| Diverse system |

Oorommis umiea (Mein chennel)

1 1 OR U
W1 W2
FrCa 1.1 Frea 12
Chassis 2,2 Chasss 2.2
Wl W2
T G 2.1) ETGA2.2) >
Chasgls 21 Chasgds 2 3 - Mool

Avmep oot umana 1 {(Diverse chenne 1)

What structure is more reliable?
What structure is more safe?

80

PERCCOM Summer School, LBU, Leeds, 06/21/17

WVl W2
Frca 1) (FPGA 3.2
Chasgs 3.2 Chhasis 32 () 4
|

Asvmep amot ymina 2 {Diverse chenne 2

xgadiy



MVS Safety Assessment: Reactor Trip System/ RBDs

9 PpF 1.1
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What structure is more reliable?
What structure is more safe?
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MVS Safety Assessment: Reactor Trip System/ Markov’s Graphs
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MVS Safety Assessment: Reactor Trip System/ Simulation

A0 !-T --% - DPm: Mathematica, cuctenma 2-13-3
H —#— DFm: Matlab. cEcTema 2-m3-3
0.998 \ \l —i— [DFv: cucTeMa 2-H3-3
) -=-#=-=-DFm: Mathematica, cucTema 1-#3-2
0,995 l —#— DEm: Matlab, cacrena 1-m3-2
i

—— [ cucTema 1-m3-2
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Challenges: MVS Safety Ensuring

Aspect

4. CCF risk
decreasing

and MVS safety

Challenge

There is a problem of decreasing number of

common version faults (CVF).

The CVF number (and probability of CCF) may be

decreased using several types of diversity (multi-

diversity or “diversity of diversity”).

There are subproblems of compatibility, dependence

and choice of diversity types.

Question

What type (types) and how
much versions developers
should use to ensure required
MVS safety?

How to take into account
dependencies of diversity
types?

>
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Techniques of Diversity Assessment: MVPs for NPP I1&Cs

Radiy FPGA-based platform
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Techniques of Diversity Assessment: MVPs for NPP 1&Cs

Radiy FPGA-based platform
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Multi-version projects

Main Diverse system
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Techniques of Diversity Assessment: MVPs for NPP 1&Cs

Radiy FPGA-based platform
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Attribute criteria

Indicators

Strategyname

INT

INH

Score

DESIGN

[iffarant tachmologizs

Rank [DCEWT

[iffzrant spproachss withina technology

2 03131
-\.I....

[iffarant architacturas

3 A TEm

[DAE wraight and subtotals

o
1.000

EQUIPMENT
MANUFACTOR.

ifferant manufactirars of fimdamantslly difarent squipmeant dasigns

0.400

[Hffarant manufacturars of sams squipmant dasign

fams manufacturer of fundamentslly differant equipment designs 2 Q.300
X J—

Fams manufacturer of different varsions ofthe same squipment dasimn

LOGIC PROCESSING
EQUIPMENT

[DAFE wraight and subtotals 0.250
Diffzrant logic processing architacharss 0.400
iffzrant logic processing varsions in same architactirs 2 1.200

ifferant componant intasration architachres

[Yiffarant data flovwarchitacturss

[DAF wraicht and subtotals

FUNCTION

Diffzrant underlving mechanizms to accomplish safety function

[iffzrant purpose, fimction, control logic, or actustion means of sams undarlving

machanizm

[Hiffzrant rasponss tims scals

[VAFE wraight and subtotals

o
0.600

LIFE-CYCLE

arant desismcompaniss

0.400

=rznt manassmant teams within the sams company

Aoann
'\.I.. '\.I'\.I

srant desiEnees, snginssn, and orprosrammsrs

ant implsrmantationvalidstiontzams

[DAFE wraight and subtotals

SIGNAL

[Yiffzrant reactor or procss s paramstars sansad by different phvsical affact

[Miffzrant reactor orprocss s paramsters sansad bvthe samephvsical afect

The sams process paramatar sensed by 2 different radundant s=t of similar sansors

[DAFE wraight and subtotals

LOGIC

Diffzrant sleorithms, logic, and programarchiteclurs

[Hffarant tirning or ordar ofaxacution 2 1.200
Diffzrant nmtims smvironmeants 3 2.200

Diffarant fimctionsl raprasantations

DAFE wreight and subtotals
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Category

Attribute criteria

Strategy name
Rank [DCE WT| INT | INH | Score
Design
= Different technologies 1 0.500
)
Z: Different approaches within a technology 2 0.333
a Different architectures 3 0.167
DAE weight and subtotals 1.000
» Equipment Manufacturer
'Eg Different manufacturers of fundamentally different 1 0,400
(Z; equipment designs '
= Same manufacturer of fundamentally different equipment]
<Zt _ 2 0.300
= designs
'E Different manufacturers of same equipment design 3 0.200
L
= Same manufacturer of different versions of the same
= 4 {0100
o [equipment design
L
DAE weight and subtotals 0.250
(X) INT = intentional use, (i) INH = inherent use
DCE WT = Diversity Criterion Effectiveness Weights
[ ] | £
e @adiy X
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Attribute criteria

Category

Strategy name
Rank | DCEWT [ INT | INH | Score
Design
% Different technologies 1 0.500 | x 0.500
E:o Different approaches within a technology 2 0.333
O |Different architectures 3 | 0.167 i | 0167
DAE weight and subtotals 1.000 0.667 0.667
- Equipment Manufacturer
% Different manufacturers of fundamentally different : 0,400
§ equipment designs '
s Same manufacturer of fundamentally different equipment]
<Zt _ 2 0.300
= designs
E Different manufacturers of same equipment design 3 0.200
|
5 Same manufacturer of different versions of the same 4 0.100
S  kquipment design '
Ll
DAE weight and subtotals 0.250
(X) INT = intentional use, (i) INH = inherent use
DCE WT = Diversity Criterion Effectiveness WeighTs
{ °
8 yadiy

CSNT, Kyiv, Ukraine, 20/04/17
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Result
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Techniques of Diversity Assessment: NUREG 7007

1,40 - .
NUREG-A Radiy™ Platform - based options
1,40 : :
Acceptablevalue of diversity 1,35
1,2':' n 2 \
1,00
0,50 . - -
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0,60 =%
0,54 0,55\ 85 051 0,53
0,40 =-
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Diversity Attributes (NUREG-CRI7007:2009) ~ Vuinerability Diversity for Security:

mitigation
Assurance and Assessment
Different technologies Design ' (V. Kharchenko, O. lllliashenko. Diversity for Security: Case
Different approaches within a technology M Assessment for FPGA-based Safety Critical Systems. Procee-
Different architectures within a techno'ogy L dingS Of the 20th IEEE Conference on Cil’CUitS, Systems,
Communications and Computers, Corfu Island, Greece, 2016)
H
i H- high,
M . .
HM - high middle,
L Ll
, , _ M - middle,
Logic Processing Equipment
Different logic processing architectures H L - |0W
Different logic processing versions in same architecture HM
Different component integration architectures M
Different data flow architectures L
Function
Different underlying mechanisms (UM) to implement safety function H
Different function, control logic, or means of same UMs M
Different response time scale L
Life-Cycle
Different design companies H
Different management teams within the same company HM £ |
Different designers, engineers, and/or programmers M D;;ZTS‘:;
Different implementation/validation teams L
Signal
Different parameters sensed by different physical effect (PE) H
Different reactor or process parameters sensed by the same PE M
The same parameter sensed by a different redundant set of sensors L
Different algorithms, logic, and program architecture H
Different timing or order of execution HM
Different runtime environments M
Different functional representations L




Choice of Diversity Types: Tool Support

(S. Vilkomir, V. Kharchenko., A Diversity Model for Multi-Version Safety-Critical I&C Systems//
Proceedings of the PSAM11/ESREL2012, Helsinki, 24-28, June, 2012)

Tool DivA-C

(Diversit Anal Sis and Choice) o-l Diversity Values Matrix for MC [0,2] (Manufacturers of chips) — [ =NAs ﬂ
y y | MC1 (Atera) MC2 (Ailiroc) MC3 (Actel) MC4 (Intef) MC5 (Motorola)
o T WCipee) (R (.70 059 081 085
Parameters Addttional Info Resutt Ncz IXI"FD(} 0.7 0 063 08 08
@ Max Diversty  (©) Min Cost TC: {TC1,TC3} = 0.13 (Design) Diversity 0.89 MC3 (Actel) 0.59 063 0 0.78 0.82
MC: {MCZ MC3} = 0.18 Equipment M_._
Diversty Boundaries [0..1] FC: {m,mi = 0.16 EL::iE pzzc...:J oz 126 MC4 (Intel) 041 083 078 0 052
"0 T gl e - ol00 (Tife-epete) Verien! o G5 (Motonks) |05 089 0% 062 0 I
Cost Boundaries L: { L1, Lz} = 0.11 (Logic) T erAM FRGA T3 (e FPGA) (Metorolz) |0, : : :
— 0 = BET TO: {TOL,T0Z} = 0.11 (Signal) ot I e

e s o' Data Source .
Run Calculations MP1 MP1 -
£ i -

l:l@g

TO2 )
ol DiversityTypes DiversityValues

TC [0.2] (Technologies of chips] TC1(SRAM FPGA)

MC [0.2] (Manufacturers of chips) TC2 (Flash FPGA)

FC [0.2) (Families of chips) TC3 (Antifuse FPGA)

TP [0.2] (Technologies of printed circuit board production) TC4 (Program logic controller)

MP [0.2] (Manufacturers of printed circuit boards) TC5 (Microprocessor)
-I;F,/ / L [0.2] (Languages) TC6 (Microcontraller)

TO[0.2](Technologies of development and verification)

TC |— MC FC TP I\.EP)
K FC X TP 7 B B l Values Matrix l l Dependencies
AT
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Multi-Version Systems: Post Severe Accident Monitoring System

(V. Kharchenko, A. Sachenko, V. Kochan, V. Kharchenko et al. Mobile Post Emergency Monitoring System for NPPs. Proceedings
of the 12th ICT in Education, Research and Industrial Applications: Integration, Harmonization and Knowledge Transfer, ICTERI-
TheRMIT2016, Kyiv, Ukraine, 2016)

Architecture of PSAMS
r hWeasurement _l 4 wired Metwork
i cro- L__p"ired e Control &
controller DecisionMaking
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Wire|ess -~ [Control & Navigation | I
Interface — : — L r
Sensorn Iﬁ.,:\ § )erelesslnterrace g: >, I'-: oT-based
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| Wireless | NS Drone Slave o L
L Microcontroller N ’:{' [Control & Navigation | : I T
——= . Ly
: \ Wireless Interface |.F =
I _| < 7 La 1
Contral module /N 15T
Faustarij—| [Wice L_p]'ired /X i IE i
I controller _ ) I f Vv \\ IZ |1 b
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| e rEIESSk f' \ Drone Slave 'g :E
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| ~— = _i5
I Wi reless I WirelessInterface |
Mli cracantroller
L — — vy
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Multi-Version Systems: Post Severe Accident Monitoring System

Architecture of PSAMS: Wire-based instrumentation, control and communication
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Multi-Version Systems: Post Severe Accident Monitoring System

Architecture of PSAMS: + Wireless/LiFi-based instrumentation, control and communication

r hMeasurement _l I P T

Micro-  —pfiired ntrol &
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I wirElEss | VN Drone Slave 1y LEubsystems
L i Ere EamEliEr ' ’;‘{ |C|:|ntr|:|I & MNavieation | : | T
: \< Wireless Interface :..4-":
(K3}
e — & 4
[ contral module B AN 18 T
Faustari | [Wicre L] ired /X T |':§:
cantraller =
I — /7 \ =3k
| Wireless "'f' A ol3
|nterf Drone Slave 15
Iﬁ.ctuatur —I—P DAL —— ~ — [Control & Navigation | =
I Wireless I Wireless Interface - ,
L Mli crocantraller + v

96 E(radiy m

PERCCOM Summer School, LBU, Leeds, 06/21/17



Multi-Version Systems: Post Severe Accident Monitoring System

Architecture of PSAMS: loT-based instrumentation and communication

r hMeasurement _l I P T
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Multi-Version Systems: Post Accident Monitoring System

(V. Kharchenko, A. Sachenko, V. Kochan, H. Fesenko. Reliability and Survivability Models of Integrated Drone-Based Systems for
Post Emergency Monitoring of NPPs. Proceedings of the IEEE Conference on Information and Digital Technologies, Rzeszow,

Poland, 2016)

RBD (Reliability Block Diagram) Based Reliability Assessment
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Multi-Version Systems: Service-Oriented Architecture

(A. Gorbenko, V. Kharchenko, O.Tarasyuk, A. Furmanov. F()MEA-Technique of Web-services Analysis and
Dependability Ensuring Rigorous Development of Complex Fault-Tolerant Systems, LNCS 4157. Springer. 2006)

Graph for version generation

Linux=

AL
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SOA = {0S, WS, AS, DB}
OS - operation system,
WS - web-server,

AS - application server,
DB - data base




Multi-Version Systems: Service-Oriented Architecture

(A. Gorbenko, V. Kharchenko, O.Tarasyuk, A. Romanovsky. Intrusion-Avoiding Architecture Making
Use of Diversity in the Cloud-Based Deployment Environment, LNCS, Springer, 2011)

DE
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Dynamically reconfigurable

cloud-based intrusion tolerant SOA
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developers (Microsoft,
Apache, IBM, Oracle, etc.)
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- | iliti .
Vulnerability database&u\nerabl ftes /get list of
patches

(CERT, ISS, NVD, Mitre,

OSVDB, Secuna, etc.) Configuration
controller

Replace active configuration |
change settings | rejuvenate

Estimate security
risks of active and
spare configuration

Update | upgrade |
change settings
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Web-server
App-server
provider _ Spais
active configurations
configuration (images)

Client instance
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Multi-Version Systems: Service-Oriented Architecture

SBD (Security Block Diagram) Based Security Assessment
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Outline

About our team and projects
Introduction. Green vs Safe IT
Green Computing. Key principles

Safe Computing. Principles and Industry Solutions
Conclusions
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Conclusions

Green IT engineering as a part of sustainable and green engineering...
Global challenges (mobile / 10T devices power consumption decreasing = cloud computing / data
centers power consumption increasing)?

Green IT system/SW life cycle and green gap analysis...
Green life cycle model including utilization costs (for embedded systems, networks, clouds, oT)

Green IT engineering as solution for safety and energy critical applications...
Dependable system (out of undependable components) can be “greener’ due to special
techniques (energy modulated computing, diverse clocking,...)

Common cause/ fatal failure (cased by design faults, attacks on joint
vulnerabilities) is key challenge for safety critical systems.

Diversity decreases CCF risk but there is a problem of common version faults, costs,
assessment of actual safety level of diversity considering rare stream of failures.

Diversity of nature, culture, nations is very important for civilization sustainability

102 S;(radiy
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Springer Books on Green IT Engineering (vol.1,2)

Studies in Systems, Decision and Control

© 2017

Green IT Engineering:
Concepts, Models, Complex
QERES  Systems Architectures

Complex Systems

proyk Edvors

Green IT
Engineering:

A Free Editors: Kharchenko, Vlyacheslav, Kondratenko, Yuriy, Kacprzyk,
Preview Janusz (Eds.)

L Springes

Studies in Systems, Decision and Control

© 2017

Green IT Engineering:

& Sori M Components, Networks and
Z1 Springer  BEEEEEE Systems Implementation

Free > Editors: Kharchenko, Vlyacheslav, Kondratenko, Yuriy, Kacprzyk,
Preview Janusz (Eds.)

L Speinger
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Springer Books on Green IT Engineering (vol. 3)

Green IT Engineering: Social, Business and Industrial Applications".
Volume 3

in the book series "Studies in Systems, Decision and Control" (55DC)

which will be published by Springer http//www._springer.com/series/13304) /

Editors Prof. Dr. Vyacheslav Kharchenko, Prof. Dr. Yuny Kondratenko, Prof. Dr. Janusz
Kacprzyk.

@ Springer
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Springer Books on Green IT Engineering (vol. 3)

Key topics of the book, Volume 3:

Green IT engineering in Social Applications (social networks, media, smart home, health
systems,. );

GGreen IT engineering in Business Applications (information systems, banking IT, e-
commerce,._);

Green IT engineering in Industrial Applications (aerospace, energy, transport,.. ).

Authors can consider different aspects of implementation to the social, business and industrial
applications such subjects as:

- Development and implementation of Green logic, programmable components and systems;
- Measurement, integration and verification of energy-saving systems and networks;

- Greening of data centres and cloud-based IT-infrastructures;

- Development and implementation of green software;

- Ecological human-machine interface and systems;

- Implementation of complex energy-saving and safe systems;

- Development of adaptive green WiFi and mobile systems and networks;

- Assessment and implementation of energy saving loT (Internet of Things) based systems;
- Lightweight cryptography and green aspects of embedded systems;

- Big data for green and greening of big data based systems;

- Green issues of Industry 4 0;

- Economical issues and university-industry cooperation in green IT engineering, etc.

@ Springer Important dates for Volume 3

Acceptance of invitation and submission of abstracts — July 30, 2017
MNotification about acceptance by editors — August 28, 2017
Submission of chapter (18-20 pages) — October 22, 2017
Motification about acceptance of chapter — December 4, 2017

102 Submission of camera ready — December 22, 2017




Thank you very much!

National Aerospace University
“KhAl”, CSN Department, 17,
Chkalov street, Kharkiv 61070,
RPC Radiy

Ukraine

e-mail:
v.kharchenko@csn.khai.edu
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